McCutchen.) “If there’s no misconduct,
there’s no one checking to say we didn’t do
asufficient investigation,” Hallum said. “We
could be in the whitewashing business for all
anyone would know.” While committee
members discussed the possibility of having
Mason’s office conduct this sort of review,
they made no final recommendation.

For now, reforms for OSI are still some
time away. Sullivan has apparently given no

nization proposal, and if he does approve
policy changes they must still be published in
the Federal Register for public comment
before they are enacted—a process that can
take months. In the meantime, reformers will
have to deal with yet another power center:
Congress. The House version of the NIH
reauthorization bill enshrines the current
definition of misconduct and would keep
OSI right where it is, a fact that alarmed

health subcommittee chairman Representa-
tive Henry Waxman (D-CA) says that provi-
sion was drawn up last year before PHS
began to revise its procedures, and that both
the House and the Senate are likely to be
sympathetic to the agency’s reforms. But the
aide suggests that Congress could act quickly
once Sullivan makes up his mind, meaning
that scientists may end up living with what-
ever changes emerge from this process for a

sense of when he might deal with the reorga-

several committee members. But an aide to

long time.

Fatal Error: How Patriot Qverlooked a Scud

Even a minute mathematical error can lead to tragedy in the
computer age, as confirmed by a report on the Patriot missile
issued by the General Accounting Office (GAO) last week. The
report describes how a minor bug in Patriot’s software allowed
an Iraqgi Scud missile to slip through Patriot defenses a year ago
and hit U.S. Army barracks in Dhahran, Saudi Arabia, killing 28
servicemen.

GAO undertook the study on orders from Representative
Howard Wolpe (D-MI), who says he has questions about
whether the military’s “logistical apparatus is adequate to
support...software-driven weapons.” He was not reassured. “The
episode,” Wolpe wrote in a letter to Defense Secretary Richard
Cheney, “makes clear the problems American troops may face as
we continue to take advantage of the benefits of the computer
revolution in developing weapons.”

According to the GAO report, the Patriot’s electronic brain—
now 20 years old—would have performed well in the task it was
designed to do, which was to track and shoot down relatively slow-
moving aircraft. But it ran into trouble when it was pressed into
service in the Persian Gulf to defend against high-speed ballistic
missiles. The main flaw was in the way the Patriot battery’s missile-
tracking computers processed

an enemy Scud, the computer was programmed to get a second
radar sighting to determine whether the object was following the
path expected of a ballistic missile. If it was not, the signal would
be rejected as a false alarm. And to speed up the process, the
software told the computer to analyze only data from a small
portion of the radar beam—the portion within a mathematically
limited zone (the “range gate”) centered on the path that a
ballistic missile would be expected to follow. If the computer
found a target within this range gate, it would know that the attack
was real and would launch a Patriot missile. Sadly, in this case the
computer miscalculated the position of the range gate, failed to see
the Scud, and ruled that the original signal was a false alarm.
The mistake occurred because this particular Patriot battery
had been running continuously for about 100 hours. According
to GAO, its logic had built up a timing lag of 0.3433 second.
That may sound trivial, but when tracking targets traveling at
ballistic speeds the error was fatal, for it caused the computer to
shift the range gate 687 meters, letting the Scud pass unnoticed.
Ironically, about a week before the Dhahran tragedy, U.S.
military officials had been warned that something like this could
happen, according to GAO. The warning came first from the

timing information, which af-
fected its ability to pinpoint the
location of fast-moving targets. p

The computer’s tracking calcu- /2
lations depended on signals from 1. Wide area :
its internal clock, which it trans- search
lated into a “floating point” |
mathematical value. Because the
computer could handle only rela-
tively small chunks of data (by
today’s standards), it was forced
to truncate this time value slightly,
creating a slight error. By itself,
the flaw would not have been
fatal, but the Patriot software was

2. Focused
target isolation

C

o Israeli military, which had been
7 analyzing data records from Pa-
triot batteries in Israel. The Israe-
lis discovered that after about 8
hours of continuous use, the Pa-
triot system built up a timing er-
ror of 0.0275 second, enough to
create a range-finding error of
about 55 meters. They passed the
word to the U.S. Patriot project
office on 11 February 1991.
Within a few days, the Patriot
project office made a software fix
correcting the timing error, and
sent it out to the troops on 16
February 1991. On 21 February,

) 3. Final tracking: Scud
= falls outside “range
gate”
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written in a way that caused the | Fatal software bug. A timing flaw in the Patriot’s | the office sent out a warning that
error to increase stcadily as time | software caused its computer to focus the target analysis “very long run times” could affect
passed on the computer’s clock. | (“range gate”) on the wrong segment of the radar beam, the targeting accuracy and alerted

That’s what happened on the | failing to detect an incoming Scud. officers to the fact that new soft-

night of 25 February 1991. A
Scud missile launched from Iraq popped over the horizon in Saudi
Arabia and was picked up by a Patriot’s radar, which was then
performing a wide search of the sky. The Patriot locked onto this
target and calculated a “track” that was an approximation of the
path it would follow to the ground. To confirm that this was truly
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ware was on the way. The troops
were not told, however, how many hours “very long” was, or that
it would help to switch the computer off and on again after 8
hours. The U.S. forces finally solved the timing problem when
they received and installed the new software at Dhahran on 26
February—a day too late. 8 ELIOT MARSHALL
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