Privacy, Confidentiality, and the
Use of Medical Records in Research

In recent years widespread public con-
cern has developed in the United States
over encroachments on privacy and con-
fidentiality in many areas of American
life. This concern has led to a proliferation
of regulations and legislative proposals at
local, state, and federal levels. Although
the medical and epidemiologic research
community has been highly successful in
protecting the confidentiality of personal
information obtained for research pur-
poses, attention has nonetheless focused
on possible threats to privacy that may
be associated with research involving hu-
man subjects. The Privacy Act of 1974
(P.L. 93-579) was designed to ensure that
personal information about individuals
collected by federal agencies would be
limited to that which is legally authorized
and necessary and that the information
would be maintained in a manner that
would preclude unwarranted intrusions
upon individual privacy. In addition, the
act provided for creation of the Privacy
Protection Study Commission, which
subsequently made recommendations to
Congress and to the President regarding
various record-keeping practices in the
private sector and the use of such rec-
ords for research purposes (1).

In this article, we present an overview
of the implications of the privacy and
confidentiality issue for future medical
and epidemiologic research in the United
States. We first describe briefly the im-
portance of population-based biomedical
research; second, show how essential
the use of medical records with individ-
ually identifiable information has been in
the past; third, describe some of the
health problems for which knowledge
based on use of medical records is des-
perately needed; and finally, describe the
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safeguards that are in effect for pro-
tecting the rights to privacy of human re-
search subjects.

The Society for Epidemiologic Re-
search and the Association of American
Medical Colleges are committed to pro-
tecting the confidentiality of the medical
and personal data obtained in the course
of research activities. We believe that
privacy protection can best be accom-
plished through the regulations of the
Department of Health, Education, and
Welfare that are now in force and
through new legislation based largely on
the recommendations made by the Pri-
vacy Protection Study Commission in its
report to Congress.

Population-Based Health Research

Epidemiology is the study of the distri-
bution and dynamics of disease in human
populations. Its purpose is to identify
specific agents or factors, related to

people and their environment, that may .

cause disease or identify people who are
at high risk for developing a disease. In
so doing, epidemiology provides the
basis for public health programs de-
signed to prevent and control disease.
Prevention can be effected by reducing
or eliminating exposure to a specific fac-
tor once its importance in producing dis-
ease has been demonstrated. There are
at least two important reasons why iden-
tification of people at high risk for dis-
ease is desirable: (i) measures can be
adopted to prevent such people from de-
veloping disease and (ii) medical super-
vision and screening tests can be pro-
vided when appropriate, so that if they
do develop disease, their illnesses can be
identified at an early stage.

Among the public health programs
aided by knowledge resulting from epi-
demiologic investigations are those di-
rected at preventing and controlling con-
ditions such as infectious and cardiovas-
cular diseases, cancer, and stroke. Epi-
demiologic methods are also essential for
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evaluating the efficacy of new preventive
and therapeutic measures and any pos-
sible harmful side effects they may have.
For example, the possible harmful ef-
fects of immunization against swine flu
required epidemiologic investigations
which, indeed, were responsible for
demonstrating the relation between im-
munization and development of the Guil-
lain-Barre syndrome (2).

Major Health Studies That
Required Use of Medical Records

The major contributions of epidemiol-
ogy to the understanding of disease have
been based on studies in which medical
and other vital records of many people
were used, both for their data and for
identifying those individuals appropriate
for subsequent study. The studies were
often conducted many years after the in-
formation was recorded. Their impor-
tance can be demonstrated by the follow-
ing examples.

1) Cancer. Studies which demon-
strated (i) the relationship of cigarette
smoking to lung cancer, coronary heart
disease, bladder cancer, and other condi-
tions (3-6); (ii) an increased cancer risk
associated with occupational exposure
to substances such as asbestos and vinyl
chloride (7-14); (iii) the increased risk of
several types of cancer after exposure to
radiation (/5-24); (iv) that the daughters
of women who received the hormone
diethylstilbestrol (DES) during preg-
nancy have an increased risk of devel-
oping vaginal cancer (25); and (v) that
women taking estrogens for menopausal
symptoms have an increased risk of de-
veloping endometrial or uterine cancer
26-28). '

2) Cardiovascular diseases. Studies
which demonstrated (i) that high blood
lipids, high blood pressure, and smoking
shorten life expectancy, particularly
through coronary heart disease (29-34);
(ii) that women taking oral contracep-
tives have an increased risk of develop-
ing thromboembolism or stroke (35-39);
and (iii) that administration of anti-
coagulants to patients with myocardial
infarctions is associated with lower post-
infarction mortality rates (40, 41).

3) Infectious diseases. Studies which
led to the development of vaccines for
poliomyelitis, measles, and other infec-
tious diseases (42-45), and studies which
showed that cases of polio subsequent to
polio immunization in 1955 resulted from
a vaccine lot contaminated with live vi-
rus (46).

4) Child health. Studies which demon-
strated (i) that the administration of high
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concentrations of oxygen to premature
infants results in blindness @7-49); (ii)
that rubella (German measles) or other
viral infection of the mother during preg-
nancy can produce congenital malforma-
tions in the infant (50-55); (iii) that radia-
tion exposure of the mother during preg-
nancy is associated with an increased
risk of congenital malformations and
childhood cancer in her offspring (I5-
17); (iv) that Rh disease (erythroblastosis
fetalis) in newborns can be prevented
(6, 57); and (v) that comprehensive care
programs for inner-city children and
youth are effective in reducing rates of
rheumatic fever (58).

These are but a handful of the studies
which have produced important direct
benefits for human health by identifying
the factors associated with increased risk
of disease, facilitating the development
of preventive methods, and evaluating
new ways of providing medical care and
organizing health care delivery. (Some of
these studies are considered in greater
detail later.) It would be tragic if the po-
tential benefits to society of such re-
search were lost as a result of restric-
tions placed on the information available
to researchers.

Information That Identifies Individuals

In order to carry out epidemiologic re-
search, it is often necessary to identify
individuals with specific diseases or dis-
abilities, or individuals who share some
common environmental exposure. Medi-
cal records are essential for identifying
populations with specific diseases and
for obtaining detailed historical, clinical,
and laboratory information about indi-
vidual patients. Access to these records
is only a first step in identifying and
evaluating patients with the particular
disease under study so that they can sub-
sequently be contacted and, with their
informed consent, interviewed and stud-
ied further. Identification of individuals
during the time the research is conducted
is also essential to link records from dif-
ferent sources for a given person—rec-
ords such as those kept by physicians,
hospitals, and employers as well as birth
and death certificates when appropriate.
Identifying information about healthy
persons (nonpatients) must also be made
available for making comparisons when
determining the cause of a disease. With-
out individually identifying information,
which is essential for follow-up and rec-
ord linkage, it would be virtually impos-
sible to carry out epidemiologic studies
of the etiologic characteristics, risk fac-
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tors, natural history, and prognosis of a
disease. Nor could studies be conducted
in which new approaches to prevention,
early detection, treatment, and delivery
of health services are developed.

Patient Consent

Much  population-based research
would be very difficult to carry out if pri-
or patient consent were required in order
for the investigator to have access to
medical records. The studies we de-
scribed earlier were frequently con-
ducted many years after the medical in-
formation was originally recorded, since
the state of knowledge at the time the in-
formation was obtained may not even
have permitted the study to be con-
ceived. Thus patients’ consents could
not possibly have been obtained. In addi-
tion, reviewing medical records is often
the first step used to identify patients
with a given disease so that they may
subsequently be traced, contacted, and,
with their permission, studied further.

" Any requirement that patient consent be

obtained before any medical record is re-
viewed would, therefore, be extremely
destructive to medical and epidemiologic
research.

Redisclosure

Provisions that allow redisclosure or
rerelease of information for research or
health statistics purposes (while main-
taining safeguards of confidentiality and
privacy) are extremely important, as the
following example will illustrate. Be-
cause of the increasing importance of the
problem of cancer, many cities and
states are establishing cancer registries.
These are lists of newly identified cancer
patients, and they are designed to facili-
tate the long-term care of cancer pa-
tients, to alert health officials quickly to
clusters of new types of cancer (which
may reflect a new exposure to a carcino-
gen), and to permit investigators to iden-
tify all patients with a particular cancer
so that the cause of that cancer can be
investigated through well-designed epi-
demiologic studies.

Cancer registries generally obtain their
data from hospitals and pathology labo-
ratories. A registry would be of very lim-
ited use, however, were it not possible
for the registry to go the next step and
make its data available to legitimate can-
cer investigators. Thus rerelease of in-
formation with appropriate safeguards is
essential.

A second example of the importance
of rerelease concerns a large-scale study
of women who had been exposed to x-
rays during pregnancy. The study ad-
dressed the question of whether children
from such pregnancies had an increased
risk of developing cancer. Some years
later, an investigator who had not been
part of the original study team became
interested in the reproductive histories
of the children (who were by then fully
grown) and in the status of their chil-
dren’s health. The children of the first
study were contacted and asked a varie-
ty of medical and social questions. This
was possible only because the data from
the original study, including identifying
information about individual subjects,
were rereleased to the investigator.
Throughout, rigid safeguards were main-
tained to protect the confidentiality of all
data.

Research Use of Medical Records:

Further Examples

Diethylstilbestrol and vaginal cancer.
A few years ago, investigators in Boston
demonstrated through an epidemiologic
study that when mothers had been given
DES during pregnancy to prevent mis-
carriage, female offspring from these
pregnancies had an increased risk of de-
veloping a rare type of vaginal cancer
when they reached adolescence (25).
(This finding has important implications,
since for many years DES was added to
livestock feed in the United States.)
Three features are particularly notewor-
thy: (i) the cancer did not appear in the
person taking the medication but only in
her female offspring; (ii) the cancer ap-
peared some 15 to 20 years after ex-
posure to DES, so it was necessary to go
back many years to determine exposures
and to identify the drugs taken in preg-
nancy; and (iii) the girls and young wom-
en who had this cancer were first identi-
fied through their medical records—only
then could their mothers be contacted
and studied further. If such use of medi-
cal records had been prohibited, or had
been permitted only with the consent of
the patient, this study—perhaps the first
demonstration in human beings of trans-
placental carcinogenesis—would have
been extremely difficult or impossible to
carry out.

There may be other carcinogens that
mothers should avoid during pregnancy
because of the hazard to their children.
To identify these agents, rigorous epi-
demiologic investigations in which medi-
cal records are used are needed to pro-

SCIENCE, VOL. 207



tect the health of women and their chil-
dren.

Occupational cancers. Workers in
certain industries are often subjected to
high concentrations of potentially toxic
substances. For example, workers ex-
posed to vinyl chloride were shown to
have an increased risk for liver cancer
(12-14). This finding, which has now
been confirmed, was obtained by review-
ing and correlating the medical, work,
and death records of large groups of em-
ployees in specific industries. Without
access to these records it would have
been impossible to identify and confirm
vinyl chloride as a cause of cancer. Also,
had there been a requirement that patient
consent be obtained before the records
were made available, these studies could
not have been carried out because many
patients had died by the time the study
was done or had moved and could not be
traced.

We have only begun to scratch the sur-
face with respect to the toxic and cancer-
producing potentials of substances to
which workers are exposed during their
daily labor. Any restriction that would
preclude the identification of harmful
substances and the documentation of
their effects would be a major setback.

Oral contraceptives (the ‘‘pill”’). Al-
though the pill has been demonstrated to
be a highly effective and convenient form
of birth control and has been adopted by
many women, many epidemiologic stud-
ies have demonstrated that women who
take the pill for long periods of time in-
crease their risk for blood clots, strokes,
heart attacks, high blood pressure, liver
tumors, gallbladder disease, congenital
malformations in their offspring, and oth-
er conditions (35-39). These important
findings were primarily the result of
large-scale studies in which hospital and
medical records were used—studies
which, again, would have been impos-
sible to carry out had patient consent
been required. Epidemiologic studies of
the effects of drugs like the pill are criti-
cal for protecting the health and well-
being of the public.

Radiation. One of the questions posed
by the accident at Three Mile Island in
Pennsylvania has been, How serious is
the potential risk to residents of the area
who may have been exposed to radiation
from the reactor? We know that high lev-
els of radiation are extremely hazardous
to human beings, but what is not known
with any certainty is the extent of the
hazard posed by low levels of radiation.
In order to generate data on the hazards
presented by low levels of radiation, it is
necessary to collect information on a
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population that was exposed to low-level
radiation. If such a population were iden-
tified, we would attempt to trace its
members and obtain any relevant physi-
cian records, hospital records, or death
certificates. For comparison purposes, it
would be necessary to identify a similar
but unexposed population and obtain
similar records for its members to deter-
mine the rate of disease in that popu-
lation. Only in this way could we deter-
mine whether the exposed group has
more disease than the group that was not
exposed. For the conclusions to be valid,
complete records must be available for
both groups. It would be necessary to
know names and addresses, to have ac-
cess to their medical and vital records
with personal identifiers included, and to
establish procedures for tracing, recon-
tacting, and following up the members of
both populations to determine all epi-
sodes of serious illness and death. If ac-
cess to these records is restricted, Amer-
icans will be denied information on the
hazards of low-level radiation. It is,
therefore, essential that Congress ensure
that legitimate medical and epidemiolog-
ic researchers have unhindered access to
medical records. Such access, naturally,
must be conditional on the demonstra-
tion by the investigator to his institution-
al review board (IRB) that he has pro-
vided adequately for protection of the
privacy of the subjects in his study, as
described below.

Existing Safeguards for
Protecting Confidentiality

All epidemiologists and medical re-
searchers have a major professional and
personal responsibility to minimize in-
vasion of privacy as much as possible
and to protect vigorously the con-
fidentiality of the data in their posses-
sion. The provisions of the National Re-
search Act (P.L. 93-348) (especially its
implementing regulations on protection
of human subjects) codify an elaborate
system of safeguards, currently in opera-
tion within the scientific community, to
prevent violations of the rights of pa-
tients for purposes of research. Each in-
vestigator miust justify to the IRB the ra-
tionale for subjecting any human re-
search subject to any risk—including in-
vasion of privacy—and must demon-
strate the measures he or she is taking
to ensure the confidentiality of all per-
sonal and medical data obtained in the
course of the research (59-63). Inves-
tigators must assure the IRB that re-
search data will be kept under lock and

key, and must specify who will have ac-
cess to the data, how and at what point in
the research personal information will be
effectively separated from other data,
and whether or not the data will be re-
tained at the close of the study, and if so,
why. The IRB thoroughly reviews inter-
view instruments and questionnaires, the
consent statement, and any accom-
panying material—all of which must be
sufficiently informative and under-
standable to enable the subjects to make
an informed decision about participating.
If the subjects are patients, they are reg-
ularly assured that their care will not be
jeopardized in any way by their failure to
participate. All subjects are assured that
they are free to withdraw from a study at
any time. Many of these provisions are
spelled out in current regulations of the
Department of Health, Education, and
Welfare.

Immunity from Subpoena

It should be apparent that epidemio-
logists and other medical investigators
are keenly sensitive to the challenge of
ensuring confidentiality of data and pro-
tection of the privacy of research sub-
jects. However, one important issue re-
mains to be resolved, namely, the pro-
tection from subpoena of data gathered
for research purposes. At present, no
such proiection is guaranieed in most re-
search areas. Although an investigator
may make the maximum effort to safe-
guard the confidentiality of information
he obtains, such information remains
subject to subpoena by a court of law.
Therefore absolute assurance of con-
fidentiality cannot be made to research
subjects. Provision must be made for
data obtained for research purposes to
be immune from subpoena except under
precisely stated extreme circumstances.

Current Challenges

Among the major public health prob-
lems in the United States are cancer, car-
diovascular disease, and infectious dis-
eases such as hepatitis, venereal disease,
and influenza. Many cancers today are
probably environmentally determined.
In an interview some time ago, Dr. Ar-
thur C. Upton, director of the National
Cancer Institute, responded to a ques-
tion about research needs in the cancer
field by saying, ‘‘We need a lot more
good epidemiology. It can tell us not on-
ly about environmental factors but also
about genetic influences, and we really
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do need to know about both.”” Upton’s
comments could also apply to research
in cardiovascular diseases, high blood
pressure, stroke, neurological diseases
(including epilepsy), diabetes, arthritis,
digestive diseases—indeed, to virtually
all chronic and many infectious condi-
tions.

The effects on human health of new
drugs and other chemicals in the envi-
ronment can only be identified through
epidemiologic and other investigations,
most of which depend on the availability
of medical records. The maintenance of
health and improvement of protection
from environmental hazards requires the
facilitation of epidemiologic research
and the continued availability of medical
records.

Society has a vital stake in epidemio-
logic and other medical research. We
must ensure that the dignity and privacy
of subjects will be protected without
hindering the advancement of knowledge
of disease. The social contract that facili-
tates the existence of individuals within
social groups requires that each individ-
ual occasionally yield some of his rights,
including privacy and freedom of action,
for the benefit of society as a whole.
Compliance with traffic regulations and
with income tax laws are but two ex-
amples of the interactive workings of the
social contract. Each society must de-
cide when a limited compromise of indi-
vidual rights is justified by the potential
benefits to be derived by the community
as a whole. Investigations of the etiology
and natural history of disease and of the
effectiveness of preventive and thera-
peutic interventions are of great poten-
tial benefit to society, but the conduct of
such studies requires that, with proper
safeguards, individually indentifiable
data from medical records continue to be
made accessible for medical and epi-
demiologic research.
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