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Privacy and Behavioral Research

Preliminary Summary of the Report of the
Panel on Privacy and Behavioral Research

there have been
growing threats to the privacy of
individuals. Wiretapping, electronic
eavesdropping, the use of personality
tests in employment, the use of the lie
detector in security or criminal inves-
tigations, and the detailed scrutiny of
the private lives of people receiving
public welfare funds- all involve in-
vasions of privacy. Although the social
purpose is usually clear, the impact
on the persons involved may be dam-
aging. Our society has become more
and more sensitive to the need to
avoid such damage.

This concern has led to extensive
discussion about the propriety of cer-
tain procedures in behavioral research,
by the Congress, by officials in the
various agencies of the government,
by university officials, by the scientific
community generally, and by leaders
in professional societies in the behav-
ioral sciences. The Office of Science
and Technology appointed a panel*, in
January 1966, to examine these issues
and to propose guidelines for those who

In recent years
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are engaged in behavioral research or
associated with its support and manage-
ment.

The panel has restricted its atten-
tion ‘to issues of privacy arising in
connection with programs of data col-
lection and study which are intimately
associated with behavioral research.
For example, it has not reviewed a
number of the programs for data col-
lection which are sponsored by the
federal government, such as the vari-
ous censuses, health and welfare sta-
tistics, and financial information se-
cured from business and industry.
These programs may also encroach
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upon the privacy of individuals, either
through the burden of disclosure which
they impose on respondents or through
their availability for unintended pur-
poses. »

It is our opinion that the principles
described in this report for protection
of privacy in behavioral research
should apply equally to such inquiries.
When response is mandatory, as in the
case of information that must be fur-
nished to the government, there is an
even greater burden on the sponsoring
agency to protect the individual against
disclosure unless disclosure is specifical-
ly sanctioned by statute.

The panel has not reviewed in de-
tail the wide variety of mechanical
or electronic devices which make it
possible to intrude into private lives.
We have become acquainted with a
few of the problems in that field, how-
ever, and are dismayed to observe the
disregard for human values indicated
by the advocacy or actual practice of
eavesdropping, the use of lie detection
without clear justification, and the fre-
quent willingness to institute surveil-
lance procedures to handle the prob-
lems of a small proportion of our
population at the risk of eroding the
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rights and the quality of life for the
majority.

Likewise, the panel has not reviewed
in detail the propriety of procedures
involved in employment or social wel-
fare activities. Enough examples have
been brought to our attention, how-
cver, to make us feel that examination
of procedures in these spheres is
needed also.

The attitudes of various segments
of our society about proper procedures
for the protection of privacy and the
right to self-determination have been
explored by the panel. It has reviewed
relevant research in the behavioral
sciences and the administrative prac-
tices of universities and government
agencies. It has also consulted with
the scientific community through its
professional organizations.

Threats to Privacy

The right to privacy is the right
of the individual to decide for him-
self how much he will share with
others his thoughts, his feelings, and
the facts of his personal life. It is a
right that is essential to insure dignity
and freedom of self-determination. In
recent years there has been a severe
erosion of this right by the wide-
spread and often callous use of vari-
ous devices for eavesdropping, lie de-
tection, and secret observation in poli-
tics, in business, and in law enforce-
ment. Indeed, modern electronic instru-
ments for wiretapping and bugging
have opened any human activity to
the threat of illicit invasion of pri-
vacy. This unwholesome state of affairs
has led to wide public concern over
the methods of inquiry used by agen-
cies of public employment, social wel-
fare, and law enforcement.

Behavioral research, devoted as it is
to the discovery of facts and principles
underlying human activity of all types,
comes naturally under scrutiny in any
examination of possible threats to pri-
vacy. All of the social sciences, includ-
ing economics, political science, an-
thropology, sociology, and psychology,
take as a major object of study the
behavior of individuals, communities,
or other groups. In one context or an-
other, investigators in all of these dis-
ciplines frequently need to seek infor-
mation that is private to the men,
women, and children who are the sub-
jects of their study. In most instances
this information is freely given by
those who consent to cooperate in the
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scientific process. But the very nature
of behavioral research is such that
there is a risk of invasion of privacy
if unusual care is not taken to secure
the consent of research subjects, or if
the data obtained are not given full
confidentiality.

While the privacy problem in scien-
tific research is small in comparison
to that which exists in employment in-
terviewing, social welfare screening,
and law enforcement investigations, the
opportunity for improper invasion is
not negligible. About 35,000 behavioral
scientists are engaged in research in
the United States, 2100 new Ph.D.’s
are graduated each year, and the total
number of students enrolled for ad-
vanced degrees in the behavioral sci-
ences exceeds 40.000 at the present
time.

It is probable that relatively few of
the studies undertaken by these scien-
tists raise serious questions of pro-
priety in relation to privacy and human
dignity. From a survey of articles pub-
lished in professional journals and of
research grant applications submitted
to government agencies, we have con-
cluded that most scientists who con-
duct research in privacy-sensitive areas
are aware of the ethical implications
of their experimental designs and ar-
range; to secure the consent of sub-
jects and to protect the confidentiality
of the data obtained from them.

It cannot be denied, however, that,
in a limited number of instances, be-
havioral scientists have not followed
appropriate procedures to protect the
rights of their subjects, and that in
other cases recognition of the impor-
tance of privacy-invading considera-
tions has not been as sophisticated, or
the considerations as affirmatively im-
plemented, as good practice demands.
Because of this-failure there has been
pressure from some quarters, both
within the government and outside of
it, to place arbitrary limits on the re-
search methods which may be used.
Behavioral scientists as a group do not
question the importance of the right
to privacy and are understandably con-
cerned when suggestions are made
that the detailed processes of science
should be subjected to control by
legislation or arbitrary administrative
ruling. All scientists are opposed to
restrictions which may curtail impor-
tant research. At the same time they
have an obligation to insure that all
possible steps are taken to assure re-
spect for the privacy and dignity of
their subjects.

Conflicting Rights

It is clear that there exists an im-
portant conflict between two values,
both of which are strongly held in
American society.

The individual has an inalienable right
to dignity, self-respect, and freedom
to determine his own thoughts and ac-
tions within the broad limits set by
the requirements of society. The ecs-
sential element in privacy and self-de-
termination is the privilege of making
one’s own decision as to the extent
to which one will reveal thoughts,
feelings, and actions. When a person
consents freely and fully to share him-
self with others—with a scientist, an
employer, or a credit investigator—
there is no invasion of privacy, regard-
less of the quality or nature of the in-
formation revealed.

Behavioral science is representative
of another value vigorously cham-
pioned by most American citizens, the
right to know anything that may be
known or discovered about any part
of the universe. Man is part of this
universe, and the extent of the federal
government’s financial support of hu-
man behavioral research (on the order
of $300 million in 1966) testifies to
the importance placed on the study
of human behavior by the American
people. In the past there have been
conflicts between theological beliefs and
the theoretical analyses of the physical
sciences. These conflicts have largely
subsided, but the behavioral sciences
seem to have inherited the basic con-
flict that arises when strongly held be-
liefs or moral attitudes—whether theo-
logically, economically, or politically
based—are subjected to the free-rang-
ing process of scientific inquiry. If so-
ciety is to exercise its right to know,
it must free its behavioral scientists
as much as possible from unnecessary
restraints. Behavioral scientists in turn
must accept the constructive restraints
that society imposes in order to estab-
lish that level of dignity, freedom,
and personal fulfillment that men treas-
ure virtually above all else in life.

The root of the conflict between the
individual’s right to privacy and so-
ciety’s right of discovery is the re-
search process. Behavioral science
seeks to assess and to measure many
qualities of men’s minds, feelings, and
actions. In the absence of informed
consent on the part of the subject,
these measurements represent invasion
of privacy. The scientist must there-
fore obtain the consent of his subject.
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To obtain truly informed consent is
often difficult. In the first place, the
nature of the inquiry sometimes can-
not be explained adequately because
it involves complex variables that the
nonscientist does not understand. Ex-
amples are the personality variables
measured by questionnaires, and the
qualities of cognitive processes meas-
ured by creativity tests. Secondly, the
validity of an experiment is sometimes
destroyed if the subject knows all the
details of its conduct. Examples in-
clude drug-testing, in which the effect
of suggestion (placebo effect) must be
avoided, and studies of persuasability,
in which the subjects remain ignorant
of the influences that are being pre-
sented experimentally. Clearly, then,
if behavioral research is to be effec-
tive, some modification of the tradi-
tional concept of informed consent is
needed.

Such a change in no sense voids
the more general proposition that the
performance of human behavioral re-
search is the product of a partnership
between the scientist and his subject.
Consent to participate in a study must
be the norm before any subject em-
barks on the enterprise. Since consent
must sometimes be given despite an
admittedly inadequate understanding of
the scientific purposes of the research
procedures, the right to discontinue
participation at any point must be stip-
ulated in clear terms. In the mean-
time, when full information is not
available to the subject and when no
alternative procedures to minimize the
privacy problem are available, the re-
lationship between the subject and the
scientist (and between the subject and
the institution sponsoring the scientist)
must be based upon trust. This places
the scientist and the sponsoring institu-
tion under a fiduciary obligation to
protect the privacy and dignity of the
subject who entrusts himself to them.
The scientist must agree to treat the
subject fairly and with dignity, to
cause him no inconvenience or dis-
comfort unless the extent of the incon-
venience and discomfort has been ac-
cepted by the subject in advance, to
inform the subject as fully as possible
of the purposes of the inquiry or ex-
periment, and to put into effect all pro-

cedures which will assure the confi- -

dentiality of whatever information is
obtained.

Occasionally, even this degree of con-
sent cannot be obtained. Naturalistic
observations of group behavior must
sometimes be made unbeknownst to the
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subjects. In such cases, as well as in
all others, the scientist has the obliga-
tion to insure full confidentiality of
the research records. Only by doing
so, and by making certain that pub-
lished reports contain no identifying
reference to a given subject, can the
invasion of privacy be minimized.

Basically, then, the protection of pri-
vacy in research is assured first by
securing the informed consent of the
subject. When the subject cannot be
completely informed, the consent must
be based on trust in the scientist and
in the institution sponsoring him. In
any case the scientist and his sponsor-
ing institution must insure privacy
by the maintenance of confidentiality.

In the end, the fact must be ac-
cepted that human behavioral research
will at times produce discomfort to
some subjects, and will entail a par-
tial invasion of their privacy. Neither
the principle of privacy nor the need
to discover new knowledge can super-
vene universally. As with other conflict-
ing values in our society, there must
be constant adjustment and compro-
mise, with the decision as to which
value is to govern in a given instance
to be determined by a weighing of the
costs and the gains—the cost in priva-
cy, the gain in knowledge. The deci-
sion cannot be made by the investiga-
tor alone, because he has a vested
interest in his own research program,
but must be a positive concern of his
scientific peers and the institution
which sponsors his work. Our society
has grown strong on the principle of
minimizing costs and maximizing gains,
and, when warmly held values are
in conflict, there must be a thoughtful
evaluation of the specific case. In par-
ticular we do not believe that detailed
governmental controls of research
methods or instruments can substitute
for the more effective procedures
which are available and carry less
risk of damage to the scientific enter-
prise.

Ethical Aspects of Human Research

Greater attention must be given to
the ethical aspects of human research.
The increase in scientists and in vol-
ume of research provides more chance
for carelessness or recklessness and, in
the hurried search for useful findings,
can lead to abuses. Furthermore, if
standards are not carefully maintained,
there could develop an atmosphere of
disregard for privacy that would be

altogether alien to the spirit of Amer-
ican society, The increased potentials
for damage and for fruitful outcomes
from new knowledge are in no small
part results of increased federal sup-
port of behavioral science. While no
one would suggest that ethical stand-
ards should be different for scientists
supported by public funds and for
those supported by private funds, the
government has an especially strong
obligation to support research only un-
der conditions that give fullest protec-
tion to individual human dignity. Gov-
ernment must avow and maintain the
highest standards for the guidance of
all.

To summarize, three parties—the in-
vestigator, his institution, and the
sponsoring agency—have the respon-
sibility for maintaining proper ethical
standards with respect to government-
sponsored research. The investigator
designs the research and is in the best
position to evaluate the propriety of
his procedures. He has, therefore, the
ultimate responsibility for insuring that
his research is both effective and ethi-
cal.

The formalization of our ethics
concerning privacy in connection with
research is too recent, and perhaps too
incomplete, to permit the assumption
that all investigators have a full un-
derstanding of the proper methods for
protecting the rights of subjects. Fur-
thermore, the investigator is first and
foremost a scientist in search of new
knowledge, and it would not be in ac-
cord with our understanding of human
motivation to expect him always to be
as vigilant for his subject’s welfare
as he is for the productiveness of his
own research.

We conclude, therefore, that re-
sponsibility must also be borne by the
institution which employs the investi-
gator. The employing institution is of-
ten a university or a government lab-
oratory in which there are other sci-
entists capable of reviewing the re-
search plan. Such persons, drawn in
part from disciplines other than the
behavioral sciences, can present views
that are colored neither by self-interest
nor by the blind spots that may char-
acterize the specific discipline of the
investigator.

Finally, the sponsoring agency is
obligated to make certain that both
the investigator and his institution are
fully aware of the importance of the
ethical aspects of the research and that
they have taken the necessary steps
to discharge their responsibility to the
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human subjects involved. We believe
that, in the majority of instances, it is
neither necessary nor desirable for an
agency to exceed this level of respon-
sibility.

Conclusions

From our examination of the rela-
tion of Dbehavioral science research
to the right to privacy, we have been
led to the following conclusions.

1) While most current practices in
the field pose no significant threat to
the privacy of research subjects, a suf-
ficient number of exceptions have been
noted to warrant a sharp increase in
attention to procedures that will assure
protection of this right. The increasing
scale of behavioral research is itself
an additional reason for focusing at-
tention in this area.

2) Participation by subjects must be
voluntary and based on informed con-
sent to the extent that this is con-
sistent with the objectives of the re-
search. It is fully consistent with the
protection of privacy that, in the ab-
sence of full information, consent be
based on trust in the qualified investi-
gator and the integrity of his institu-
tion.

3) The scientist has an obligation
to insure that no permanent physical
or psychological harm will ensue from
the research procedures, and that tem-
porary discomfort or loss of privacy
will be remedied in an appropriate
way during the course of the research
or at its completion. To merit trust, the
scientist must design his research with
a view to protecting, to the fullest ex-
tent possible, the privacy of the subjects.

If intrusion on privacy proves essential
to the research, he should not proceed
with his proposed experiment until he
and his colleagues have considered all
of the relevant facts and he has deter-
mined, with support from them, that
the benefits outweigh the costs.

4) The scientist has the same respon-
sibility to protect the privacy of the
individual in published reports and in
research records that he has in the
conduct of the research itself.

5) The primary responsibility for the
use of ethical procedures must rest
with the individual investigator, but
government agencies that support be-
havioral research should satisfy them-
selves that the institution which em-
ploys the investigator has effectively
accepted its responsibility to require
that he meet proper ethical standards.

6) Legislation to assure appropriate
recognition of the rights of human
subjects is neither necessary nor de-
sirable if the scientists and sponsor-
ing institutions fully discharge their
responsibilities in accommodating to
the claim of privacy. Because of its
relative inflexibility, legislation cannot
meet the challenge of the subtle and
sensitive conflict of values under con-
sideration, nor can it aid in the wise
decision making by individuals which
is required to assure optimum protec-
tion of subjects, together with the full-
est effectiveness of research.

Recommendations

These conclusions lead us to make
the following recommendations.

1) That government agencies sup-
porting research in their own labora-

tories or in outside institutions require
those institutions to agree to accept
responsibility for the ethical propriety
of human research performed with the
aid of government funds.

2) That the methods used for insti-
tutional review be determined by the
institutions themselves. The greatest
possible flexibility of methods should
be encouraged in order to build effec-
tive support for the principle of insti-
tutional responsibility within universi-
ties or other organizations. Institutions
differ in their internal structures and
operating procedures, and no single
rigid formula will work for all.

3) That investigators and institutions
be notified of the importance of con-
sent and confidentiality as ethical re-
quirements in research design, and
that when either condition cannot be
met, an explanation of the reasons be
made in the application for funds.

4) That when research is undertaken
directly by, or purchased on specifica-
tion by, a government agency, respon-
sibility for protection of privacy lies
with the agency. When independent
research is funded by the government,
however, responsibility lies primarily
with the scientist and his institution,
and research instruments or design
should not be subject to detailed re-
view by government agencies with re-
spect to protection of privacy.

5) That universities and professional
associations be encouraged to empha-
size the ethical aspects of behavioral
research. When a training grant is
made, a university should be re-
quested to indicate its understanding
that support of education on the ethics
of research is one of the purposes of
the grant.
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