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Anticircumvention Rules: Threat to Science 
Pamela Samuelson 

Scientists who study encryption or computer security or otherwise reverse 
engineer technical measures, who make tools enabling them to do this 
work, and who report the results of their research face new risks of legal 
liability because of recently adopted rules prohibiting the circumvention of 
technical measures and manufacture or distribution of circumvention 
tools. Because all data in digital form can be technically protected, the 
impact of these rules goes far beyond encryption and computer security 
research. The scientific community must recognize the harms these rules 
pose and provide guidance about how to improve the anticircumvention 
rules. 

Recent legislation in the United States and removal or alteration of copyright manage- 
Europe whose ostensible purpose is to protect ment information (CMI) from digital copies 
copyrighted works from pirates is being used of copyrighted works illegal (7). Copyright 
to inhibit science and stifle academic research industry lobbyists persuaded Congress to 
and scholarly communication. The threat to adopt these rules td  reassure rights-holders 
science is illustrated by strong-arm efforts of that when they used technology to identify 
the Recording Industry Association of Amer- their ownership rights (e.g., by digital water- 
ica (RIAA) and the Secure Digital Music marks) or to protect digital copies of their 
Initiative (SMDI) Foundation to use the anti- works (e.g., by encryption), pirates could not 
circumvention provisions of the Digital Mil- simply strip the CMI from those copies or use 
lennium Copyright Act (DMCA) to suppress countermeasures to undo the encryption to 
publication of a paper by Edward Felten of facilitate copyright infringements (8). 
Princeton University's Computer Science The major recording industry firms who 
Department and several coauthors (I). belong to RIAA plan to implant watermarks 
Felten's paper described weaknesses in digi- in digital recordings not only to identify their 
tal watermarking technologies that RIAA and ownership rights but also to ensure that the 
SMDI hoped to use to protect commercially music can only be played or copied if the 
distributed digital music (2). RIAA and watermarks authorize it (9). For this plan to 
SDMI asserted that the researchers could not work, the consumer electronics industry and 
publicly disclose details of their research makers of music-player software for PCs 
without violating the DMCA (3). Unfortu- must build systems designed to read and con- 
nately, such an assertion must be taken seri- form to these watermarks. SDMI is the multi- 
ously because all too often in recent years, industry consortium formed largely at the 
when courts have perceived a conflict be- instigation of RIAA to develop technical 
tween intellectual property rights and free standards for watermarks and compliant de- 
speech rights, property has trumped speech vices and player software. In September 
(4). 2000, SDMI announced its selection of cer- 

Computer security and encryption re- tain technologies as candidate standards and 
searchers are far from the only scientists who issued a public challenge encouraging skilled 
have reason to fear the DMCA. Any data in technologists to try to defeat these technical 
digital form can be protected by encryption protection measures (10). SDMI even offered 
and other technical measures, and those who to pay $10,000 per broken watermark to any- 
distribute digital data in this manner can use one who demonstrated to SDMI's satisfaction 
the DMCA to restrict what scientists or other that his or her attack had been successful. 
researchers can do with the data. Felten and his collaborators decided to 

The DMCA establishes several new rules accept the challenge, although they decided 
to protect copyright owners. First, the DMCA against seeking the prize money because 
bans the bypassing of technical measures SDMI was only willing to award it to those 
used by copyright owners to protect access to who agreed not to reveal how they defeated 
their works (5). Second, it outlaws the man- the watermarks to anyone but SDMI (11). 
ufacture or distribution of technologies pri- Felten and his collaborators made no secret of 
marily designed or produced to circumvent the fact that they were writing a paper on the 
technical measures used by copyright owners results of their research about the SDMI wa- 
to protect their works (6). Third, it makes termarks (12). When an executive from the 

develo~erof one of the candidate watermarks 

School of Information Management and Law, Univer- asked to see the paper$ Felten sent him a 
sity of California, Berkeley, CA 94720, USA. E-mail: draft. This executive and RIAA then tried to 
parn@sirns.berkeley.edu persuade Felten to omit from the paper cer- 

tain details about the weaknesses of the 
SDMI technologies. Felten and his coauthors 
decided that these details were necessary to 
support their scientific conclusions. There en- 
sued numerous conversations between repre- 
sentatives of SDMI and RIAA, on the one 
hand, and Felten, his coauthors, members of 
the conference organizing and program com- 
mittees, and lawyers from institutions with 
which these persons were affiliated, on the 
other hand. SDMI and RIAA asserted that 
any presentation of the paper at a conference 
or subsequent publication of the paper in the 
conference proceedings would subject these 
persons and their institutions to liability un- 
der the DMCA and made clear their intent to 
take action against the researchers unless they 
withdrew the paper (13). 

Although convinced that they would be 
vindicated if the matter went to court, Felten 
and his coauthors reluctantly withdrew the 
paper from the April conference out of con- 
cern about the high costs of litigation (14). 
This decision was widely reported in the 
press and has had a chilling effect on the 
willingness of cryptographers to publish the 
results of their research (15). Since then, the 
Electronic Frontier Foundation has agreed to 
represent Felten and his coauthors in an af- 
firmative challenge to the RIAA and SDMI 
claim that seeks a judicial declaration that 
presenting or publishing this paper does not 
violate the DMCA (16). 

The idea that Felten's paper violates the 
DMCA initially seems absurd on its face. 
Whatever plausibility it has is due to a broad 
interpretation given to the DMCA rules in a 
trial court decision in Universal City Studios, 
Inc. v. Reimerdes in August 2000 (17). Uni-
versal sued 2600 Magazine and its publisher 
Eric Corley (a.k.a. Emmanuel Goldstein) be- 
cause 2600 posted a copy of a computer 
program, known as DeCSS, as part of its 
story about a young Norwegian hacker Jon 
Johanssen who figured out how to bypass the 
Content Scrambling System (CSS) used to 
protect commercially distributed DVD mov- 
ies. Johanssen wrote DeCSS and posted it on 
the Web so that others could benefit from 
what he had learned. Universal convinced the 
trial judge that DeCSS was an illegal circum- 
vention technology, the public availability of 
which threatened the viability of the motion 
picture industry (even though Universal did 
not produce any evidence that DeCSS had 
ever actually been used to make an infringing 
copy of the plaintiffs' movies; it was enough, 
in Universal's view, that the program could 
be used for this purpose). 
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After being ordered in January 2000 to 
take down DeCSS from the 2600 site, Corley 
decided to link to sites where DeCSS could 
be found. In August 2000, the trial judge 
ruled that linking also violated the DMCA 
and forbade posting or linking to source or 
object code forms of DeCSS. The judge re-
jected Corley's First Amendment defense be- 
cause of the functionality of DeCSS and the 
danger that the program posed to Universal's 
market for copyrighted movies. Under this 
judge's reasoning, even an English-language 
version of DeCSS might violate the DMCA. 

SDMI and RIAA regard Felten's paper as 
providing a functional recipe for circumvent- 
ing the SDMI watermarks that posed dangers 
to the recording industry akin to those that 
DeCSS posed for the motion picture industry. 
SDMI and RIAA have not been willing to 
concede that writing and distributing a paper 
describing the results of reverse engineering 
of a technical protection measure are differ- 
ent from writing and distributing an execut- 
able program capable of defeating that mea- 
sure [but for the fact that SDMI issued a 
public challenge to the technical community 
to try to break the technical protections they 
had devised, SDMI and RIAA would un-
doubtedly argue that the reverse engineering 
of publicly disseminated watermarking tech- 
nologies, whether for academic research or 
for piratical purposes, violates the DMCA 
rule against alteration or removal of copy- 
right management information (18)]. 

The ruling against Corley is on appeal. 
One can always hope that the appeals court 
will give the DMCA a narrower interpreta- 
tion than the trial judge did and that this 
narrower interpretation will propagate in oth- 
er cases. In the meantime, the DMCA is a 
cloud on the horizon for all computer security 
and encryption researchers, whether they op- 
erate in an academic or commercial setting, if 
their work has any potential application to 
protecting digital content. 

Although the DMCA rules contain narrow 
exceptions for computer security and encryp- 
tion research, practitioners in these fields take 
little comfort in them (19).Several prominent 
cryptographers submitted an amicus (friend 
of the court) brief in the Corley case in which 
they characterized the encryption research 
exception as "so parsimonious as to be of 
little practical value" as well as being based 
on a "fundamentally mistaken conception of 
cryptographic science" (20, 21). It applies, 
for example, only if the researcher is em-
ployed or has been trained as a cryptographer, 
even though some brilliant breakthroughs in 
this field have come from amateurs (22). The 
researcher must also seek permission from 
affected rights-holders before trying to re-
verse engineer encryption technology (23). 
The exception further requires the researcher 
to prove that his or her research was neces- 

sary to advance the state of the art when the 
researcher may just be trying to understand 
how a technology works (24). In addition, the 
exception may be unavailable if the research- 
er publishes his or her results on the Internet 
because this will make them accessible to 
potential pirates (25). But the most funda- 
mental point is that "the science of cryptog- 
raphy depends on cryptographers' ability to 
exchange ideas in code, to test and refine 
those ideas, and to challenge them with their 
own code. By communicating with other re- 
searchers and testing one another's work, 
cryptographers can improve the technologies 
thev work with. discard those that fail. and 
gaih confidence in technologies that 'have 
withstood repeated testing" (20). Encryption 
and computer security cannot get stronger if 
researchers in these fields are at risk of lia- 
bility from the DMCA for merely working in 
their chosen field and communicating with 
one another about it. 

The implications of the DMCA for science 
are not limited to computer security and encryp- 
tion researchers. Virtually all computer scien- 
tists, as well as many other scientists with some 
programming skills, find it necessary on occa- 
sion to reverse engineer computer programs. 
Sometimes they have to bypass an authentica- 
tion procedure or some other technical measure 
in order to fmd out how the program works, 
how to fix it, or how to adapt it in some way. 
The act of bypassing the authentication proce- 
dure or other technical measure, as well as the 
making of a tool to aid the reverse engineering 
process, may violate the DMCA. 

Although the DMCA also has an excep- 
tion for reverse engineering of a program 
(26), it too is narrow. It only applies if the 
sole purpose of the reverse engineering is to 
achieve program-to-program interoperability 
and if reverse engineering is necessary to do 
so (27). Trying to fix a bug or understand the 
underlying algorithm does not qualify. Infor- 
mation even incidentally learned in the 
course of a privileged reverse engineering 
process cannot be divulged to any other per- 
son except for the sole purposes of enabling 
program-to-program interoperability (28). 
Under a strict interpretation of the DMCA, a 
reverse engineer could not, for example, pub- 
lish lawfully obtained interface information 
or details of the program's authentication 
technique in an academic or research paper. 

Other evidence of the narrowness of the 
reverse engineering exception can be seen in 
the trial judge's response to Corley's interop- 
erability defense (29). Jon Johanssen testified 
at Corley's trial that he developed DeCSS to 
help the Linux programmers develop a 
Linux-based DVD player. The judge rejected 
this defense for several reasons: First, DeCSS 
did not have as its sole purpose the achieving 
of interoperability because it could also be 
used to bypass CSS on a Windows-based 

system. Second, DeCSS might help achieve 
data-to-program interoperability, but the stat- 
utory exception only permits program-to-pro- 
gram interoperability. Third, even if Johans- 
sen had been eligible for the interoperability 
privilege, Corley-a mere journalist-was 
not because he was not trying to develop an 
interoperable program. 

Of course, any data in digital form-not 
just sound recordings and motion pictures- 
can be protected by technical measures. 
Those who disseminate digital data may want 
to restrict what researchers can do with the 
data. Imagine, for example, that a pharmaceu- 
tical company produces data to prove that a 
new drug is safe but technically protects it so 
that only certain tests can be performed on 
the data, all of which support the safety 
claim. A scientist who doubted the safety 
claim and tried to process the data by addi- 
tional tests would violate the DMCA if he or 
she bypassed the access control system re- 
stricting use of the data (30). 

Or imagme that this pharmaceutical firm put 
the data on an access-controlled Web site avail- 
able only to those who agreed to licensing terms 
forbidding use or disclosure of the data or test 
results except as authorized in the license. A 
scientist who tried to access the data without 
agreeing to the license might also run afoul of 
the DMCA. Microsoft once posted a certain 
technical specification on a Web site, access to 
which was designed to be available to research- 
ers only if they clicked "I agree" to a license 
that forbade disclosing details of the specifica- 
tion (31). A smart technologist figured out how 
to bypass the click-through license and posted 
instructions about it on slashdot.org, after 
which there was a heated debate about the 
specification on slashdot. Microsoft learned 
about the slashdot postings and demanded that 
slashdot delete these messages on the theory 
that they violated the DMCA's anticircumven- 
tion rules. Microsoft is surely not the only entity 
in the world that wants to control a wider 
community's use of its information and will 
find the DMCA a useful tool for achieving this 
objective. 

Advances in technology now permit very 
fine-grained control over access to and use of 
information. This control has been powerful- 
ly reinforced by the DMCA, and it enables 
firms and individuals to engage in "privica- 
tion" (i.e., "the mass distribution of informa- 
tion to 'authorized' users with tight control 
over its use") (32, p. 1218). This disturbing 
practice may well creep from one subdisci- 
pline of science to another unless the scien- 
tific community recognizes the potential 
threat that privication and the DMCA pose 
for preservation of the norms and practices of 
science. 

The question, then, is whether science can 
do something about it. I am optimistic that 
the scientific community can make a differ- 
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ence because it has been able to mobilize and 
make an effective case for policy change 
when expansions of intellectual property 
rights, actual or proposed, were about to have 
serious repercussions for science (33). The 
scientific community has played an important 
role in holding back a vast expansion of 
intellectual property rights to the contents of 
databases. 

Back in 1996, the European Commission 
realized that many commercially valuable da- 
tabases did not qualify for copyright protec- 
tion because they exhibited insufficient cre- 
ativity in selection and arrangement of data 
and that when databases did qualify for pro- 
tection, the copyright in them did not protect 
the data themselves from being reselected 
and rearranged. So the commiss6n proposed 
a new form of intellectual property protection 
for the contents of databases, and in 1996, 
this new legal regime was mandated in the 
European Union. Now any person or firm 
that expends substantial resources in compil- 
ing data in the European Union has a legal 
right to prevent anyone else from extracting 
or reusing all or a substantial part (whatever 
that means) of the contents of the database for 
15 years (34). Additional expenditures in 
maintaining the database will renew the term 
of protection, which arguably gives European 
data compilers perpetual rights in the data in 
their databases (35). 

Although scientists in Europe seem not to 
have been consulted when this law was wend- 
ing its way through the European Commission 
and Parliamentary approval process, scientists 
in the United States recognized that such a law 
posed serious problems for traditional norms 
and practices of science (36). They did not 
object to giving databases some legal protection 
but argued that the European Union database 
right went too far. So they organized a success- 
ful effort in late 1996 to persuade the Clinton 
Administration to back away from support for 
an international treaty to universalize the Euro- 
pean database rules that a senior U.S. official 
had previously endorsed (37). These organiza- 
tions also helped to persuade the Clinton Ad- 
ministration to moderate its stance on several 
digital copyright issues, including whether fair 
use would survive in the digital age, scheduled 
for consideration at a dplomatic conference in 
December 1996 (38). Thanks in no small part to 
these efforts, the treaty eventually adopted was 
balanced and sound. 

Since 1996, the American Association for 
the Advancement of Science and the National 
Academies of Science and Engineering have 
been among the scientific organizations that 
have worked together to oppose European 
Union-style database legislation in Congress 
and in the international arena (39). So far they 
have been successful, but database bills will 
be back, and victory in future rounds will 
depend on continued vigilance. 

The scientific community has not been as 
active about the DMCA anticircumvention 
rules, perhaps because the threat they posed 
seemed too abstract and diffuse. But now that 
the threat that these overbroad rules pose for 
science is more evident and immediate, it 
may be the right time to focus on the DMCA. 
There are at least two ways to do this. One is 
to submit amicus briefs in pending cases to 
urge courts to give narrow interpretations to 
these rules to mitigate the harm to science. 
Another is to make suggestions to Congress 
about how the DMCA could be modified to 
provide a better balance between protection 
for copyrighted works and protection for sci- 
entific research and communications. 

One thing is certain: Better anticircum- 
vention rules will not come about just be- 
cause it is the right thing to do. This will only 
happen if the scientific community and others 
harmed by these overbroad rules are able to 
articulate why the DMCA rules are harmful 
and how legal decision makers can fix the 
problems with this legislation. 
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Computer Networks As Social Networks 

Barry Wellman 

Computer networks are inherently social networks, linking people, orga- 
nizations, and knowledge. They are social institutions that should not be 
studied in isolation but as integrated into everyday lives. The proliferation 
of computer networks has facilitated a deemphasis on group solidarities at 
work and in the community and afforded a turn to networked societies 
that are loosely bounded and sparsely knit. The Internet increases people's 
social capital, increasing contact with friends and relatives who live nearby 
and far away. New tools must be developed to help people navigate and 
find knowledge in complex, fragmented, networked societies. 

Once upon a time, computers were not 
social beings. Most stood alone, be they 
mainframe, mini, or personal computer. 
Each person who used a computer sat alone 
in front of a keyboard and screen. To help 
people deal with their computers, the field 
of human-computer interaction (HCI) de- 
veloped, providing such things as more 
accessible interfaces and user-friendly soft- 
ware. But as the HCI name says, the model 
was person-computer. 

Computers have increasingly reached out 
to each other. Starting in the 1960s, people 
began piggybacking on machine-machine 
data transfers to send each other messages. 
Communication soon spilled over organiza- 
tional boundaries. The proliferation of elec- 
tronic mail (e-mail) in the 1980s and its 
expansion into the Internet in the 1990s 
(based on e-mail and the Web) have so tied 
things together that to many, being at a com- 
puter is synonymous with being connected to 
the Internet. 

As a result, HCI has become socialized. 
Much of the discussion at current HCI con- 
ferences is about how people use computers 
to relate to each other (1).Some participants 
build "groupware" to support such interac- 
tions; others do ethnographic, laboratory, and 
survey studies to ascertain how people actu- 
ally relate to each other. This work has slowly 
moved from the lone computer user to deal- 
ing with (i) how two people relate to each 
other online, (ii) how small groups interact, 
and (iii) how large unbounded systems oper- 
ate-the ultimate being the worldwide Inter- 
net, the largest and most fully connected so- 
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cia1 network of them all. Just one small por- 
tion of the Internet-Usenet members-par-
ticipated in more than 80,000 topic-oriented 
collective discussion groups in 2000. 8.1 mil- 
lion unique participants posted 151 million 
messages (2-4). This is more than three times 
the number identified on 27 January 1996 (5) 

Computer scientists and developers have 
come to realize that when computer systems 
connect people and organizations, they are 
inherently social. They are also coming to 
realize that the popular term "groupware" is 
misleading, because computer networks prin- 
cipally support social networks, not groups. 
A group is only one special type of a social 
network; one that is heavily interconnected 
and clearly bounded. Much social organiza- 
tion no longer fits the group model. Work, 
community, and domestic life have largely 
moved from hierarchically arranged, densely 
knit, bounded groups to social networks. 

In networked societies, boundaries are 
more permeable, interactions are with diverse 
others, linkages switch between multiple net- 
works, and hierarchies are flatter and more 
recursive (6-8). Hence, many people and or- 
ganizations communicate with others in ways 
that ramify across group boundaries. Rather 
than relating to one group, they cycle through 
interactions with a variety of others, at work 
or in the community. Their work and com- 
munity networks are diffuse and sparsely 
knit, with vague overlapping social and spa- 
tial boundaries. Their computer-mediated 
communication has become part of their ev- 
eryday lives, rather than being a separate set 
of relationships. 

When computer-mediated communication 
networks link people, institutions, and knowl- 
edge, they are com~uter - su~~or ted  social net- 
works. Indeed, if Novel1 had not gotten there 

first, computer scientists would be saying 
"netware" instead of "groupware" for sys- 
tems that enable people to interact with each 
other online. Often computer networks and 
social networks work conjointly, with com- 
puter networks linking people in social net- 
works and with people bringing their offline 
situations to bear when they use computer 
networks to interact. 

The intersection of computer networks 
with the emerging networked society has fos- 
tered several exciting developments. I report 
here on two developing areas: (i) community 
networks on- and offline and (ii) knowledge 
access. 

Community Networks On- and Offline 
Community, like computers, has become net- 
worked. Although community was once syn- 
onymous with densely knit, bounded neigh- 
borhood groups, it is now seen as a less 
bounded social network of relationships that 
provide sociability support, information, and 
a sense of belonging. These communities are 
partial (people cycle through interactions 
with multiple sets of others) and ramify 
through space [a low proportion of commu- 
nity members in the developed world are 
neighbors ( 7 ) ] .Where once people interacted 
door-to-door in villages (subject to public 
support and social control), they now interact 
household-to-household and person-to-per-
son (9). 

Although the support of collaborative 
work was the initial purpose of the Internet 
(both e-mail and the Web), it is an excellent 
medium for supporting far-flung, intermit-
tent, networked communities. E-mail tran-
scends physical propinquity and mutual 
availability; e-mail lists enable broadcasts to 
multiple community members; attachments 
and Web sites allow documents, pictures, and 
videos to be passed along; buddy lists and 
other awareness tools show who might be 
available for communication at any one time; 
and instant messaging means that simulta- 
neous communication can happen online as 
well as face-to-face and by telephone. 

Systematic research on what people ac- 
tually do on the Internet has lagged behind 
the Internet's development. After a long 
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