PERSPECTIVES: QUANTUM CRYPTOGRAPHY

Privacy in a Quantum World

Charles H. Bennett and Peter W. Shor

hen information is stored in mi-
W croscopic systems such as single

atoms or photons, it obeys quan-
tum rather than classical laws. Once re-
garded only as a nuisance, this fact has re-
cently been used to devise novel and poten-
tially useful forms of information process-
ing that can only be carried out by quan-
tum means. The most famous example is
the quantum computer that could factor
large numbers exponentially faster than
any classical computer. In most areas of
this field, theory far outpaces experiment:
Reams of algorithms have been written for
quantum computers, but existing laborato-
ry realizations are mere toddlers, able to
take only a few steps before they fall.

The one exception is quantum cryptogra-
phy, which is poised to give, not only in prin-
ciple but also in practice, a means of commu-
nication more private than any other. In this
area, experiment has outpaced theory: There
have been ambitious experimental realiza-
tions, extending many kilometers through
commercial optical wires (/) and 1 km
through the open air (2), but until recently
only partial and incomplete proofs of their
security. Recent advances, however, have led
to success on two fronts. First, a new quan-
tum cryptographic protocol and proof tech-
nique by Lo and Chau (3) gives a transparent
and intuitive proof of security, although it re-
quires a quantum computer for its implemen-
tation. Second, Mayers (4) and others (5)
have proved the security of standard quantum
cryptographic protocols, which do not re-
quire a quantum computer for their implemen-
tation but nevertheless should be proved secure
against an adversary armed with one.

The problem these protocols solve is to
enable two protagonists, “Alice” and
“Bob,” who share no secret information ini-
tially, to transmit a secret message x, for ex-
ample, a cryptographic key, under the nose
of an adversary “Eve,” who is free to eaves-
drop on all their communications (see left
panel in the figure). If Alice and Bob are
limited to classical communication, they
cannot detect eavesdropping, nor can they
prevent Eve from overhearing enough in-
formation to recover their entire secret. The
best they can hope for is to make it compu-
tationally difficult for her to do so. But
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even that hope is vain if Eve has a quantum
computer, because all widely used systems
of classical public key cryptography, for ex-
ample, those used to encrypt secure elec-
tronic commerce on the internet, depend on
computations like factorization, which may
be intractable classically but would be easy
on a quantum computer.

In quantum key distribution (QKD),
Alice and Bob’s classical public communi-
cation is supplemented by a quantum

noise, even when there is no eavesdropping.
Alice and Bob must devise a way to distill
some amount of the highly secure key, x,
even from a session partly compromised by
noise or by eavesdropping masquerading as
noise. This technique, called privacy ampli-
fication, is well understood in classical in-
formation theory; however, such classical
techniques must be customized before they
can be applied in a quantum setting.

Lo and Chau (3) have devised a QKD
protocol that allows classical reasoning to be
applied to error correction. Unfortunately,
Alice and Bob each need a quantum com-
puter in this approach. Mayers (4) avoids this
requirement at the cost of much more com-
plex reasoning, relying instead on the conju-
gacy of the local observables (such as recti-
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ization) used in traditional
QKD protocols, that is,
the fact that measuring ei-
ther observable complete-
ly randomizes the other.
Other researchers (5) have
arrived independently at
Mayers’ conclusion by
other means.

This current crop of
full security proofs was
preceded by a long train
of proofs against more
limited attacks, in which
Eve, for example, was
limited to measuring Al-
ice’s photons one at a
time (6). However, QKD
security research is far
from finished. The proof
of security for traditional
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Privacy and discretion. One traditional goal of cryptography (left),
which quantum techniques help to fulfill, is to allow private com-
munication between two parties, Alice and Bob, despite eavesdrop-
ping attempts by a third party, Eve. Another goal (right), for which
quantum techniques are less helpful, is to allow discreet decision
making by two parties who do not wish to share all their secrets.

channel, which Eve is also free to eaves-
drop on ... if she dares. Because of the
fragile nature of quantum information, any
eavesdropping disturbs the quantum trans-
mission in a way likely to be detected by
Alice and Bob. A quantum cryptographic
protocol is considered secure if any eaves-
dropping strategy is almost certain either
to be detected (causing Alice and Bob to
abort the protocol and start over) or else to
yield negligible information on the secret
key, x, that Alice and Bob agree on.

To be useful as well as secure, a QKD
protocol cannot simply quit at the first sign
of trouble, because in a realistic setting
quantum transmissions will usually be
somewhat disturbed by channel and detector

protocols, not involving
a quantum computer, SO
far depends on exact
conjugacy of the trans-
mitted states (4, 5). This
restriction can probably
be lifted, and it will need
to be to cover most cur-
rent QKD implementations, which do not
use single photons but rather dim coherent
light pulses whose multiphoton contribu-
tions render the states nonconjugate and
provide additional avenues for eavesdrop-
ping (7).

Private communication is just one of
cryptography’s goals. Another goal, espe-
cially important in the post—Cold War
world, is discreet decision making (DDM)
or secure two-party computation, the ability
of two parties who do not entirely trust each
other to reach a common decision based on
private information they do not wish to re-
veal even to each other. This can be cast
mathematically as evaluating an agreed-on
function f of two private inputs x and y (see
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right panel in the figure). It was once hoped
that quantum mechanics would lead to an
unconditionally secure protocol for DDM,
as it does for QKD, but this hope was
dashed 2 years ago (&), when it was shown
that one prerequisite for DDM, called bit
commitment, cannot be made uncondition-
ally secure against quantum attacks. Condi-
tionally secure DDM, based on classical bit
commitments that are merely infeasibly
hard, not impossible, for a quantum comput-
er to break, remains a possibility.
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Free Copper lons in the Cell?

Stephen ). Lippard

ransition metal ions are es-
T sential for life (7). Cells reg-

ulate the traffic of transition
metal ions (such as copper and
iron), maintaining the amount nec-
essary for biological function
while avoiding excess levels that
are toxic (2). Among the factors
required to achieve such metal ion
homeostasis are the metallochap-
erones, proteins that, like chaper-
ones in ordinary life, guide and
protect transition metal ions within
the cell, delivering them safely to
the appropriate protein receptors
(3). One such metallochaperone is
yCCS, a yeast protein encoded by
the LYS7 gene. This copper chap-
erone and its homologs in mice
and humans deliver copper to the
antioxidant enzyme copper-zinc
superoxide dismutase (SODI1)
and colocalize with SOD1 in vivo
(4-6). SOD1 is mutated in people
with an inherited form of familial
amyotrophic lateral sclerosis, a fa-
tal neurological disorder also
known as Lou Gehrig’s disease,
that may be caused by aberrant ef-
fects of copper facilitated by improperly
folded forms of the enzyme (7). Colocaliza-
tion of CCS and SODI in mammalian tis-
sue of the central nervous system is particu-
larly intriguing and may yield clues for de-
veloping therapeutic strategies to treat this
disease (6). On page 805 of this issue, Rae
et al. show that yCCS directly inserts cop-
per into SOD1 and is active at very low
copper concentrations (8). In the course of
their investigation, the authors made the re-
markable discovery that the upper limit of
so-called “free” pools of copper was far
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Copper and its metallochaperone. Copper trafficking in yeast be-
gins with transport of copper ions across the plasma membrane by
proteins such as Ctr (9). By an unknown mechanism, copper is load-
ed into a metallochaperone, yCCS, which delivers the metal ions to
an inactive form of the enzyme SOD1. yCCS docks onto apo-SOD1
(the inactive form depicted as having bound zinc) and copper is
transferred to the active sites, forming active SOD1. Once copper is
loaded into its binding sites, yCCS molecules lacking copper are
available for additional rounds of metal ion delivery to the enzyme.
Although pools of free copper are available outside the cell, none
are available within under normal growth conditions. (Metallochap-
erones that deliver copper to target proteins other than SOD1 are
drawn in different colors and sizes. Proteins such as metallothionein
that buffer total copper concentrations in the cell are not shown.)

less than a single atom per cell. It had been
commonly believed that metal ions were in
equilibrium with metalloproteins. The im-
plications of this finding are profound, es-
pecially if applicable to other physiological-
ly important transition metals.

A study of how SODI1 acquires copper
in vivo resulted in the discovery of yCCS
(4). Yeast is an excellent model system to
investigate the trafficking of transition
metal ions in eukaryotes. The Ctr family
of membrane proteins facilitates the trans-
port of copper ions across the yeast plasma
membrane, and yCCS and two other cop-
per metallochaperones assure its delivery
to specialized compartments or enzymes
in the cell (9) (see the figure).

Rae et al. considered three possible
ways in which yCCS could mediate transfer
of copper to apo-SODI, an inactive form of
SODI, and so activate the enzyme: (i)
yCCS could fold and stabilize the
apoprotein into a conformation re-
quired to bind copper, (ii) it could
itself modulate intracellular concen-
trations of copper, or (iii) it could
directly insert copper into the en-
zyme. They now show that the third
possibility is the correct one (§).
They established through in vitro
studies that, although several low
molecular weight complexes of
Cu(I) and Cu(Il) could add copper
to SOD1, only yCCS was capable
of doing so in the presence of ex-
ceptionally strong copper-chelating
agents that reduced available copper
ions to very low concentrations. In
a second line of evidence, they
found no SODI activity in strains
of yeast that lacked the LYS7 gene
and thus were deficient in yCCS
(even though the yeast had normal
concentrations of copper ions). In a
further experiment, the authors
looked at the ability of copper in the
growth medium to activate SOD1 in
yeast deficient in both yCCS and
metallothionein (a protein that
serves to buffer cellular copper ion
concentrations). The levels of cel-
lular copper increased tenfold and SOD1
activity was observed. Much larger (toxic)
amounts of extracellular copper were re-
quired to activate SOD1 in the presence of
metallothionein. Taken together, these re-
sults provide an indirect but persuasive case
that CCS functions in vivo as a metal-
lochaperone, specifically transferring cop-
per to its target enzyme (see the figure).

The finding that the insertion of copper
into apo-SOD in vivo requires CCS is inter-
esting because the equilibrium constant for
the dissociation of Cu(II) from the enzyme
is in the femtomolar range (10). From this
thermodynamic information and a measure
of the number of SOD molecules in the
cell, the investigators estimated an upper
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