
SCIENCE'S C O M P A S S  

I 
N E T  T I P S  ; : .................................................... 

E - M A I L  S E C U R I T Y  j; 

/I 
Mailbox www.xiencemag.orgldmaiLcgi?53844 1, 

E-mail Trojan Horses 

E -mail is the most common Internet ap- 
plication used at home and at work. 
Literally millions of users rely on this 

way to communicate on a daily basis (1). 
Just imagine a week without the technolo- 
gy of e-mail to see how essential it is to to- 
day's scientist. . 

E-mail has become so ubiquitous that 
you can now get free e-mail accounts from 
numerous Web sites, and Web browsers 
have bundled in free programs as add-on 
components. Recently, however, some bad 
news has hit many popular e-mail applica- 
tions. Security flaws were discovered in 
late July in the mail programs bundled in 
Microsoft Explorer and Netscape Commu- 
nicator. One week later, another security 
flaw was discovered in Eudora Pro. With 
literally millions of copies of these flawed 
programs out there, the potential for disas- 
ter is great, and users need to be aware of 
the flaws as well as the fixes that are avail- 
able. Additional information about these 
security flaws in MIME (multipurpose In- 
ternet mail extension) buffers are further 
described in the external bulletins on the 
Web site of the Australian Computer 
Emergency Response Team (AusCERT; 
www.auscert.org.au). 

The security issue discovered in Inter- 
net Exulorer and Netscaue Communicator 
is caused by improper handling of file at- 
tachments with very long file names (that 
is, 200 characters or more). This vulnera- 
bility was identified first in July by 
Finnish testers at the University of Oulu. If 
you receive an e-mail attachment with a 
very long file name and read your e-mail 
using the e-mail reader bundled in these 
browsers, the long file name will cause the 
application to shut down unexpectedly. A 
sophisticated hacker could use this flaw to 
run malicious code that might wreak hav- 
oc in your system. Basically, a buffer over- 
run could occur, and this vulnerability can 
be exploited to force programs to execute 
arbitrary commands with the privileges of 
the user running the program. Also, at- 
tempting to open the corrupted file within 
the browser might lead to the execution of 
harmful code. 
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For Microsoft products, the flaw affects 
Outlook 98 and Outlook Express that were 
shipped with Microsoft Internet Explorer 
4.0 or 4.01 on Windows 98, Windows 95, 
Windows NT 4.0, and Windows NT for 
DEC Alpha, Macintosh, or UNIX. Users 
are advised to download a security patch 
that is available at the company's Web site 
(www.microsoft.com/ie/security). 

For Netscape products, the mail and 
news components of Netscape Communi- 
cator versions 4.0 through 4.05 and 
Netscape Communicator 4.5 Preview Re- 
lease 1 on the Windows 3.1, 95, 98, and 
NT platforms could be compromised. This 
vulnerability does not affect the Macintosh 
or Unix versions of Communicator. Comu- 
nicator 4.06, as well as a new version of 
Communicator 4.5 Preview Release 1, 
contains a fix for this bug, so users are ad- 
vised to download upgrades for these br- 
owsers from the company's site (http:/I 
home.netscape.com/products/security/ 
resources/bugs/longfile.html). 

For Eudora Pro, the security flaw is dif- 
ferent. Hackers could use the ability of Eu- 
dora to render hypertext links within an e- 
mail message. By linking to hostile applets 
or scripts in an e-mail message, an execut- 
able program could be launched by merely 
clicking on what seems to be an innocent 
hypertext link. The versions of the software 
affected include Eudora Pro 4.0 for Win- 
dows and Eudora Pro e-mail 4.0.1 for Win- 
dows. The problem does not affect Eudora 
Pro 4.0 for Macintosh. A patch is available 
from the company's Web site (http:/I 
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For anyone interested in keeping up with se- 
curity flaws in software and hardware, the 
Australian Computer Emergency Response 
Team (AusCERT) Web site publishes advisories 
and alerts in the field of computer security. 
These bulletins are organized by date of publi- 
cation and report on security flaws in operat- 
ing systems, applications, or hardware. Each 
bulletin consists of a description of the flaw, 
its impact, recommended solutions, and 
"workarounds." 

If computer security is important to you, it is 
well worth your time to check out this site at 
least once a month to find out what type of 
new flwvs have been reported. In addition, we 
have collected a list of security resources on 
ourweb site. 

eudora.qualcomm.com/security.htrnl). 
Without a central way to correct the flaws 

(because millions of copies of these pro- 
grams are already in use), users need to take 
charge. Anyone using the versions affected 
should download and-install the fixes imme- 
diately. Before doing this, however, make 
sure you back up your system-something 
you should do regularly anyway and defi- 
nitely before installing any new software. 

-RICHARD PETERS AND ROBERT SlKORSKl 

Reference 
1. R. Peters and R. Sikorski. 1. Am. Med.Assoc. 277. 1258 

(1997). 

Two-Hybridzyme 

T he two-hybrid system, a technique de- 
veloped in the yeast research commu- 
nity, is widely used. Armed with a 

couple of plasmids, yeast strains, and 
toothpicks, the cardiologist, neurobiologist, 
and immunologist can use the two-hybrid 
technique to screen clone libraries for nov- 
el proteins that bind to any given target. 
This straightforward technique often leads 
researchers into very fertile frontiers. 

The two-hybrid system has steadily 
evolved over the past few years to allow 
formation of diverse types of complexes 
(one-hybrid, three-hybrid, and so forth). It 
has also adapted to the ever-increasing 
knowledge of protein structure, so that the 
required fusion protein constructs can be 
made more intelligently. Nevertheless, en- 
zymologists seem to have avoided the tech- 
nique, because enzyme-substrate complex- 
es have not been byproducts of two-hybrid 
studies, until now. 

The Tsugimoto group from Japan (I)  
has recently succeeded in tweaking the 
two-hybrid system so that it can be used by 
researchers looking for candidate protein 
substrates for a specific enzyme. The au- 
thors set out to find the substrates for the 
enzyme caspase-3, a complex of two 
polypeptide subunits of 10 and 20 kilodal- 
tons (kD). Caspase-3 is a protease that, in 
many cell types, cleaves target proteins in a 
cascade that ultimately leads to cell death 
by apoptosis. There is great interest in 
these downstream targets for general study 
and for possible therapeutic strategies. 

Applying the two-hybrid method to the 
problem of caspase-3 binding partners re- 
quired careful design of the enzyme fusion 
proteins and modification of the active site of 
the enzyme. The crystallographic structure of 
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caspase-3 showed it to be a tetramer of two 
10-kD and two 20-kD subunits. With this 
knowledge, the investigators wisely chose to 
fuse the DNA binding domain of the LexA 
protein to the relatively exposed NH2-termi- 
nus of the p10 subunit. The GAL4 activating 
domain was fused to the NH2-terminus of 
the cDNA library clones. In addition, the p20 
subunit was made as a native vrotein. All 
were expressed at high concentrations by the 
yeast ADH 1 gene. 

Next, the authors chose to modify the 
active site of the caspase-3 protease to cre- 
ate an inactive complex. The idea was to 
use a defective enzyme to trap the enzyme 
substrate at the precleavage step. As do 
many proteases, caspase-3 has an active- 
site cysteine that is essential for its enzy- 
matic activity. They substituted a serine 
residue for the cysteine. 

The test experiment consisted of trans- 
forming the fusion and native components 
of caspase-3 into yeast and assaying its 
binding to a known substrate, CrmA. By a 
"readout" P-galactosidase assay, the authors 
showed that only a yeast cell with all com- 
ponents of the system was functional. Next, 
they moved on to screen a library (mouse 
embryo cDNA). They isolated 69 clones 
that could be divided into 13 different clone 
groups. In vitro assays of the cloned poten- 
tial targets confirmed that 10 were bona 
fide substrates for purified caspase-3 en- 
zyme. Sequencing them showed that three 
clones were parts of the same gene that en- 
codes gelsolin. Additional screens of a 
mouse thymus library picked out gelsolin 
clones as well. 

Further studies in this revort were fo- 
cused on fleshing out the functional signif- 
icance of the gelsolin connection to apop- 
tosis. In one series of experiments, they 
transfected a gelsolin-overexpressing clone 
into Jurkat cells that are sensitive to apop- 
totic death. In this cell type, apoptosis can 
be triggered by adding an antibody to the 
membrane protein Fas. Amazingly, clones 
that overexpressed gelsolin were largely 
immune to the deadly effects of the anti- 
body to Fas. Furthermore, biochemical 
changes in the gelsolin-overexpressing 
clones were reflected in a blunting of the 
apoptotic cascade. 

The "two-hybridzyrne" approach to find- 
ing enzyme substrates might have a broad 
applicability to other polypeptide-modifying 
enzymes, such as acetylases, isomerases, 
and carboxylases. The combination of good 
enzymatic data, crystallographic coordi- 
nates, and yeast genetics provides a new tool 
for molecular enzymologists. 

-ROBERT SIKORSKI AND RICHARD PETERS 

Reference 
1. S. Kamada et al.,Proc. Natl. Acad. Sci. U.S.A. 95,8532 
(1998). 

The authors began their investigations by 
creating an artificial air sac to separate the 
upper CAM from the egg shell. They then in- 
jected human tumor cells or tissues into this 
air sac and monitored the movement of these 
neoplastic cells to the lower CAM. Because 

Metastasis in Eggs the only way that cells can get to the lower 
CAM is by way of blood vessels, the assay 

S tudies of the molecular mechanisms measures the foreign cells' intravasation. 
of cancer depend on the use of appro- To assay metastasized cells in the lower 
priate model systems. Systems are CAM, the authors designed a PCR strategy 

chosen to emphasize different aspects of to amplify human Alu sequences. Alu DNA 
the cancer "life cycle." Cell culture sys- sequences are plentiful in even one cell, so 
tems are used to assay the transformation there are many target copies. In mock mix- 
ability of an oncogene or the blocking ef- ing experiments, they were able to detect as 
fect of a tumor suppressor. Transgenic few as one human tumor cell in 2 x lo6 nor- 
mice are often used to study multistage ge- mal chicken cells. 
netic changes in a tumor, but how do you Armed with this powerful assay system, 
study one of the earliest phases of tumor they performed a series of experiments to 
formation, such as intravasation-when a test the time course of intravasation in the 
neoplastic cell gains the ability to enter the egg and the effect of genetic and chemical 
blood stream and metastasize? modifications on the process. They also 

For a simple, in vivo intravasa- looked at different tumor types as well. 
tion system, one can inj For example, they found that human 
mice with tumor cells and ob- tumor cells (Hep3) were de- 
serve the appearance of dis- tectable in the lower CAM about 
tant site metastases in th 32 hours after seeding the up- 
lungs or liver; however, per CAM. This delay argues 
the "readout" of th for an active entry process 
mouse system is no and against a simple entry of 
very sensitive, and the the cells into leaky blood 
expense of the assay is vessels. Tumor cells detected 
prohibitive for large- --' in the lower CAM soon after 
scale drug screening the CAM has been seeded 
efforts. For an in vitro would more likely indicate 
assay, one could use a the latter process. 
cell culture with multi- To examine specific mole- 
chamber assay wells that cules, they attempted to block 
employ a "digestibl a class of proteases, known as 
membrane. Cells that metalloproteinases (MMPs), sus- 

! ,  grate through the membrane , ,, : pected of playing an essential role 
can be measured with high in the intravasation process. They 
sensitivity, but the in vitro mem- added increasing amounts of an MMP 
branes are no match for the complexity inhibitor, marimastat, and showed a dose- 
found in natural blood vessels and base- dependent block in intravasation potential. 
ment membranes. In addition, they manipulated the intracellu- 

A system that uses real tissue barriers lar levels of the receptor urokinase plas- 
and affords high sensitivity measurements minogen activator (uPA) with antisense con- 
of intravasation has just been developed by structs. By decreasing the level of uPA as 
investigators at the Mount Sinai School of much as 70%, they could almost completely 
Medicine in New York (1). They combined block intravasation in the chick system. 
chicken eggs and the polymerase chain re- These studies are clearly only a hint of 
action (PCR) to uncover new details about what will likely be a wealth of information 
the process of cancer cell metastasis. about the metastatic process that will come 

The underlying anatomy of the chicken out of work with the chicken egg system. 
egg is key to how the new assay works. The list of obvious future experiments is 
The egg's hard shell is lined by a mem- long and includes cataloging the intravasa- 
brane called the chorioallantoic membrane tion potential of existing cell lines, deter- 
(CAM). The embryo itself lies wrapped in a mining the inhibitory effect of potential 
sac created by the CAM. Separating the drugs, and examining the effects of genetic 
CAM and the embryo proper are layers of alterations in oncogenes and tumor sup- 
connective tissue and blood vessels. Because pressors. 
of the asymmetric nature of the CAM, exper- -ROBERT SIKORSKI AND RICHARD PETERS 

iments can be designed that involve the upper Reference 
and lower CAM (polar ends of the egg). 1. j. Kim,W.Yu, K. Kovalski, L Ossowski, Cell 353, (1998). 
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