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Because the lnternet is a public good and its numerous users are not charged in 
proportion to their use, it appears rational for individuals to consume bandwidth greedily 
while thinking that their actions have little effect on the overall performance of the Internet. 
Because every individual can reason this way, the whole Internet's performance can 
degrade considerably, which makes everyone worse off. An analysis of the congestions 
created by such dilemmas predicts that they are intermittent in nature with definite 
statistical properties leading to short-lived spikes in congestion. lnternet latencies were 
measured over a wide range of conditions and locations and were found to confirm these 
predictions, thus providing a possible microscopic mechanism for the observed inter- 
mittent congestions of the Internet. 

T h e  explosive growth of the Internet has 
led to the emergence of a computational 
network that covers the globe, with a stag- 
gering number of users connected at any 
given time to each other, browsing World 
Wide Web (WWW) pages, sending mes- 
sages, transferring files, and searching for 
information on a range of topics that defy 
classification. At  the time this report was 
written, it was estimated that there are 80 
million WWW pages in existence, with 
onlv half of them indexed at anv given 
timk by the best search engines ( l ' ,  2 ) .  

Although this phenomenal growth has 
created exciting opportunities for informa- 
tion access, econo~nic transformation, and 
interactivity on a global scale, it has also 
revealed that the Internet is not immune 
to the problems intrinsic to any public 
good, as congestions sometimes threaten 
to render it useless. Like consumers of a 
natural resource or drivers during rush 
hour, Internet users and, in particular, 
"surfers" are faced with a social dilemma of 
the type exemplified by the well-known 
tragedy of the commons (3).  Because In- 
ternet surfers are not charged in propor- 
tion to their use, it often appears rational 
for them to consume bandwidth greedily 
while thinking that their actions have lit- 
tle effect on the overall ~erformance of 
the network. Because every individual can 
reason this way, the whole Internet's per- 
formance can degrade considerably, which 
makes everyone worse off. But as users 
experience a congested network, they re- 
duce or even desist in their use, freeing up 
bandwidth that can once again be con- 
sumed, and so on. 

Given this scenario and the fact that 
Internet surfing is colnpletely uncoordi- 
nated, one might then expect that over 
time, the resulting latencies would fluctu- 
ate around some mean value determined 
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by the capacity and protocols of the net- 
work. A study of these latencies within the 
context of standard models of social di- 
lemmas, however, led to surprising results. 
Although most of the time the available 
bandwidth is not completely taken up by 
greedy behavior, we show that uncertain- 
ties about the state of the network lead to 
sudden spikes of congestion, sometimes 
called Internet "storms" (4), which subside 
when slowdowns become intolerable and 
users reduce or end their surfing. More- 
over, we demonstrate that these intermit- 
tent spikes in congestion possess non- 
Gaussian statistical properties. Experi- 
ments in which we measured Internet la- 
tencies over a wide range of conditions 
and locations yielded data that corrobo- 
rate these predictions. Thus, the unfolding 
of a social dilemma provides a possible 
microscopic mechanism for the observed 
intermittent congestion of the Internet. 

In the simplest case of a social dilemma 
(5-7), users try to maximize the utility of a 
resource, which in this case is proportional 
to the speed with which they can access 
remote information. They are considered 
cooperators if they restrain their use or de- 
fectors if they consume bandwidth greedily. 
Collective benefits increase linearly in the 
number of cooperators, at a rate b per co- 
operating member (8). In the context of the 
Internet, b is proportional to the speed (or 
inverse latency) with which remote sites 
can be accessed, a quantity that exhibits 
fluctuations over many time scales. Each 
contributing individual bears a personal 
cost, c, that reflects the penalty paid for 
delaying access to the information needed. 
Let ki  denote whether member i is cooper- 
ating ( k ,  = 1) or defecting (ki  = 0). Then 
the utility U at time t for member i is given 
by 

U, = bf - ck, (1)  

where the fraction of users cooperating, f = 

n/N,  is the number of users cooperating 

divided bv the size of the user communitv. 
When all members contribute success- 

fullv, each receives net benefits b - c. 
whi'ch are independent of the group size: 
The production of the collective good rep- 
resented by the bandwidth of the Internet 
becomes a social dilemma when b > c > 
b/N. In this regime, although the good of all 
is maximized when evervone refrains from 
overuse ( b  - c > O ) ,  the'dominant strategy 
in a one-time session on the Internet is to 
defect because the marginal benefit of per- 
sonal restraint is less than the personal cost 
(bin < c).  ~, 

This logic changes when the interaction 
is ongoing, because expectations about the 
future will also influence an individual's 
decision to use up bandwidth. To study the 
dynamics of collective action, we used an 
equation that governs the transitions be- 
tween cooperation and defection, in which 
the average fraction of users who cooperate, 
f, is determined by 

where a is the average Poisson rate at 
which users reevaluate their preferences. 
The function p ( f )  is the average probabil- 
ity that defecting users will switch to a 
cooperative strategy (9), and so it contains 
the effect of users' expectations on their 
immediate decisions. It has been shown 
that for collective action problems in 
which many agents participate, this aver- 
aged mean-field equation is very accurate 
(10) and is therefore appropriate for a 
large system such as the Internet. 

Thus, in this conception, users monitor 
the level of utility and, if latencies are 
noticeable, decide to switch their behav- 
ior between effective cooperation and de- 
fection by considering the cost of postpon- 
ing their current activity as well as their 
expectations of the future state of the 
network. Specifically, users who experi- 
ence congestion tend to believe that oth- 
ers do as well and expect that if they try 
again later, the network is likely to be less 
congested. Similarly, users who experience 
little congestion will tend to take advan- 
tage of it and consume as much bandwidth 
as they require. Thus, because users be- 
lieve that other users behave similarly to 
them, they expect that if the network is 
heavily congested now, latencies will be 
lower later. Cooperation will be followed 
by cooperation and defection will be fol- 
lowed by defection on the part of other 
users. In addition, there is always uncer- 
tainty in the users' estimate of the current 
state of the Internet, which is parameter- 
ized by a Gaussian deviate variance o. 
Taking account of these factors, p ( f )  = 
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1/2{1 + erf[( l  - f  - f,,,,)/(a\Q)]}, where 
erf denotes the error function, f,,,, = (11 
H a ) [ ( N c  - b) / (b  - c)],  and H is the rate 
at  which users discount future utility (1  1  ). 

Equation 2  determines the average dy- 
namics of the system when there is a 
diversity of user preferences (1  2 ) .  Its fixed 
points, obtained by setting the time deriv- 
ative to zero, correspond to equilibriuln 
situations in which most users are defect- 
ing or cooperating. Because the Internet 
does in fact work most of the time, we can 
consider its equilibrium state to be effec- 
tively one of cooperation, even though 
most individuals do not explicitly perceive 
their behavior in those terms. Hon,ever, 
even in equilibrium, occasiollal fluctua- 
tions take place whereby individuals 
might switch over short periods of time 
from nonuse or restrained use to heavy use 
and vice versa. These switches are due to 
different levels of need and impatience in 
obtaining information, to the uncertainty 
that  individuals have about the conges- 
tion of the network, and to random chang- 
es in the environment of the Internet. In 
particular, the randoln environment can 
be thought of as a Gaussian speed fluctu- 
ation, p ,  added to a llleall performance 
benefit, so that b  = b + P ( t ) ,  where (P ( t ) )  
= 0 and ( P ( t ) p ( t 1 ) )  = 2 u 1 S ( t  - t ' ) ,  with 
o' such that the changes are small com- 
pared to the mean. 

Each of these uncertainties call cause an 
illdividual to mistakenly perceive the total 
amount of Internet use to be different from 
its actual value. Because of this mispercep- 
tion, the user might act against the equilib- 
rium condition, causing the system to move 
away from the fixed point. The more ~111- 

certainty there is in the system, the more 
likely it is that there will be fluctuations 
away from the equilibrium state. 

When fluctuations in the levels of re- 
straint take place, the group recovers in 
time according to an equation that governs 
the dynalnics of fluctuations away from the 
equilibrium state. With a small deviation 

Time (s) 

Fig. 1. The number of defectors as a functon of 
!me for the folowng parameter values: N = 51 0, 
b = 480, U' = 20, c = I ,  p = 0.6, H = I .  and a = 

0.25. The benefts had Gaussan fluctuat~ons on a 
time scale longer than the average indvidua re- 
evauaton rate a .  

from eauilibrium denoted bv 6. the fraction , , 

of individuals refraining from use at any 
given time will be given by f ( t )  = fo - S(t )  
with S  << f,, where, in this case, we con- 
sider a cooperative eq~~ilibriuln for which fc> 
= 1. Replacing this expression in Eq. 2  and 
using the stochastic variable b(t)  in the 
expression for fLtlt, we can perform a linear 
stability analysis around the fixed point to 
derive an equation for the dynamics of fluc- 
tuations around the cooperative equilibri- 
um. One obtains 

where the constant A = a [ l  + ( l / u V G ) ]  
and the white noise B( t )  = - (1  - f<>)P(t)/  
6 H a 3 ( b  - c) has zero mean and 
standard deviation a = ( 1  - f ,)u1/ 
[ d G ~ o ~ ( b  - c)]. 

With these properties of the random 
function B( t ) ,  Eq. 3 is a stochastic dif- 
ferential equation that can be analyti- 
cally solved with the Stratonovich formal- 
ism (13). T h e  solution is the stochastic 
process 

where S (0 )  is the initial value of the fluc- 
t ~ ~ a t i o n  and zcc is a Wiener process B( t )  = 
dw,/dt, such that  (zcc) = 0 and ( w f )  = a t .  
This equation shows that typical fluctua- 
tions away from overall restraint relax 
back e x ~ o n e n t i a l l ~ l  fast to the eauilibriu~n 
point, with a time constant, l / A ,  that,  as 
can be seen, is a com~l ica ted  function of 
the user's evaluation rate and the network 
Darameters. 

O n  the other hand, the mth moments of 
S, glvell by ([S(t)ln') = [S(0)17" ( e ( 4 c + U . ) m  ), 
show anolnalous behavlor. Because (en"' ) = 

we get 

Ping time (min) 

Fig. 2. Tlme series of round-trlp tmes for 56- 
byte CMP ping packets sent from elaine,eland. 
stanford.edu to www.cranf~eld.ac.uk. The pngs 
started at about 7:00 p.m. Paciflc Standard 
Time on 28 January 1997 and took about 45 min 
to complete. Of the 10.000 packets sent, 179 of 
them timed out and were removed from the se- 
ries. The mean latency of the sample seres is 
189 ms, and each png was sent 25 ms after the 
return of the previous one. Thus, the data are a 
high-frequency measure of the congestion. 

As this clearly shows, the higher lnolnellts 
can actually grow in time, with increasing 
order, at a rate given by m ( m 6  - A ) .  Re- 
markably, the average number of defecting 
individuals, given by the first lnolnent of 
S( t ) ,  increases in time when the variance in 
the backgroulld speed makes the exponent 
in Eq. 5 positive (that is, 6 > A ) ,  whereas 
allnost all realizations of the fluctuatiolls 
relax exponentially fast to zero, as il~dicated 
by Eq. 4 (14). 

111 order to understand this paradox, it 
is useful to  remember that the higher mo- 
ments of S ( t )  are related to  the probability 
of verv unlikelv events. T h e  fact that the 
lnolnents grow in time indicates that the 
behavior of the svstelll is dolninated bv 
occasional large bursts in which the num: 
her of individuals suddellly found not to be 
refraining is very large, leading to spikes or 
storms in Internet congestion. 

This prediction is borne out in simula- 
tions of the full dynamics of this model of 
collective action with fluctuating benefits. 
The representative simulation, which was 
performed without any averaging or linear- 
ization, corroborates these analytical results 
and clearly shows the spikes in the number 
of defectors (Fig. 1).  

T o  ul~derstand the nature of these sud- 
den bursts, we need to compute their quasi- 
stationarv distribution from their evolution 
over relaiively long time periods. Dividing 
both sides of Eq. 3 by S( t )  and integrating 
over a time interval, T, gives, up to  a con- 
stant, 111 [S(t)/S(O)] = CiB,,, where the 
integral of B(t)  over time has been replaced 
bv a sum over discrete time steos, at each of 
which the random integrand acquires the 
value B,,. 

Because the values of B,, are normally 
distributed with zero mean and variance 
a ? ,  we call evaluate the sulu of the right- 
hand side by invoking the central limit 
theorem. Therefore, the logarithlu of S ( t )  
is normally distributed with zero mean and 
variance 5'. In other words, S ( t )  is distrib- 
uted lognormally, that is, according to a 
distributioll whose density fill~ction is P(x) 
= ( l / x o Z / Z n )  expi-[(ln 30'/202]} -with 
the mean value of x eiven bv u = em- and " ,, I 

its variance given by p,'(eU- - 1 ) .  
T o  verifv the existence of the oredicted 

congestion spikes in the Internet, we per- 
formed a series of e x ~ e r i ~ n e ~ ~ t s  in which 
we measured round-trip times for Internet 
Control Message Protocol ( I C h P )  ping 
packets. T h e  time it takes for the ping 
packet to make its round trip is a ineasure 
of the congestion of the network. Typical- 
ly, these packets were forwarded through 
about 3 0  routers. which act as sources of 
speed fluctuations, thus justifying the as- 
s u m ~ t i o n  of delta-correlated noise in  b. 
Over the course of the measurements, use 
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of the "traceroute" command showed that 
the pings typically followed the same se­
quence of routers. 

Our measurements of round-trip times 
for ping packets sent every minute over 
the course of a day demonstrated that 
there are daily periodicities in the level of 
congestion around which higher-frequen­
cy fluctuations occur. Because these daily 
periodicities are an exogenous source of 
congestion, we studied instead the laten­
cies of pings sent at a higher frequency 
over shorter periods of time. During these 
experiments, the stochastic dynamics of 
the congestion could then be considered 
as quasi-stationary. 

A time series of nearly 10,000 pings was 
sent from a public workstation at Stanford 
University in California to a WWW serv­
er in the United Kingdom over the course 
of about 45 min (Fig. 2). Because the 
trans-Atlantic path taken by the packets 
is one of the most congested in the 
world and because the time difference be­
tween the United States and the United 
Kingdom is large, these data provide a test 
of the theory that is not complicated by 
too much variation in the background due 
to exogenous factors. The series clearly 
exhibits latency spikes, or storms, super­
imposed on a noisy background. The 
spikes are bounded in size because the 
Internet routers drop packets when not 
transmitted over long times. This kind of 
behavior was observed in many other such 
experiments, involving measured latencies 
between remote sites in the United States 
as well as within the San Francisco Bay 
area. 

Because the time series of pings was 
measured at unequally spaced intervals, we 
calculated their autocorrelation function 
by first calculating the Lomb periodogram 
power spectrum and then taking the 
inverse Fourier transform (15). The auto­
correlation function for the pings, which 
we calculated by taking the inverse Fou­
rier transform of the Lomb periodogram 
for the observed 9821 latencies, showed 
that the ping latencies are uncorrelated in 
time. This supports the assumption of sta-
tionarity, because periodicity in the con­
gestion over the course of the measure­
ments would be revealed as structure in 
this function. 

The histogram of ping times along with 
a superimposed lognormal distribution 
with the same mean and variance as the 
data is shown (Fig. 3). As can be seen, a 
lognormal distribution appears to be a 
good fit, although the statistical signifi­
cance is not high. This is to be expected 
because the network's built-in bounds on 
extreme latencies prevent the realization 
of any long tail in the distribution, which 

makes a quantitative statistical compari­
son difficult. 

These results support the interpretation 
that large congestion peaks or storms are 
due to the aggregate behavior of individ­
uals confronted with a social dilemma. 
Given their generality, they may also hold 
for urban and highway traffic. Concerning 
the statistics of the congestions, they show 
that care must be exercised when speaking 
about the average performance of the In­
ternet, for, because the distribution of la­
tencies has a large skewedness, the mode 
(which corresponds to typical behavior) 
does not equal the mean. Thus, data such 
as the Internet Weather Report provided 
by Matrix Information and Directory Ser­
vices (MIDS) (4), which is averaged over 
thousands of sites, can be misleading in 
terms of the large congestions they imply. 
Rather, a typical Internet user would en­
counter latencies shorter than those ex­
hibited in the MIDS data. 

The existence of a well-defined statis­
tical distribution of Internet latencies can 
also help in the design of restart algo­
rithms for accessing remote sites of the 
WWW during times of high congestion. 
We showed earlier that the introduction 
of the notion of risk into the execution of 
computer programs leads to the construc­
tion of computational portfolios that can 
be used to increase the speed and reliabil­
ity with which Web pages can be accessed 
(16). Thus, knowledge of the underlying 
distribution allows for speedy construction 
of such portfolios without having to sam­
ple data over very long times. 

Another aspect of our experiments 
worth mentioning is that the measured 
autocorrelations do not exhibit the long 
time tails that have been found in stud­
ies of Ethernet packet flow rates (17). 
This difference can be attributed to the 
fact that those autocorrelations seem to 
correspond to background levels of traffic, 
which have different statistical properties 
than those of the higher-frequency con­

gestion-related spikes that we studied. 
Finally, we point out that congestion 

problems as presently experienced by users 
of the Internet would disappear if individ­
uals were charged in proportion to their 
bandwidth consumption. Such schemes, 
which are well known in the context of 
highway and urban traffic (18, 19), are an 
active area of research in the Internet 
community (2, 20-22) and hold the 
promise of relieving congestion. In the 
meantime, the Internet in its present state 
offers a unique environment for studying 
the social dynamics underlying network 
externalities. 
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Fig. 3. Histogram of sampled ping latencies (thin 
line) and a lognormal distribution with the sample 
mean and variance (thick line). The baseline for the 
ping latencies has been subtracted so that real 
latency values in milliseconds can be obtained by 
adding the constant value 150. 
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