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Corrosion of Electronic Materials and Devices 

Electronic materials and devices corrode in the same ways 
as automobiles, bridges, and pipelines, but their typically 
small dimensions make them orders of magnitude more 
susceptible to corrosion failure. As elsewhere, the corro- 
sion involves interactions with the environment. Under 
control, these interactions can be put to use, as in the 
formation of protective and functional oxide films for 
superconducting devices. Otherwise, they cause damage, 
as in the electrolytic dissolution of conductors, even gold, 
in the presence of humidity and ionic contamination from 
atmospheric particles and gases. Preventing corrosion 
entails identifying the damaging interactions and exclud- 
ing species that allow them to occur. 

A LMOST EVERY USE OF MATERIALS INVOLVES THE POSSIBILI- 

ty of corrosion. This arises from the thermodynamic insta- 
bilities inherent in the interactions benveen the materials 

and their use environments. The importance of corrosion to tech- 
nology is reflected in a long history of work in corrosion science and 
engineering that incorporates knowledge from many scientific disci- 
plines. Corrosion may occur uniformly or locally and at a continu- 
ous or discontinuous rate. It eventually results in material failure, 
and the time scale for this failure determines either the useful life of 

The authors are with AT&T Bell Laboratories, Murray Hill, NJ 07974. 

340 

the structure of which the material is a part or the time cycle 
required for maintenance and repair. Corrosion and catastrophic 
corrosion failures are minimized by the selection of appropriate 
combinations of corrosion-resistant materials, such as protective 
coatings, and by the application of corrosion-preventing technolo- 
gies, such as inhibitor systems. 

The current advanced state of the electronics industry is based 
largely on the use of materials selected for their electronic, magnetic, 
or optical properties and not for their corrosion resistance. Contin- 
ued advances depend on the use of new materials with improved and 
novel properties and on new combinations of materials in novel 
structures. The devices and other components utilizing these materi- 
als are typically incorporated in large numbers in electronic systems 
and must perform with a high degree of reliability if the systems are 
to fimction. Component failure rates corresponding to a few tens of 
failures in lo9 operating hours (FIT'S) are often necessary, even with 
redundant system designs. These levels of reliabilit). are achievable 
only if failures from corrosion are essentially eliminated. 

The corrosion phenomena encountered in electronic materials 
and devices are the same as those found in automobiles, bridges, 
pipelines, and other familiar objects in the everyday world. Like 
steel, both elemental and compound semiconductors, ranging from 
silicon to gallium arsenide to mercury cadmium telluride, are subject 
to atmospheric corrosion, as are most of the metals and alloys used 
in electronic devices and systems. As in plumbing and construction, 
combiriations of dissimilar materials, such as aluminum alloys and 
gold or copper, may sufer from galvanic corrosion through the 
formation of local electrochemical cells. Finally, as in almost all 
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electrically powered systems, the potentials normally applied in 
electronic circuitry are sufficient to cause the electrolytic corrosion of 
conductors. 

Although the corrosion phenomena are the same, the structural 
elements involved in electronic devices are often verp small, with 
widths, separations, and thicknesses measured in micrometers or 
fractions of a micrometer. Thus, even small amounts of corrosion, of 
the order of nanograms or less, can cause problems and complete 
device failure. Particularly when corrosion is localized, the structural 
elements themselves can be altered by the corrosion, and the 
electrical properties of adjacent regions can be changed by the 
generation of corrosion products. With small conductor separations, 
fields in excess of 10,000 Vlcm may be present across surfaces and in 
dielectrics, bringing about ionic motion and distributions of poten- 
tial and ionic charge different from those usually studied in electro- 
lytes. Finally, difisional transport can be effective in changing the 
composition and properties of materials over distances that are 
comparable to their thicknesses. 

The corrosion behavior of any material or structure is determined 
by the nature of its local environment. Important factors include 
humidity, temperature, and electrical potential, as well as species 
present by design, species deriving from contamination in materials 
and in manufacture, and species derived from the surroundings. 
Given the susceptibility of most electronic materials to corrosive 
attack and the functional sensitivity of most electronic structures to 
corrosion, some degree of isolation of the structure from the 
environment by the use of protective or passivating films and by 
packaging is required. The general principles of this approach are 
well established and have been applied successfully for many years. 
But as new electronic structures are developed and as existing 
stmctures are modified to provide improvements in cost and 
performance, a more detailed knowledge and understanding of the 
environment and of the specific environmental interactions that 
cause corrosion are needed. 

The following discussion covers some of the recent work in these 
areas. In many of these efforts, analytical techniques developed in 
recent years, such as Auger electron spectroscopy, photoelectron 
spectroscopy, and ion chromatography, have played an important 
role, particularly in the analyses of surfaces. Enhancements in 
analytical sensitivity and in the ability to analyze small areas promise 
further advances in the understanding and prevention of corrosion 
in electronic materials and devices. 

The Environment 
The environment to which electronic materials and devices are 

exposed derives from two sources: the materials themselves and the 
outside world. For devices that are sealed in hermetic cavities, only 
the first source is important. Here the environment comprises the fill 
gas used at sealing, including contaminants, and substances out- 
gassed from packaging or enclosed materials. These substances may 
be controlled by materials selection, this selection generally focusing 
on function and compatibility within a particular stmcture. The 
substances contributed by external sources are subject to some 
control through air filtration. Until recently, however, the exposure 
of equipment to many of these substances has not been well defined, 

as even though these are usually the species against which protective 
packaging is directed. For devices in the more commonly practiced 
level of packaging-restrictive packages, encapsulants, and protec- 
tive coatings-the degree of restriction determines the extent to 
which components from internal and external sources are available 
to degrade performance. The packaging materials themselves are 
exposed to an environment whose source is primarily external, 

although substances from internal sources are also present. The sanle 
is true for such components as printed wiring boards, connectors, 
through-air optical t&smissiondevices, bare chips mounted direct- 
ly on substrates, relays and other discrete devices, backplane wiring 
systems, and hardware for equipment frames. 

Through design, packaging, and environmental control, many 
corrosive interactions can be minimized or eliminated, provided 
these interactions and the elements of the environment involved are 
recognized and understood. Among the elements that are well 
recognized and protected against ar;water vapor and atmospheric 
oxygen; thus it is generally other species, often in combination with 
these, that provide the opportunity for corrosion processes to occur. 

Substances fiom internal sources. Most substances derived from 
internal sources that become involved in performance-degrading 
interactions are low molecular weight organic compounds. Because 
of their mobility and volatility, they can diffise to and from surfaces 
through other organic materials and become widely distributed in 
electronic equipment areas through the vapor phase. Traeger (1) has 
reviewed substances outgassed from organic materials that are used 
in microelectronics, and Weschler and Shields (2) have identified a 
number of components in packaging and insulation materials that 
are present in both the vapor and condensed phases at electronic 
equipment locations. Among these are various phthalate esters, 
other plasticizers (including organic phosphates), and dimethylsi- 
loxanes, none of which is expected to interact directly in corrosion 
processes. However, their oxidation and hydrolysis products, partic- 
ularly the low molecular weight organic acids, can solubilize passiv- 
ating oxide films and, in combination with adsorbed moisture, can 
form electrolytes on surfaces and at interfaces 

The distribution of these low molecular weight organic com- 
pounds is largely determined by their vapor pressures. Those having 
vapor pressures greater than about torr are likely to be 
eliminated from the local environment by evaporation, whereas 
those having vapor pressures less than about 1 0 - 9 o r r  will be 
limited in their distribution by the extent to which they can dfFuse 
through materials or migrate across surfaces. In the intermediate 
range, volatilization and recondensation lead to a wider distribution 
that reaches an equilibrium state on surfaces in hermetically sealed 
packages. Even in open environments, some partitioning between 
the vapor and condensed phases is expected as long as the source is 
not depleted. Under conditions that usually exist in electronic 
equipment areas, the surface coverage, m, expressed in units of 
monolayers is given by an analog of the Bmnauer, Ernmet, and 
Teller equation (3) ,  

in which p, the gas pressure, is much less than p,, the saturation 
pressure, and the constant e is much greater than 1. Here, m is likely 
to be substantially less than 1 but is not necessarily the fractional 
surface coverage because there may be stacking of adsorbed mole- 
cules. 

Evidence for volatilization and recondensation of low molecular 
weight organic compounds is seen (i) in noncorrosion-related 
processes that cause performance degradation, notably in contact 
activation, where the erosion of arcing relay contacts is markedly 
accelerated by the formation of carbon deposits (4 ) ,  and (ii) in the 
formation of frictional polymer, where vibrational motion of metal- 
lic interfaces, particularly those involving palladium, results in a 
partially oxidized, low hydrogen content organic insulator (5, 6). 

Substances j+om external sources. Most substances from external 
sources that can become involved in corrosion processes derive from 
the atmosphere or from humans. Gill and co-workers (7) have 
compiled a list of organic compounds found in the atmosphere with 
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Table 1. Concentrations (in micrograms per cubic meter) of pollutants 
within electronic equipment locations. ND, not detected. Data from (9 )  and 
the authors. 

Pollutant Arithmetic 
mean Range 

Sulfur dioxide 
Nitrogen oxides 
Chlorine gases 
Reduced sulfur 
Ammonia 
Particulates* 

*Less than approximately 15 prn aerodynamic diameter. 

vapor pressures in the range and 10-Qorr whose behavior is 
expected to resemble that of compounds of similar vapor pressure 
from internal sources. Several common inorganic compounds also 
have vapor ressures in this range, notably NH4CI and NH4N03  
(-2 n 10-Ptorr). 

Most corrosion studies involving airborne substances have been 
done on metals in outdoor environments. Dating back to the early 
work of Vernon (4, sulfur dioxide, its acidic oxidation products, 
and moisture are well established as the principal causes of outdoor 
corrosion of many metals. Vernon clearly demonstrated the rele- 
vance of a critical relative humidity, above which the corrosion rate 
is rapid because of substantial acquisition of moisture by the metal 
surface but below which the corrosion rate is low. For most metals, 
the critical relative humidity is in the range of 70 to 80%. 

In indoor environments, metallic corrosion studies are considera- 
bly more limited. Rice and colleagues (9)  examined the corrosion 
rates of copper, silver, nickel, cobalt, and iron at eight indoor 
locations in the United States and found the rates to be dramatically 
less than those outdoors for all the metals except silver. This 
reduction was clearly due in part to the lower indoor concentrations 
of corrosive gases (sulfur dioxide, nitrogen oxides, and chlorine- 
containing species). Further, the relative humidity (RH) rarely 
exceeded Vernon's critical range. Typical indoor airborne concentra- 
tions are given in Table 1. 

Although measures of airborne concentrations are informative, 
they tell little about conditions on surfaces where corrosion is taking 
place. These are determined by the rates of arrival and sticking 
probabilities of the atmospheric species at a surface and by the 
amount of adsorbed water on the surface. It is the combination of 
adsorbed moisture and accumulated atmospheric species that pro- 
vides the local environment for corrosion to occur. 

At large electronic equipment locations, the R H  in equipment 
areas is usually maintained in the range of 30 to 60%; consumer 
electronics, of course, are exposed to a broader range. The power 
dissipated in most equipment, however, elevates the internal tem- 
perature sufficiently that exposure to greater than 70% RH during 
operation is unusual, except for humid outdoor exposures. Within 
this range, several monolayers of water are present on clean metal 
surfaces (10); however, as even slightly hygroscopic atmospheric 
species accumulate, the adsorption of moisture increases. 

Accumulation of gaseous atmospheric components at a surface is 
determined largely by the components' reactivity with or solubility 
in the existing surface structure. For reduced sulfur compounds and 
silver surfaces, the accumulation rates correspond to sticking proba- 
bilities near unity, but for most gaseous species and most surfaces of 
interest the sticking probabilities are likely to be small. Particles, on 
the other hand, are expected to have sticking probabilities close to 
unity for the range of air flow conditions likely to be encountered 
i~ldoors. 

Surface accumulation rates of water-soluble ionic substances have 

been measured at 36 telephone company locations across the United 
States (1 1). Table 2 shows the ranges and means of the accumula- 
tion rates of a number of ions. Comparison of the accumulation 
rates of sulfate with tropospheric concentrations of sulfur dioxide 
gas and of sulfate in particulates at these locations indicates that 
most of the sulfate accumulation derives from particulate deposition 
rather than from reaction with sulfur dioxide. Except for chlorides 
and sulfides, it appears that the accumulation of inorganic ionic 
substances on indoor surfaces is due almost entirely to particulate 
deposition. In the case of chloride, comparison of accumulation 
rates on zinc and aluminum surfaces indicates the presence of at least 
one reactive chlorine-containing gas, most likely hydrogen chloride, 
that reacts specifically with zinc. 

In two studies (12, 13), the relations between outdoor and indoor 
airborne concentrations of ionic substances in particulates from 
separate fine (0.1 to 2.5 p,m diameter) and coarse (2.5 to 15 p,m 
diameter) fractions were investigated at three telephone switching 
equipment locations, as were the relations between indoor concen- 
trations and horizontal and vertical surface accumulation rates. The 
indoor/outdoor ratios for species with no internal sources, such as 
humans, depended on the type of air filtration (14), as expected, 
with standard filters giving ratios of 0.3 and 0.05 for fine and coarse 
particles and high efficiency filters giving ratios of 0.07 and 0.02. 
The indoor concentrations and the accumulation rates gave deposi- 
tion velocities of 0.004 cmisec for ions in fine particles and 0.6 cm/ 
sec for ions in coarse particles, consistent with the view that surface 
concentrations of relevant ionic species are principally determined 
by particulate accumulation. This applies also to manufacture, where 
materials and devices have not yet been provided with sufficient 
protection against the environment, although special attention is 
now being paid to air filtration and the times of exposure have been 
decreased. Highly localized contamination during manufacturing 
can also result from human activity. 

Chloride is often considered the most corrosive species because of 
its ability to disrupt normally protective oxides and to facilitate 
electrolytic attack through the formation of soluble complexes. With 
adsorbed moisture, however, all ionic species can support the ionic 
current that must be present in electrolytic corrosion. Thus ionic 
contamination is usually the most important factor in the corrosion 
of electronic materials and devices when moisture is present. 

Environmental Interactions 
Electronic materials themselves are affected primarily by air 

oxidation, whereas devices are most sensitive to moisture and ionic 
contaminants. 

Oxadation processes and protective films. Except for gold and plati- 
num, all metals and semiconductors are thermodynamically active 
and can oxidize in air at room temperature. When oxidation is 
neither self-limiting nor inhibited, as in the case of metallic corro- 
sion, it is destructive. When it results in the formation of insulating, 
protective, or passive oxides, as for example on stainless steel or 
aluminum (15) and on silicon (16), it may be useful. 

The controlled formation of thin oxide films is critical for 
numerous electronic technologies. For example, silicon can be 
passivated with SiOz, and silicon metal-oxide-semiconductor tech- 
nology utilizes SiOz films as gate oxide dielectrics (1 7). This science 
and technology is well understood. On the other hand, the passiv- 
ation of 111-V compound semiconductors (for example, GaAs and 
InP) is significantly more complex, and problems in applying 
suitably protective films have been an impediment to the develop- 
ment of 111-V-based semiconductor technology and devices. Re- 
search on the passivation 111-V materials has been approached from 
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two directions. In the first (18), the semiconductor surface is 
oxidized in an attempt to form a passivating film. Problems arise, 
however, because of the many phases that can be formed among the 
group I11 and group V elements and oxygen and because of their 
dependence on temperature and oxygen pressure. Both the thermo- 
djmmics of the system and the kinetics of the possible reactions 
must be considered. In the second effort, dielectrics, such as Si02, 
Si3N4, or A1203, are deposited onto the 111-V material. However, it 
is frequently difficult, if not impossible, to avoid the presence of the 
thin (-20 A) native oxide at the interface. Further, methods for its 
removal may create electrically active defects. Although many de- 
vices are currently being manufactured with either deposited dielec- 
tric films or the native oxide, improvements in the passivation film 
are needed for efficient, large-scale manufacturing of reliable devices. 

The corrosion ~rotection afforded by oxides and other deposited 
dielectrics depends on the continuity of the films, their ability to act 
as barriers to the species in the local environment, and their own 
resistance to corrosion. Materials currently used to protect micro- 
electronic devices, such as Si02 and Si3N4, are not subject to attack 
by species normally found ir, the use environment. New applica- 
tions, however, bring new requirements, such as optical transparen- 
cy or close matching to the thermal expansion coefficient of the 
substrate. These may well be difficult to meet with materials as inert 
as SO2 .  

For many electronic materials and devices, low-temperature oxi- 
dation may be detrimental. In low-force, low-voltage electrical 
contacts and connectors, oxide or tarnish films as thin as 100 A may 
have sufficient resistance to give an effective open circuit (19). 
Further, in some applications, even small changes in contact resist- 
ance can introduce unacceptable noise into a circuit. To avoid 
tarnish films, the contact area is normally coated with a thin layer of 
a noble metal, such as gold, or an alloy of this metal. Unless the 
system is carefully selected for the service conditions to be encoun- 
tered, however, either the alloying metal may diffuse out to the 
surface or the substrate metal may d i k s e  through the noble metal at 
pores, grain boundaries, or other defects. In either case, the base or 
less noble metal will be oxidized at the surface, producing a high 
contact resistance. 

Josephson tunnel devices, on the other hand, require a dielectric 
film no more than 10 to 20 A in thickness to provide the necessary 
junction. For practical applications, this film, usually an oxide, must 
be highly reproducible in composition and thickness. The simplest 
preparative approach is air oxidation, and van Dover and co-workers 
(20) found that such a treatment of magnetron-sputtered, supercon- 
ducting NbN thin films gives high-quality, reproducible junctions. 
Studies in which Auger electron spectroscopy was used in conjunc- 
tion with argon ion sputtering (21) showed that the native and 
junction oxides on this superconductor consist of a one- to two- 
monolayer thick film of a niobium oxynitride formed by the reaction 

X 
NbN + ~0~ + NbNO, 

in which x increases with temperature. The oxynitride film is stable 
at temperatures up to 200°C. Above 20OoC, this desirable passive 
film breaks down as the mechanism of oxidation changes radically, 
resulting in the formation of NbzOS at a constant rate. The reaction 
products were identified by observing changes in the position and 
shape of the Auger electron spectral peaks and comparing them to 
peaks from appropriate standards. 

Oxidation processes that produce films of readily controlled 
thicknesses with a fixed stoichiometry are not common, particularly 
with compounds and alloys. More typically, electronic materials 
develop thin protective oxides at room temperature, but at elevated 
temperatures these oxides grow in thickness and change in composi- 

Table 2. Accumulation rates (in micrograms per cubic centimeter per year) of 
ionic substances on indoor surfaces. Data from (13). 

Substance 

- -- 

Arithmetic 
mean Range 

Chloride 
Sulfate 
Nitrate 
Sodlum 
Ammonium 
Potassium 
Calcium 
Magnesium 

tion and properties. In addition, polycrystalline materials often 
undergo preferred oxidation and corrosion at grain boundaries. 

Amorphous thin films based on iron or cobalt and a rare earth 
metal, such as terbium or gadolinium, have magnetic and magneto- 
optic properties that make them potential candidates for future 
generations of storage media in high-density mass memories. Their 
critical magnetic properties, however, are strongly degraded by 
oxidation or corrosion. These alloys are reasonably stable at room 
temperature because of the formation of very thin (<lo0 A) 
passivating oxide films on their surfaces. However, in storing data, 
the films are heated lo call^^ to temperatures as high as 200°C with a 
pulsed laser, providing an opporhlnity for further oxidation. The 
effect of oxidation on the magnetic properties of amorphous 
Fe0.74Tb0,26 thin films has been studied by van Dover and co- 
workers (22), and the kinetics and mechanism of oxidation of these 
films at 200°C have been examined by Auger electron spectroscopy 
combined with ion etching to determine the composition and 
thickness of the various reaction product layers (23). It was found 
that, on initial exposure to air at room temperature, the alloy is 
passivated by a duplex film consisting of an outer 10- to 20-A layer 
of an iron spinel and an inner 60-A layer of Tb203. When the alloy is 
heated in air at 200°C, these oxide films initially do not change in 
composition or thickness. Instead, an internally oxidized zone (24) 
grows inward from the oxide-alloy interface. This zone consists of 
an intimate mixture of Feo,93Tbo.07 alloy and a lower oxide of 
terbium, as determined from the shape, position, and intensity of 
the Auger electron spectral peaks. As the zone grows, stresses build 
as a result of the introduction of oxygen into the alloy matrix. 
Eventually the stresses are relieved, yielding defects that permit more 
rapid d iks ion  of all the species present. At this point, the outer nvo 
oxide layers, which were formed on initial exposure of the alloy to 
air, begin to grow again. 

Complex behavior of this sort should be expected in many of the 
thin film alloy systems that are likely to be developed. Understand- 
ing this behavior depends on continued development of analytical 
techniques capable of providing quantitative information about 
composition as a function of depth in the film. 

Interactions involving water and contaminants. As noted earlier, 
electrochemical effects due to the presence of moisture and other 
contaminants can be critical in the reliability of electronic materials 
and devices. Moisture in the annosphere can affect the rate of 
oxidation of a material, the composition and structure of its 
oxidation product, and the electrical properties of the product (16). 
Low-force, low-voltage electrical contacts and connectors are often 
protected from corrosion by thin coatings of a noble metal, such as 
gold. If the coating is porous and the substrate metal corrodes, 
however, the corrosion product may creep out of the pores and 
across the gold surface, giving rise to high contact resistance. For 
gold on copper in a suffiding environment, the rate of creep of the 
mixed copper oxide-sulfide tarnish product is greatly increased by 
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the presence of water vapor in the atmosphere and may extend more 
than 1 mm in 220 hours in air saturated with flowers of sulfur at 
75% R H  and 50°C (25). A nickel barrier layer between the copper 
and gold inhibits their interdiffision and generally eliminates pores 
extending down to the copper on contact surfaces, but creep from 
exposed copper at contact edges can still occur in poor storage 
environments where sulfur vapor-for example, from cardboard 
containers-and high humidity are present. These reactions consist 
of local cell action involving migration of metal cations in the tarnish 
product and simultaneous migration of electrons through the metal 
phase to the reaction front (26). The creep rates are determined by 
ionic mobilities in the tarnish films, which in turn depend on the 
composition of the films and hence on the environment in which 
they formed. 

Electrolytic corrosion of devices most frequently involves mois- 
ture and ionic contaminants. Most thin film and integrated circuit 
(IC) devices are encapsulated in plastics, usually an epoxy molding 
compound, which are permeable to water vapor. Ionic contaminants 
are also present at some level from manufacturing contamination 
before packaging and from ionic impurities in the plastic. In 
combination with water, these form an electrolyte that provides an 
ionic connection between adjacent conductor paths at different 
applied potentials. Given conductor separations approaching 1 km 
and adjacent conductors differing in applied voltage by 1 V or more, 
the electrolytic conductance and the potential available at the anodes 
(the positively biased conductors) can easily be sufficient to cause 
conductor oxidation and corrosion. Open circuits can be produced 
in typical device conductors, generally aluminum but also gold, by 
the removal of only about 10' metal atoms, which requires the 
passage of less than lo-". 

On dielectric surfaces and at interfaces, conductivity and corro- 
sion rate increase with increasing humidity, that is, with increasing 
thickness of the water-electrolyte film. However, the moisture film 
thickness depends also on the temperature of the surface, decreasing 
with increasing temperature (27-29). Consequently, powered de- 
vices generally experience less water adsorption and hence lower 
corrosion rates than expected from the relative humidity of their 
surroundings. 

Yan and colleagues (29) studied water adsorption and surface 
conductivity on clean Ct-M2o3 substrates as a function of RH. 
About one monolayer of water is adsorbed at 35% RH.  For RH's 
greater than 70%, more than five monolayers are adsorbed, and the 
amount increases dramatically with increasing water vapor pressure. 
Similarly, the surface conductivity due to the normal ionic dissocia- 
tion of water increases with increasing water adsorption. 

High levels of chloride contamination and humidity can result in 
the total corrosion of positively biased aluminum bonding pads in 
device structures (30), where the protective layer of either phospho- 
rus-doped Si02 or off-stoichiometric silicon nitride is deliberately 
removed to permit attachment of bonding wires. At these locations, 
the metal is in direct contact with moisture that has reached the chip, 
and the normal passivating aluminum oxide is dissolved in the 
presence of chloride, forming tetrachloroaluminate ions. Continued 
positive bias (with respect to nearby bond pads) normally results in 
an open circuit by complete anodization and dissolution of the bond 
pad, again with the formation of soluble A1C14-. A similar process 
can occur at positively biased chip metallization sites if a defect, such 
as a pinhole or crack, exists in the passivation layer protecting the 
metal. 

Recent reductions in the contaminant content of plastic encapsu- 
lants from several hundred parts per million (ppm) ionizable 
chloride to less than 5 ppm have resulted in improvements in device 
reliability by factors of 10 to 100 (31). However, ionic contamina- 
tion, particularly chloride, in molding compounds and the possibili- 
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Fig. 1. Simplified cross section of a portion of an IC showing an n-type 
inversion layer induced in a p-type substrate by surface ions. The positively 
charged ions bias the silicon nitride passivation laver surface to the potential 
of the aluminum bond pad. The inversion layer thus formed electrically 
connects the two n-type ditfusion regions, causing a circuit malfunction. 

ty of ionic contamination during manufacturing or use clearly 
increase the risk of device failure from electrolytic corrosion when 
moisture is present, as it commonly is. 

Cathodic corrosion of aluminum may also occur. At exposed 
cathodic metal, the pH increases lo call^^ as water and oxygen are 
reduced, generating hydroxyl ions. The increased local alkalinity 
promotes the corrosion of the aluminum through the formation of 
the Al(OH)4- complex (32, 33). 

Many IC manufacturers employ phosphorus-doped Si02 below 
the aluminum metal for contouring purposes, and some use phos- 
phorus-doped Si02 as a protective film for the metal. If phosphorus 
doping is excessive, moisture can leach the phosphorus from the 
oxide, reacting to form phosphoric acid, which not only provides an 
ionically conducting electrolyte but also causes chemical attack. 

A small fraction of IC's use gold metallization. For gold conduc- 
tors, two different corrosion mechanisms have been observed, 
depending on the presence or absence of a complexing agent, such 
as chloride, in addition to moisture (34). In the presence of chloride, 
the gold anode is oxidized to the tetrachloroaurate ion, which then 
migrates to the cathode where gold is redeposited, usually in the 
form of dendrites. These grow in the direction of the anode and 
eventually produce a short circuit. Similarly, copper migration in the 
presence of chloride or other complexing agents may result in short 
circuits on circuit boards and in IC's that use copper or copper alloy 
leads as a part of their packaging. In the absence of the ionic 
contaminant, gold oxidizes to form Au(OH)3, resulting either in an 
open circuit if all the gold is oxidized or in a short circuit if the 
voluminous corrosion product makes contact with the cathode. The 
kinetics and mechanism of electrolytic gold oxidation have been 
studied in aqueous solution as a function of chloride concentration, 
pH, and electrode potential (35, 36). Results from these studies are 
completely consistent with device experience (34). Open and short 
circuits have been observed in hermetic packages as a result of the 
inclusion of moisture at sealing or from ingress of moisture at faulty 
or damaged seals. 

Another failure mechanism (37) involves surface moisture and 
ionic contaminants but does not result in chemical changes to the IC 
materials. Rather, ions of opposite charge in the moisture film are 
separated by the electric field parallel to the surface between 
conductors at different potentials, producing surface concentrations 
of net charge. By this means, a net surface charge layer propagates 
across the device insulator surface, extending the electric potential of 
a metal structure beyond the metal. These surface potentials can 
induce parasitic high conductance regions in the underlying silicon, 
thereby increasing leakage current. On high-voltage IC's, the surface 
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potential adds to the silicon potential at the silicon surface, resulting 
in reduced breakdown voltage. Such failure mechanisms are often 
reversible and may be difficult to diagnose because no material 
changes need be involved. The surface density of net ionic charge for 
device failure is only about 10" per square centimeter to 1012 per 
square centimeter. The detection limit for conventional analytical 
techniques is typically 1013 atoms per square centimeter. 

An example of this type of surface ion failure is illustrated in Fig. 
1, which shows a cross section of a region of an IC. Two 
independent n-type diffused circuit elements, which might be 
resistors in an IC network, are shown in a p-type substrate. The n- 
type diffusions are normally electrically isolated from each other 
because each is reverse biased with respect to the substrate. Positive 
ions migrating from the positively biased bond pad have biased the 
insulator surface to a positive potential almost equal to that of the 
bond pad. The positive surface potential induces an inversion layer 
of negative charge (electrons) at the surface of the p-type region. 
This inversion layer electrically connects the two n-diffusion regions, 
possibly causing a circuit malfunction. Similar failure mechanisms 
are possible on a wide variety of IC's, and therefore special 
precautions must be taken in device design to ensure that unwanted 
surface charge inversion layers cannot be formed between circuit 
elements. 

Future Concerns 
For printed wiring boards, connectors, and other, more standard 

electronic components, the continuing search for less expensive 
materials and manufacturing methods brings with it the necessity of 
looking for new failure modes that must be identified and overcome. 
The incorporation of fiber optics into systems for data transmission 
and manipulation is likely to introduce new corrosion issues to be 
studied and understood. 

In state-of-the-art electronic equipment, conductor spacings and 
dimensions range from a few millimeters for printed wiring board 
and connector elements to 0.5 km for DRAM (dynamic random 
access memory) chips. Historical trends and recent research results 
project feature sizes as small as 0.1 km in a few years. 

For devices with submicrometer features, not only will reliable 
corrosion-free materials combinations that can withstand unprece- 
dented electric fields (for ordinary electronics) be required, but 
providing a nearly contamination-free manufacturing environment 
will be a substantial challenge. Clearly, devices with 0.1-km features 
must be manufactured in environments free of particles larger than 
0.05 km. Only a few Class 1 manufacturing environments, in which 
the air contains only one particle larger than 0.3 km per cubic foot, 
are claimed to exist in the world today. Further, most airborne 
particles less than 0.1 km in diameter are the highly corrosive early- 

stage oxidation products of SO2 and NO,. Fundamental under- 
standing of the manufacturing environment seems to be a certain 
prerequisite for successfkl dev~lopment of devices in the future. 

Similarly, the identification of localized contamination on surfaces 
with submicrometer features presents extraordinary challenges in 
the development of surface analytical techniques to achieve adequate 
sensitivity and spatial resolution. Even so, these techniques will only 
facilitate the understanding of corrosion problems. The best solu- 
tions to these problems are contamination-proof designs. 
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