
and across international boundaries. Ac- 
cording to this view, even limited restric- 

Scientific Communication and 
National Security in 1984 

Mitchel I3 . Wallerstein 

In recent years, U.S,  national security 
has come to depend increasingly on lead 
time over its adversaries in areas of high 
technology-that is, areas in which tech- 
nological progress is closely related to  
advances in basic science. Many of these 
technologies (for example, high-speed 
electronics and computer-based encryp- 
tion techniques) have commercial as  well 
as  military applications. This has led 

Administration policy, recognizing that 
there is a good deal of overlap in the 
emphasis accorded by each. 

Clearly, what lies at the heart of public 
debate is concern over the loss of mili- 
tary advantage the United States might 
suffer if it does not block the efforts of 
the Soviet Union and its allies to gain 
access to Western science. Some who 
are concerned with national security be- 

Summary. The federal government's concern about maintaining the lead of the 
United States over the Soviet Union and its allies in militarily critical technology has 
led it to attempt to control unwanted technology transfer. Its attempts have extended 
to control of open scientific communication as well as the transfer of physical devices 
and blueprints. In 1982, the Corson Panel (an independent ad hoc committee) 
reviewed the evidence on the costs and benefits of controls and suggested guiding 
principles for government policy. This article examines the major policy developments 
since the Corson Panel completed its work. The stringency and the reach of 
government restrictions, either proposed or in force, go considerably beyond the 
panel's recommendations. 

some in the past and current administra- 
tions to fear that the open U.S.  research 
community could become a source of 
militarily significant technology to the 
Warsaw Pact. 

Such concerns were reflected both in 
policy proposals and public pronounce- 
ments aimed in part at the scientific 
community. Public statements in early 
1982 included warnings by senior offi- 
cials in the Department of Defense, the 
Department of Commerce, and the Cen- 
tral Intelligence Agency that Soviet mili- 
tary intelligence might find easy access 
to  sensitive information through what 
one called the "soft underbelly" repre- 
sented by the American academic com- 
munity (1) .  

Conflicting Perspectives on the Problem 

There are sharply differing views with- 
in our society regarding the extent of 
technology loss and the best solutions to 
the problem. Some interests speak with a 
louder and more effective voice than 
others in terms of the formulation of 

lieve the speed and seriousness of this 
technology transfer require new policies 
and reassessment of current regulations. 
The concern here is really twofold. First, 
by targeting Western research, the War- 
saw Pact countries avoid a large part of 
the massive R & D investment the Unit- 
ed States has committed to the develop- 
ment of sophisticated military systems. 
Second, the nature of the research pro- 
cess in nonclassified settings has 
changed, with the result that universities 
in particular are now becoming increas- 
ingly attractive targets for foreign intelli- 
gence efforts. Those sharing this concern 
argue that the imposition of limited con- 
trols is preferable to  classification, which 
would remove such work entirely from 
the campus. They suggest that, when 
universities choose to accept the pres- 
ence of defense-related research on cam- 
pus, for whatever mix of intellectual and 
economic motivations, controls must be 
considered part of the price. 

A second perspective focuses on the 
critical importance of maintaining vigor- 
ous, open scientific communication both 
within the borders of the United States 

tions on the free flow of information 
affect feedback, delay the discovery of 
errors and duplication, hinder critical 
evaluation of scientific efforts, and, as  a 
result, undermine the pace of scientific 
discovery. The price of achieving short- 
term security by restricting the commu- 
nication of ideas and information would 
be the pace and effectiveness of both our 
research effort and the transfer of that 
research into application. This perspec- 
tive argues, in sum, that secrecy about 
existing knowledge can never replace the 
development of new ideas as a means of 
protecting national security. 

Those adhering to this view also sug- 
gest that openness pays dividends of 
other kinds. For one thing, U.S. efforts 
to limit the flow of information by re- 
stricting scientific exchanges with the 
Soviet Union inevitably will limit the 
flow of information from them to us. Not 
only does American science benefit from 
these interactions, but it can also be 
argued that for intelligence purposes 
they help gauge accurately the state of 
Soviet scientific advancement. 

A third perspective focuses on the 
educational impacts of restrictions on 
access to and dissemination of scientif- 
ic and technological information. Here 
again there are two separate arguments. 
First, those who provide advanced sci- 
entific and technical training point out 
that it is functionally impossible to sepa- 
rate completely education from research 
activities. Moreover, if the only experi- 
ence a young scientist or engineer gains 
is in the classroom, rather than the labo- 
ratory, the next generation of American 
investigators will be substantially less 
prepared to maintain the superior levels 
of productivity and achievement that 
have characterized the U.S. scientific 
effort since World War 11. 

But there is another important dimen- 
sion to the educational perspective: the 
cost to the U.S. academic system of 
excluding foreign nationals from sensi- 
tive areas of science and technology. 
The number of foreign students in higher 
education in the United States increased 
substantially during the 1970's, at both 
the undergraduate and graduate levels. 
Among the factors underlying this trend 
were increased foreign demand and in- 
creased recruitment of foreign students 
by U.S. institutions in order to augment 
domestic enrollment (Fig. 1). The data 
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are even more striking at  the postdoctor- 
al level (Fig. 2). The postdoctoral sector 
is particularly significant because it is a 
major source of junior faculty and re- 
search talent in many American universi- 
ties. 

A fourth major view is that expressed 
by private industry. Many leaders of 
U.S. technology-based industries have 
argued that if industries are to adapt to 
rapidly changing business conditions, 
they must have access to scientific and 
technological information from all parts 
of the world. Beyond the loss of informa- 
tion, industrial leaders express concern 
about other economic impacts resulting 
from a lack of openness, including regu- 
latory costs, loss of sales, loss of reliabil- 
ity as  a trading partner, and reductions in 
the pace of innovation. 

A fifth voice in the debate may be 
characterized somewhat broadly as  the 
constitutional and cultural perspective. 
Many concerned about the continued 
vitality of the American political system 
believe it can flourish only in an atmo- 
sphere of openness. First, they point out 
that fundamental constitutional ques- 
tions may be raised when the govern- 
ment seeks to restrict the rights of citi- 
zens to speak or to publish. It is argued 
that freedom of speech is not just a legal 
right, it is essential to the maintenance of 
an informed electorate. Second, it is 
suggested that visits by Soviet and East 
European scientists expose them to the 
U.S. culture and political system which, 
over time, may contribute to political 
and social change within the Warsaw 
Pact. 

Key Findings and Recommendations 

of the Corson Panel 

In spring 1982 discussions between 
representatives of the National Research 
Council and the DOD led to the estab- 
lishment of an ad hoc panel of the Com- 
mittee on Science, Engineering and Pub- 
lic Policy (COSEPUP), chaired by Cor- 
nell University president-emeritus Dale 
R. Corson. The panel included scien- 
tists, former defense and national securi- 
ty officials, and research administrators 
in industry and universities (2). Its man- 
date was to examine the evidence of 
technology leakage and methods for con- 
trolling it, and to seek policy measures 
by which the competing national goals of 
national defense and intellectual freedom 
could be accommodated satisfactorily. 

After reviewing evidence on the bene- 
fits and costs of control measures, the 
panel concluded that a national strategy 
of "security by secrecy" would weaken 

Fig. 1 .  Percentage of foreign 
students in full-time, graduate 
science and engineering pro- 
grams in doctorate-granting in- 
stitutions, 1974 and 1979 (16). 

American technological capabilities, be- 
cause there is no practical way to restrict 
international scientific communication 
without also disrupting domestic scien- 
tific communication. A national strategy 
of "security by accomplishment"-one 
that emphasizes protecting the U.S. 
technology lead by promoting scientific 
productivity-has far more to recom- 
mend it (3). 

The panel heard extensive briefings by 
the intelligence community, some a t  high 
levels of classification. While noting that 
the available evidence left much to be 
desired, the panel reported that it had 
found no case of significant damage to 
security associated with research dis- 
semination (3, pp. 13 and 41). The panel 
also added two caveats. First, it ob- 
served that the evidence on leakage and 
the associated damage to U.S. security 
was still only fragmentary and anecdotal, 
in part because the problem had only 
recently been identified (3, p. 14). Sec- 
ond, it pointed out that Soviet intelli- 
gence efforts were extensive and that 
universities and other research sites 
were indeed targeted. It  also noted (but 
took no position on) intelligence commu- 
nity arguments that research facilities 
are likely to be more heavily targeted in 
the future (3, p. 21). 

The panel suggested that the class of 
research information of greatest poten- 
tial concern is not the explicit findings in 
research reports but rather know-how- 
the detailed understanding of equipment 
use or operational procedures normally 
gained only by direct participation in a 
research project (3, p. 42). It  follows that 
protection of sensitive research informa- 
tion is achieved better by preventing 
sustained access to research projects 
than by preventing dissemination of writ- 
ten research reports. 

The Corson Panel examined five types 
of control mechanisms: (i) classification, 
(ii) export control regulations, (iii) con- 

trols on foreign visitors, (iv) restrictions 
on government contracts, and (v) volun- 
tary prepublication clearance. Its general 
review of these mechanisms led the pan- 
el to two broad conclusions: 

1) Where controls are deemed neces- 
sary, the government should use con- 
tract restrictions in preference to export 
control regulations. The contract mecha- 
nism has the advantage of informing a 
researcher of his or her obligations in 
advance while leaving application in the 
hands of the most technically qualified 
government personnel. Export controls, 
devised for controlling the movement of 
tangible objects, are ill-suited to the con- 
trol of information flow. 

2) The government's effort is uncoor- 
dinated and spread too broadly across 
too many diverse technologies to be 
practicable. An effort spread this thin 
cannot be effectively administered, and 
it raises unnecessary fears among re- 
searchers working in areas with no mili- 
tary relevance. The panel suggested that 
the government adopt a strategy of build- 
ing "tall fences around narrow areas"; 
contract controls, for example, should 
be restricted to a few gray areas that 
justifiably cannot be either classified or  
completely open. It  defined such tech- 
nologies as  those in which all of four 
criteria apply (3, p. 49). 

the technology is developing rapidly, and 
the time from basic science to application is 
short; 

the technology has identifiable direct mil- 
itary applications; or it is dual-use and in- 
volves process or production-related tech- 
niques; 

transfer of the technology would give the 
U.S.S.R. a significant near-term military ad- 
vantage; and 

the United States is the only source of 
information about the technology, or other 
friendly nations that could also be the source 
have control systems as secure as ours. 

The Corson report was released on 30 
September 1982, and it was received 



favorably by top Administration offi- 
cials, university administrators, and oth- 
er members of the U.S. science policy 
community. 

The Situation in 1984 

More than 18 months have elapsed 
since the Corson report was issued. 
Much of the hope that surrounded its 
release has faded and there have been at 
least four attempts to formulate a new 
policy: 

1) An interagency review of the Cor- 
son report's implications has yet to  be 
completed. The effort began with Na- 
tional Security Study Directive 14-82 
(now renumbered as NSSD 1-83), which 
was signed by President Reagan and 
issued by then National Security Advi- 
sor William Clark in December 1982. 
The terms of the review have twice been 
altered, and there have been multiple 
changes of personnel a t  the Office of 
Science and Technology Policy (OSTP), 
which is responsible for coordinating a 
major section of the report. In addition 
the study has been conducted at  the 
classified level without the benefit of 
outside input. It is not known how the 
product, reportedly near completion, 
compares in scope or substance with the 
effort originally requested by the Presi- 
dent. OSTP officials see an advantage in 
the release of some sort of unclassified 
document, but they are unsure as  to  
either the date of its public availability or 
its comprehensiveness. 

2) Given the delays in the interagency 
policy review, the Department of De- 
fense (DOD) has moved to complete an 
internal policy review that was begun 
in 1981. Accordingly, a Steering Com- 
mittee on Technology Transfer was es- 
tablished within DOD to focus on con- 
tracts, visa controls, emerging technolo- 
gies, scientific conferences, publica- 
tions, and rules for exemption to the 
Freedom of Information Act. The work 
of the Steering Committee and its sub- 
panels has now been largely completed 
and its recommendations are being im- 
plemented. 

3) A provision included in the 1984 
Defense Authorization Act permits the 
Secretary of Defense to protect certain 
kinds of unclassified technical data in the 
possession or under the control of the 
DOD that otherwise would be subject to 
release to  foreign nationals under the 
terms of the Freedom of Information 
Act. Additional proposals have been cir- 
culated within the DOD to seek broader 
authority to protect sensitive technical 
data produced by other federal agencies 
(for example, NASA or the Department 

Fig. 2.Percentage of foreign postdoctoral re- 
searchers in science and engineering pro- 
grams in doctorate-granting institutions, 1979 
(16, p. 21). 

of Energy) by facilitating their transfer to 
DOD control. 

4) A Presidential directive, "Safe- 
guarding National Security Information" 
(NSDD 84), was issued in March 1983. 
That directive would have required both 
government officials and those under 
contract to  the government with access 
to sensitive compartmented information, 
which is information classified at  levels 
above top secret, to submit for prepubli- 
cation clearance anything they write that 
bears upon national security matters. 
The directive was withdrawn in Febru- 
ary 1984 after substantial opposition 
arose in the Congress and among the 
general public. 

While the various intra- and inter- 
agency policy studies have been under 
way, a series of incidents have occurred 
over the past 16 months similar to those 
that provided the original impetus for 
creation of the Corson panel. The princi- 
pal distinction between now and the pre- 
Corson environment is that most of the 
incidents relate to  the withdrawal of pa- 
pers from meetings, rather than the deni- 
al or restriction of visas o r  other restric- 
tions. 

The Development of Controls 

Since the early 1940's, the federal gov- 
ernment has added steadily to  the means 
by which it can prevent-or at least 
slow-the loss of militarily sensitive sci- 
entific information. For example, the 
government has the authority, estab- 
lished through a series of executive or- 
ders, to impose security classification on 
sensitive research conducted by its own 
employees or undertaken by private par- 
ties at public expense. The Executive 
Branch has also been assigned a substan- 
tial amount of legislative authority over 
the years through which it can attempt to 
control all aspects of scientific communi- 
cation. 

The Atomic Energy Act of 1946, for 

example, precluded public dissemination 
of most of the results of the Manhattan 
District Project or subsequent atomic 
research, particularly through a "born 
secret" provision that automatically 
classifies research on atomic energy at 
its creation. The government has also 
been able to use the authority vested in 
export control legislation to limit the 
release of products, processes, and tech- 
nical data to potentially adversary na- 
tions. The Export Control Act of 1949, 
which has been renewed since 1969 as 
the Export Administration Act, required 
the Department of Commerce to prevent 
the export of goods that might enhance 
either the economic or military potential 
of communist countries. The Export Ad- 
ministration Act is implemented through 
the Export Administration Regulations 
and through a comprehensive list of 
products and processes known as the 
Commodity Control List. Since 1979, the 
Department of Commerce administra- 
tors have also relied for guidance on the 
Militarily Critical Technologies List, 
which is prepared by the DOD and based 
on a 1976 report of the Defense Science 
Board, commonly called the Bucy report 
(4). 

Another method of controlling the ex- 
port of security-related data is the Arms 
Export Control Act of 1976. This Act is 
implemented by the Department of State 
through the International Traffic in Arms 
Regulations. These regulations control 
the export of military systems, including 
technical data relating to  the "design, 
production, manufacture, repair, over- 
haul, processing, engineering, develop- 
ment, operation, maintenance or recon- 
struction . . . of implements of war on 
the U.S. Munitions List" o r  "any tech- 
nology that advances the state of the art 
or establishes a new art in any area of 
significant military applicability" (5). 

In order to control the movement of 
militarily sensitive goods at  the interna- 
tional level, the Coordinating Committee 
for multinational export controls (Co- 
Com) was established by informal agree- 
ment in 1949. It comprised all the NATO 
countries except Iceland and Spain, plus 
Japan. CoCom has provided a forum for 
the voluntary coordination of trade con- 
trols on exports to the Warsaw Pact 
countries. The United States is currently 
engaged in efforts to strengthen the ef- 
fectiveness of the CoCom mechanism. 

An Update of the Key Issues 

Evidence on the extent of technology 
leakage. Knowledge about technology 
leakage and its effects on national securi- 
ty has not changed significantly in the 18 



months since the Corson Panel was 
briefed by the U.S. intelligence commu- 
nity (6). In recent months the principal 
activity has been the identification of the 
ways in which technology leakage can 
occur so that a comprehensive control 
effort can be fashioned. No major initia- 
tive has been undertaken to better char- 
acterize the relative importance of 
sources, channels, or types of informa- 
tion that leaks out or the relative signifi- 
cance of scientific communication within 
the large picture. The intelligence com- 
munity reports no cases during this peri- 
od in which loss through the U.S. scien- 
tific community has led to identifiable 
damage to national security. However, 
intelligence officials remain concerned 
about the small percentage of Soviet 
intelligence acquisitions that involve the 
American research community. 

Class$cation controls. There is now 
better information on the extent to which 
military research is classified or other- 
wise restricted. As part of the report of 
its subcommittee on publications, the 
DOD Steering Committee on National 
Security and Technology Transfer deter- 
mined how publications in federal infor- 
mation centers were classified or dissem- 
inated in terms of their subject area or 
source (Tables 1 and 2). 

The data support the contention that 
universities are responsible for less sen- 
sitive research than is done in other 
settings, no matter what field of technol- 
ogy is involved. The study also found 
that all classified reports from universi- 
ties and approximately 50 percent of the 
limited reports from universities were 
generated in off-campus facilities affil- 
iated with the universities. Meanwhile, 
through Executive Order 12356, issued 
in April 1982, the Administration 
changed the thrust of its classification 
policy, stating that restrictions are to be 
imposed in all cases where reasonable 
doubt exists about the need for classifi- 
cation. It also expanded the number of 
categories of potentially classifiable in- 
formation and made it possible to re- 
classify information previously made 
public. 

Export controls. The Export Adminis- 
tration Act, and the attendant Export 
Administration Regulations (EAR), re- 
mains the principal regulatory instru- 
ment for controlling the flow of sensitive 
technical data, particularly that of a pro- 
prietary nature across our borders. The 
Export Administration Act came up for 
renewal during the first sessions of the 
98th Congress. Bills were passed in both 
Houses early in the second session, with 
the Senate version tending to be more 
restrictive than that of the House. A 
conference version of the Export Admin- 

istration Act of 1984 is expected before 
the end of the current session. 

While the language of the new export 
act has been debated, the Administration 
has proceeded with vigorous efforts to 
control unwanted technology transfer. It 
can be stated that, in general, the De- 
partment of Commerce presently consid- 
ers scientific communication to be a rela- 
tively small-albeit significant-aspect 
of the overall technology control prob- 
lem. Since 1982 the EAR have not been 
invoked to prevent the dissemination of 
the results of academic research. On the 
other hand, modifications to the techni- 
cal data regulations under consideration 
for incorporation into the EAR could 
significantly alter this situation. If imple- 
mented, they would eliminate the gener- 
al licensing exemption granted to some 
"scientific and education data." They 
would also require a validated license for 
the export of virtually all "critical tech- 
nical data," a new term identified in the 
draft wording, which is not publicly 
available. Since the definition of "ex- 
port" in this draft includes presentation 
of papers at symposia where foreigners 
were present, the hiring of a foreign 
researcher, and so on, the proposed 

Table 1. Distribution restrictions on DOD 

rules, if adopted, would have a signifi- 
cant impact on U.S. scientific inter- 
course. 

The Administration has also stepped 
up its export control enforcement effort, 
principally through two channels. The 
first, Operation Exodus, is an effort by 
the Customs Service since late 1981 to 
spot-check high-technology goods being 
readied for shipment. It has resulted in 
the detainment and seizure of some 2300 
foreign-bound shipments worth approxi- 
mately $149 million and eventual indict- 
ments in 221 cases, only 28 of which 
involved so-called dual-use technology 
(7). The second effort to enforce controls 
involved creation of a new post within 
the Department of Commerce, known as 
the Office of the Deputy Assistant Secre- 
tary for Export Enforcement, which re- 
ferred 37 dual-use technology export 
cases to the Justice Department for pros- 
ecution in fiscal 1983 (7). This two-track 
approach reflects uncertainty between 
the Customs Service of the Treasury 
Department and the Export Administra- 
tion of the Department of Commerce 
over which agency has lead responsibil- 
ity for export enforcement. 

The other principal export control 

reports by source, 1979 through 1983 (13). 

Source Total Classified Limited 
(%I (%I 

Public 
(%I 

DOD laboratories 61,694 12 44 44 
Universities 23,119 l* 4 95 
Industry 32,806 21 35 44 
Nonprofit 5,609 17 15 68 

Total 123,228 13 33 54 

*Generated at research institutes associated with universities. 

Table 2. DOD reports withheld from public release, by subject (13). 

Field Total Classified Limited Public 
(%I (%I (%I 

Missile technology 
Ordnance 
Military sciences 
Navigation, communication, detection 

and countermeasures 
Aeronautics 
Propulsion and fuels 
Space technology 
Nuclear science and technology 
Energy conversion (nonpropulsive) 
Electronics and electrical engineering 
Materials 
Methods and equipment 
Agriculture 
Mechanical, civil, industrial, and marine 

engineering 
Biological and medical sciences 
Physics 
Behavioral and social sciences 
Earth sciences and oceanography 
Atmospheric sciences 
Chemistry 
Astronomy and astrophysics 
Mathematics 



mechanism is the Arms Export Control 
Act and the attendant International Traf- 
fic in Arms Regulations (ITAR). Revi- 
sion of the ITAR, which has been pend- 
ing for more than 2 years, still has not 

Table 3. COMEX recommendations for visit- 
ing scientists' programs, 1981 to 1983 (14). 

Steering Committee has made a number 
of additional recommendations. First, it 
has clarified its policy on review of re- Programs 

recommended 1981 1982 1983 search papers produced by DOD con- 
tractors, distinguished by budget catego- 
ry and the nature of the research (Table 

For approval 92 56 33 
For approval with 225 57 133 

modification 
For denial 55 35 28 

Total 372 148 194 

been completed, although a draft of the 
revised regulations is now said to exist. 
A likely target period for release of a new 
ITAR is mid-to-late 1984. The ITAR is 
administered by the State Department on 
the basis of the Munitions Control List, 
which is maintained by the DOD. How- 

4). The point of these policies is to give 
the researcher written notice of review 
procedures before he or she signs a DOD 
contract. 

Two aspects of Table 4 merit special 
attention: (i) the 60-day prior review 
requirement for basic research is more 

al, and (iv) an increase in the percentage 
ever, there appear to be no instances in 
which the ITAR has been applied to  
written or oral scientific communication 

of cases recommended for program mod- 
ification. COMEX recommendations are 
not necessarily adhered to by the State 

restrictive than recommended by the 
Corson Panel, which called for simulta- 
neous review by the publishers and 
DOD, and (ii) the 90-day prior review 

since the release of the Corson report. 
Controls on foreign visitors. In May 

1983, after an interagency review, Under 
Secretary of State William Schneider an- 

Department, but they prevail in a major- 
ity of the cases. 

An interesting aspect of the visa and 
scientific exchange matter involves the 
People's Republic of China. The CO- 
MEX data reveal that between 11 and 25 
percent of the cases from 1981-1983 in 

and right to require changes for sensitive 
exploratory research or development are 
also far more restrictive than the Corson nounced a new visa policy for handling 

cases of individuals suspected of tech- 
nology acquisition. Schneider essentially 

Panel's recommendation of simulta- 
neous review for both basic and applied 
research. 

In addition, the DOD Steering Com- 
mittee has recommended the permanent 
implementation of a series of six dissem- 

reaffirmed that the existing visa law can 
and should be used to limit the loss of 
information obtained by foreign visitors. 

which significant concern about technol- 
ogy loss was expressed by the committee 
involved Chinese students or scientists. 

Moreover, he indicated that action may 
now be taken on a visa solely on the 
basis of a visitor's potential to be a 
source for technological loss. Therefore, 
depending on the nature of the risk iden- 
tified, an applicant may be (i) denied a 
visa, (ii) offered a conditional visa, o r  (iii) 

But, because visa and export control 
policies toward the People's Republic 
have been liberalized substantially, none 
of the COMEX recommendations for 

ination-control stamps, already ap- 
proved on an interim basis by Secretary 
of Defense Caspar Weinberger, that clar- 
ify the standards used in circulating un- program denials involved the Chinese. 

The programs of some visiting Chinese 
were, however, modified. 

Contract controls. The Corson Panel 
recommended that where controls on 
unclassified scientific information are 

classified documents produced through 
DOD contracts (or at government labo- 
ratories) and held by the Defense Tech- 
nical Information Center (DTIC) and 
other secondary distribution facilities 
(9) .  

Finally, COMEX is updating an exist- 
ing DTIC database in order to inform 
researchers of each other's work and to 

given an unconditional visa. In cases of 
conditional visas, the restrictions may be 
imposed either by the relevant depart- 
ment or by the Immigration Service of 
the Department of Justice-outside of 
the visa process-as a condition of en- 

warranted, they can best be accom- 
plished by means of a priori contract 
constraints. This mechanism was exam- 
ined by the DOD Steering Committee 
on National Security and Technology 
Transfer, and a new policy has emerged 
on "international transfers of technolo- 

try. 
The State Department's principal con- 

cern is commercial trade visits, with only 
determine quickly the number and type 
of DOD contracts in force on a given 
university campus plus their level of secondary attention paid to  those in- 

volved in academic research. Again, de- 
pending on the assessment of the risk 
involved, a sponsor may be asked to 
modify a visitor's program, or alterna- 
tively, the visitor's freedom to travel 
mav be restricted. Because the Visa Bu- 

gy, goods, services and munitions" 
(DOD directive 2040.2) (8). This direc- 
tive articulates a number of new mecha- 

classification or restriction. 
Voluntary prepublication review. An 

agreement for voluntary submittal of pa- 
pers for simultaneous review by the Na- 
tional Security Agency (NSA) and pro- 
fessional journals, developed by the Pub- 

nisms for establishing standard defini- 
tions of what is militarily sensitive and 
for resolving appeals of contractually 

reau does not track technology transfer 
cases per se, it is not possible to provide 
a quantitative assessment of scientific 

imposed restrictions. It also establishes 
the Panel on International Technology 
Transfer, as the highest level appeal 

lic Cryptography Study Group of the 
American Council on Education and the 
NSA, appears to be working in a manner 
that is reasonably satisfactory to all par- 
ties. The NSA reports that 200 papers 
have been submitted for review since 
completion of the agreement. Of this 

visits approved, denied, or made condi- 
tional. However, Table 3 provides an 
indication of the trend in advisory rec- 

mechanism for resolving differences 
within the DOD on technology transfer 
policy, and it creates two subpanels: (i) 
Export Control Policy-a first-level ap- 
peal structure for resolving differences 
on export control policy matters, and (ii) 

ommendations made between 1981 and 
1983 by COMEX, the interagency Com- 
mittee on Exchanges. This period may 

total, nine papers have been challenged, 
six have been modified, and three have 
been withdrawn. Pursuant to the agree- be somewhat anomalous, due to rising 

tensions with the Soviet Union and East 
Europe over Poland and other matters, 

Research and Development-a first-lev- 
el appeal structure for resolving differ- 
ences on technical standards, defini- 

ment, a six-member appeals committee 
has been established, consisting of four 
academic researchers and two former 
NSA officials. To  date, there have been 
no appeals of the NSA review decisions 
(10). 

but the data reveal (i) a decline in the 
total number of cases reviewed, (ii) a 

tions, and the dissemination and ex- 
change of technical information, includ- 
ing appeals of "technology transfer slight decline in the percentage of cases 

in which significant concern was ex- 
pressed, (iii) a decline in the percentage 
of cases recommended for program deni- 

research cases." 
With regard to  sensitive research un- 

dertaken in academic settings, the DOD 
Implementation of gray area criteria. 

Perhaps the most important recommen- 
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Table 4. Review policy for research papers produced by DOD contractors (15). 

Budget items Nonsensitive research Sensitive research 

Basic research* Simultaneous submittal to contract officer Manuscript must be submitted to contract officer 60 
and to publisher. DOD has no right to days prior to submittal to publisher. Researcher 
require changes or to restrict publication. retains option of whether or not to publish. 

Exploratory research Same rules as for basic research. Manuscripts must be submitted to contract officer 90 
and advanced tech- days prior to submittal to publisher. DOD retains 
nological development? the right either to require changes before allowing 

publication or to block publication outright. 
*DOD budget category 6.1, tDOD budget categories 6.2 and 6.3. 

dation of the Corson Panel concerned 
the need to build tall fences around nar- 
rowly circumscribed technologies that 
could be identified as  meeting the four 
principal criteria set forth in the report. 
Pending the public release of the inter- 
agency NSSD report, which was coordi- 
nated by the OSTP, it is impossible to 
determine with certainty the extent to 

go considerably beyond the panel's rec- 
ommendation. Moreover, if the draft 
wording for new technical data regula- 
tions were incorporated into the EAR, 
then export controls could come to sup- 
plant DOD-imposed contractual restric- 
tions as the principal mode of control 
contrary to recommendations of the Cor- 
son Panel. 

accessible. Even then, however, it may 
be difficult to determine precisely how 
the transferred data have contributed to 
the Soviet military posture. On the other 
hand, excessively tight controls may 
have effects that, while subtle and indi- 
rect, are also pervasive. Perhaps the 
largest risk in this regard is the long-term 
changes that controls are likely to cause 

which these recommendations have been 2) The continuing lack of effective in the demographic distribution of scien- 
adopted as official policy. government-wide coordination raises im- tists and engineers among the various 

There are indications, however, that portant risks, including (i) disparate disciplines and subfields. 
the government is moving toward the agency policies that do not adequately The threatened or  actual government 
adoption of a broader approach than was balance national goals, (ii) wasteful allo- intervention has already had an impact 
recommended by the Corson report. cation of national resources among pro- on the number of papers put forward for 
Consider the following factors: (i) there grams of varying effectiveness, and (iii) publication or  presentation at confer- 
has been little progress in streamlining confusion and skepticism in the research ences in certain fields (12). If the present 
the Militarily Critical Technologies List; community. Given the successive delays climate of uncertainty continues, we 
(ii) a new, unclassified Militarily Signifi- in the National Security Council review, may witness an increasing migration of 
cant Emerging Technologies Awareness policy initiative has reverted back to the the best minds away from those areas of 
List (METAL) is being created that will individual agencies (most notably DOD), science and engineering where controls 
identify for purposes of monitoring cer- whose missions typically reflect only one are (or may be) imposed-the very fields 
tain frontier technologies just appearing among the many relevant national objec- where new talent is most critical to U.S. 
on the horizon but not yet embodied tives. Once put into place, these uncoor- technological lead time. Furthermore, if 
(11); (iii) the definition of "threat assess- dinated initiatives will be difficult to  ad- the United States acts to  restrict further 
ment factors" proposed to the DOD just. The government's lack of central the flow of people and ideas in frontier 
Steering Committee on National Securi- coordination also represents a missed areas of science and technology, other 
ty and Technology Transfer for identify- opportunity to set reasonable priorities advanced industrialized countries may 
ing militarily significant emerging tech- among the many offices (OSTP counted find it necessary to do the same. In this 
nologies are substantially more compre- 44 of them) responsible for addressing respect, to the extent that U.S. national 
hensive than the Corson Panel criteria; the many parts of the technology transfer security continues to  rely on technologi- 
and (iv) continuing efforts are under way problem. There is a danger that the lack cal superiority, by disrupting the invisi- 
within the Coordinating Committee for of effective government-wide coordina- ble colleges, the channels of informal 
multinational export controls to identify tion will undermine the perceived legiti- communication that speed the pace of 
additional technologies that are to be macy of government programs among innovation and scientific discovery, the 
proscribed or restricted for export to  the research community. nation may risk sacrificing its best hope 
Warsaw Pact countries. 3) There is little progress toward an for continued long-term security in the 

objective understanding of the technolo- belief that controls are necessary to 

Conclusions 

This review of the current status of 
scientific communication and national 
security suggests three major conclu- 
sions. 

1) The government has not found it 
possible to act in a manner compatible 
with the major principles set forth in the 
Corson report. Although the DOD ap- 
pears to be implementing the panel's 
recommendation that the best form of 
control is the research-funding contract, 
both the stringency and the reach of 
restrictions either proposed or in force 

gy leakage problem and the effects of maintain short-term strategic advantage. 
control measures. This research failed to  
demonstrate any improvement in knowl- References and Notes 
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AAAS-Newcomb Cleveland Prize 
To Be Awarded for an Article or a Report Published in Science 

The AAAS-Newcomb Cleveland Prize is awarded annually 
to the author of an outstanding paper published in Science. 
The 1984 competition starts with the 6 January 1984 issue of 
Science and ends with the issue of 21 December 1984. The 
value of the prize is $5000; the winner also receives a bronze 
medal. 

Reports and Articles that include original research data, 
theories, or syntheses and are fundamental contributions to 
basic knowledge or technical achievements of far-reaching 
consequence are eligible for consideration for the prize. The 
paper must be a first-time publication of the author's own 
work. Reference to  pertinent earlier work by the author may 
be included to give perspective. 

Throughout the year, readers are invited to nominate papers 
appearing in the Reports or Articles sections. Nominations 
must be typed, and the following information provided: the 
title of the paper, issue in which it was published, author's 
name, and a brief statement of justification for nomination. 
Nominations should be submitted to the AAAS-Newcomb 
Cleveland Prize, AAAS, 1515 Massachusetts Avenue, NW, 
Washington, D.C. 20005. Final selection will rest with a panel 
of distinguished scientists appointed by the Board of Direc- 
tors. 

The award will be presented at  a session of the AAAS 
annual meeting. In cases of multiple authorship, the prize will 
be divided equally between or among the authors. 




