
News and Comment- 

NIH Seeks Reduction in "Indirect Costs" 
Dispute about reimbursement for overhead is creating tension 
between university administrators and academic researchers 

A long-simmering dispute between ac- 
ademic scientists and university adminis- 
trators over funds for the "indirect 
costs" of research moved a bit off dead 
center last month when administrators 
conceded that a steep rise in the cost of 
overhead, including energy, libraries, 
and "departmental administration" is 
something of a problem. 

When the National Institutes of Health 
(NIH) awards a grant, both researchers 
and institutions stand to benefit. The 
principal investigator receives funds for 
the "direct costs" of the research; the 
institution is reimbursed in full for the 
indirect costs of carrying it out. It is a 
payment system designed to please ev- 
eryone that has, instead, become the 
focus of an acrimonious debate about 
whether ever-increasing indirect costs 
are claiming an unfair proportion of the 
NIH research dollar. NIH director 
James B. Wyngaarden, who has con- 
fronted the issue head-on, would like to  
see some restraints put on indirect cost 
reimbursement which has achieved 
something of the status of an uncontrol- 
lable entitlement program in recent 
years. 

According to a policy statement by 
Wyngaarden, "Since 1966, when [the 
government] made full reimbursement of 
indirect costs a central element of its 
grants policy, indirect costs have been 
consuming an ever-greater fraction of 
the funds available for grants, account- 
ing for 30% of the total in FY 1982." 
Wyngaarden notes that in terms of con- 
stant dollars for F Y  1970, the amounts 
awarded for investigator-initiated basic 
research grants has remained "essential- 
ly level from FY 1970 through F Y  1982, 
in spite of the increased complexity of 
research. Indirect costs during that same 
13 year period rose more than 50%." 

Grant proposals, which are submitted 
to peer review for scientific merit, are 
also scrutinized on a fiscal basis. It is not 
uncommon for a peer review committee 
to recommend approval at a funding lev- 
el 10 percent or more below what an 
investigator asks for. By contrast, indi- 
rect costs are reimbursed according to 
strict accounting procedures that auto- 
matically accept claims for "allowable" 
items under provisions of Circular-A21 
of the Office of Management and Budget 

(OMB). There is no peer review, al- 
though claims must be approved by fed- 
eral auditors. Furthermore, it frequently 
happens that indirect costs are adjusted 
upwards during the life of a grant, where- 
as  direct costs are clearly fixed. "Indi- 
rect costs," says Wyngaarden, "have 
had preferrect access to  grant support 
dollars." H e  thinks that indirect costs 
should be  subject to  "new restraints." 

A first step, he suggests, would be to 
rescind the current policy that allows 
upward adjustments of the indirect cost 
rate to accommodate cost increases dur- 
ing the life of a grant. 

In general, university administrators, 
who argue that indirect costs are every 
bit as "real" as direct costs, disagree 
with Wyngaarden's position. Last Feb- 
ruary, Wyngaarden convened a meeting 
of persons representing both sides of the 
issue to help prepare a report on indirect 
costs for the House Committee on Ap- 
propriations. A draft report containing 
several approaches to  cost-containment 
was submitted as a working paper. But 
the essence of the dispute became clear 
even before the meeting was held. The 
day before the conference, officials from 
the Association of American Universi- 
ties, the National Association of State 
Universities & Land-Grant Colleges, 
and the American Council on Education, 
jointly representing university adminis- 
trators, wrote Wyngaarden to say the 
draft was not an "acceptable" basis for 
discussion. Citing its "inference" that 
indirect costs are not true parts of grants 
and that such costs have risen "dispro- 
portionately," the university representa- 
tives said, "It is precisely the truth of 
those two propositions that is a t  issue." 

By most accounts, the February meet- 
ing resolved little if anything at  all. In a 
summary of the discussion, the universi- 
ty representatives turned the question 
around from one of rising indirect costs 
to one of N I H  research support in gener- 
al. "We d o  not believe that indirect costs 
are rising disproportionately ," they said. 
"On the contrary, we believe that mon- 
ies for direct costs are not rising fast 
enough to meet the needs of inflation." 
(Were general research revenues to rise 
as much as  N I H  officials might wish, 
they likely would not argue with this 
proposition .) 

Subsequent meetings have been some- 
what more conciliatory although the is- 
sue remains contentious. In late June, 
NIH officials met with representatives of 
various groups, including the Associa- 
tion of American Medical Colleges and 
the American Federation for Clinical Re- 
search, which tend to see the issue more 
from the researchers' point of view. 
Then, the idea of temporarily passing the 
whole matter off for further study gained 
support when it was tentatively agreed 
that Presidential science adviser George 
A .  Keyworth, Jr . ,  be  asked to approach 
the National Academy of Sciences 
(NAS) about doing a study of indirect 
costs, including the reasons for their 
substantial increase during the past dec- 
ade. 

In July, both sides of academe met in 
Washington again-this time without 
NIH officials-to find mutual ground. A 
summary statement of that meeting, 
written by Stanford University president 
Donald Kennedy and Lattie Coor, presi- 
dent of the University of Vermont, en- 
dorsed the NAS study idea but also 
called on NIH to suspend its indirect 
cost containment efforts until such a 
study is complete. One effect of such a 
study would be to review the question of 
indirect costs government-wide, rather 
than just as it pertains to  NIH. 

The Kennedy-Coor letter attacked 
NIH's  various cost-containment ap- 
proaches, saying "The NIH proposals to  
reduce reimbursement of those costs se- 
lectively, by whatever mechanism, will 
directly damage the research effort as a 
whole." But they went on to say, "We 
recognize, however, that the proportion- 
al rise in indirect costs poses long range 
problems for that effort." The latter sen- 
tence has been interpreted as a major 
concession by university administrators, 
particularly because they also said, 
". . . we agreed that indirect costs as a 
category are particularly important tar- 
gets for economy in our institutions." 

The July meeting also focused atten- 
tion on the strain these arguments over 
indirect costs have created within uni- 
versities. "Naturally, faculty members 
complain that their administrations are 
often confusing or opaque in their expla- 
nations [of what legitimate indirect costs 
are]; and conversely, administrators 
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sometimes feel that their faculty constit- log" is, in itself, considered a mark of  bursement. The issue is likely to come 
uents are refactory to explanation," progress in an argument that must ulti- up again when the next NIH budget is 
Kennedy and Coor said. The fact that mately be settled by Congress, which prepared. It is also the subject o f  a report 
both sides acknowledged the problem has not gone along with recent attempts soon to be released by the General Ac- 
and agreed to try to have a useful "dia- to reduce funds for indirect cost reim- counting O f f i c e . - B ~ F i s n ~ ~  J. CULLITON 

Computer Break-Ins Fan Security Fears 
But experts say computers containing classified material are 

invulnerable and that others can be made more secure 

In early August, it was reported that a 
group o f  young people in Milwaukee 
broke into a computer at Los Alamos 
National Laboratory. 'The break-in at- 
tracted an extraordinary amount o f  pub- 
licity, in part stimulated by the popular 
movie Wnr Gurnes, in which a teenager 
is depicted breaking into a Defense De- 
partment computer and almost precipi- 
tating World War 111. 

Shortly after the I,os Alamos break-in 
was reported, an alarming entry into a 
computer at Memorial Sloan-Kettering 
Cancer Center in New York hit the head- 
lines. In this incident, a computer hack, 
who apparently is a member o f  the Mil- 
waukee group, used a $1200 Apple com- 
puter to gain access to patient records. 

These incidents have raised concerns 
that classified data and other sensitive 
information stored in computers might 
be readily available to anyone with a 
terminal, including foreign agents or peo- 
ple engaged in industrial espionage. 
Computer security experts maintain, 
however, that computers containing 
highly classified information are virtually 
invulnerable because they are not linked 
to any outside system. It is therefore 
impossible for anyone to dial into them. 
Moreover, experts say that even com- 
puters that are linked to outside net- 
works can be made more secure so that 
break-ins can be quickly detected. 

The Los Alamos computer was being 
used to develop an electronic mail sys- 
tem and it contained no sensitive infor- 
mation. Therefore it was not heavily 
protected against break-ins. Such a pro- 
cedure makes excellent sense, says Rob- 
ert Courtney, a computer crime consul- 
tant living in New York. "It would be 
dead wrong to secure that which is not 
worth securing. The idea is to try and 
make systems as usable as you can," 
Courtney explains. The key point about 
the Los Alamos and Sloan-Kettering 
break-ins are that the security controls 
on the computers there were not at all 
like those on computers containing clas- 

sified information. Ye t  even with those 
relatively lax controls, the Milwaukee 
youths were traced and identified. 

The controls on computers that con- 
tain classified information cannot be bro- 
ken at all, experts say. " I  do not know 
any way even remotely possible o f  get- 
ting into those computers without a 
breach o f  trust," says Kobert Morris, a 
computer security expert at Bell Labora- 
tories in Whippany, New Jersey, who is 
often asked to try to break into comput- 
ers to test their vulnerability. 

Computers containing classified data 
are isolated from the outside world, so 
that no one-not even people with clear- 
ances to work on the computers-can 
dial a phone number from their home or 
other insecure area and log into them. 
The Milwaukee group dialed into net- 
works that connect insecure computers 
and then logged into computers in the 
network. The Los Alamos and Sloan- 
Kettering computers are connected to 
Telenet, a commercial network. 

The Cray computer at Sandia National 
1,aboratury is typ~cal o f  those that con- 
tain classified information. No unautho- 
sited persons are allowed into the heavi- 
ly guarded facility where scientists pri- 
marily work on the engineering o f  nucle- 
ar weapons. The Cray is "Tempest- 
certified" by the National Security 
Agency (NSA) ,  meaning that no electro- 
magnetic radiation can be detected out- 
side the computer room. The N S A  wor- 
ries that i f  radiation escapes, it could be 
"read" by special equipment to reveal 
what information the computer is pro- 
cessing. Every terminal for the Cray is 
also Tempest-certified. 

The Cray computer is linked to a com- 
puter at Los Alamos that also contains 
classified information. But the data that 
flow between the two computers cannot 
be read by tapping the link between 
thern. Those data are encrypted with 
codes supplied by the NSA.  The keys for 
decrypting at either end are delivered by 
courier. " I  don't expect to see one o f  

those [codes] broken during my career," 
says Gus Simmons, the manager o f  San- 
dia's mathematics department. 

Many computers containing classified 
information are not linked to other com- 
puters at all. But the Department o f  
Defense and the intelligence agencies do 
have their own private networks to con- 
nect secure computers. The DOD net- 
work is called World Wide Military 
Command and Control System, or 
WWMCCS, and the network used by the 
NSA and the Central Intelligence Agen- 
cy i s  called Community On-Line Intelli- 
gence Network System, or COINS. Like 
those at Sandia and Los Alamos, comput- 
ers in these networks cannot be reached 
by dialing outside telephones. They can 
only be used in "secure areas" that are 
Tempest-certified and the data flowing 
between the computers are encrypted. 
"I 'm a skeptic, not a believer, but e v i l ,  
thing I've seen o f  those systems makes 
me feel secure," Morris says. 

But security comes at a price: the 
computers are fairly cumbersome to use. 
Mostly because of the inconvenience of  
working in the special rooms at Sandia 
containing the Cray terminals, members 
o f  Simmons' group tend not to use the 
Cray unless it is absolutely necessary. 
Currently, only 3 o f  the 24 group mem- 
bers are using the Cray, Simmons says. 

Another difficulty with these comput- 
ers is that only people with the highest 
security clearances can use them. For 
example, i f  a computer contains both top 
secret, secret, and confidential informa- 
tion, only people with top secret clear- 
ances would be allowed to use it because 
it is impossible, in most cases, to prevent 
people from getting at any files they want 
once they have access to a computer. 

This stratification o f  computers is ex- 
pensive and awkward and the DOD 
would very much like to see computers 
designed so that they can effectively 
separate different classes o f  users. One 
computer, the Multex, built by Hon- 
eywell, can apparently keep one group o f  
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