
Cryptography: On the Brink of a Revolution? 

Computers are increasingly a central 
part of cheap and efficient communica- 
tion systems, but a number of experts 
warn that computer-controlled commu- 
nications networks are coming into use 
before problems of ensuring privacy and 
security have been solved. This issue is 
coming to the fore as these communica- 
tions networks play an ever larger role in 
technological societies. 

One way to provide security is to en- 
code computer messages. New devel- 
opments in cryptography promise to 
change the age-old methodology of se- 
cret coding by the seemingly con- 
tradictory proposal to keep codes secret 
by making them public. This proposal 
may be arriving just in time to overcome 
the massive logistical problems that ex- 
changing codes will pose if comput- 
erization of communications continues 
as expected. 

Many technological systems already 
involve computers that "talk" to each 
other. For example, electric power com- 
panies often use computer messages to 
control their systems. Floodgates at ma- 
jor dams are controlled by computer 
messages. Airlines use computer net- 
works to make passenger reservations. 
Many long-distance telephone calls are 
transmitted in digital form-for example, 
strings of 0's and l's. Electronic fund- 
transfer systems are becoming common- 
place in the banking industry, and elec- 
tronic mail systems are now being tested 
by some businesses and corporations. 
Electronic mail is also being tested in a 
town outside Tokyo, where 3000 house- 
holds are sending and receiving mes- 
sages by means of a closed-circuit televi- 
sion system. 

This growing use of computers in com- 
munication networks gives rise to a num- 
ber of questions. How can a bank be as- 
sured that a computerized request to 
transfer funds to a particular account is 
legitimate? How can terrorists be pre- 
vented from tapping into computer lines 
used by a power system and inserting 
messages that cause blackouts? How can 
two people at different branches of a cor- 
poration who communicate by means of 
electronic mail be sure that a competitor 
does not tap their lines and intercept 
their messages? 

Some of these problems can be solved 
if sensitive or private computer data is 
cast in secret codes to be deciphered on- 
ly by authorized persons. But current 
cryptographic systems do not allow for 
authentication of computer messages 
(so-called digital signatures) and are not 
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easily used in large communications net- 
works of the kind now under devel- 
opment. 

Current cryptographic devices make 
use of special-purpose computers to en- 
code and decode messages. A message, 
which may consist of an English sen- 
tence, a chart, a phone conversation, or 
even a picture, is represented in a com- 
puter as a set of numbers. The special- 
purpose computer encodes a message by 
transforming it into a different set of 
numbers. The rules that determine how 
the numbers are to be transformed con- 
stitute the coding scheme. These rules 
are generally members of a collection of 
nonlinear mathematical functions. The 
computer decrypts a message by revers- 
ing the encryption procedure-that is, by 
acting on the coded message with the 
mathematical inverses of the encryption 
functions. 

Each group of users of a particular en- 
cryption procedure has its own coding 
function. With the encryption schemes 
currently available, knowledge of the 
coding function allows a person to en- 
code computer messages and to decode 
them as well, but even a person who de- 
signed the scheme cannot decipher a 
group of users' messages without know- 
ing their coding function. 

A Problem with Current Systems 

One problem with these cryptographic 
systems is that a key, or information 
specifying the coding function, must be 
sent out to all users before messages can 
be exchanged. The military often uses 
private couriers for this purpose. But 
sending a key involves a time delay that 
may not always be practical and raises 
the possibility that the key may fall into 
unauthorized hands. Sending keys may 
be completely infeasible in large commu- 
nications networks, such as those being 
envisioned for electronic mail. 

Recently, Whitfield Diffie and Martin 
Hellman of Stanford University devised 
an ingenious way to send and receive 
messages without the need for secret 
coding functions. Their solution also 
leads to a way to generate digital signa- 
tures. Already, patent applications have 
been filed for cryptographic devices 
based on these new ideas and a number 
of large corporations are interested. 

The Stanford investigators' solution is 
to make use of enciphering functions 
whose inverses, which are used for deci- 
phering, are impossible to deduce, but 
which are known to the users of a partic- 
ular system. (In current schemes, deci- 

phering functions are easily determined 
from knowledge of enciphering func- 
tions.) Each user places its enciphering 
key in a public file and keeps its deci- 
phering key secret. It is then easy to 
send a coded message to a particular re- 
cipient by using the recipient's public en- 
ciphering key, but only the intended re- 
cipient can decode the message. Hell- 
man and Diffie call their new schemes 
public key cryptosystems. 

In the future, they believe, business- 
men may make use of public key crypto- 
systems to exchange messages by elec- 
tronic mail. A businessman in Atlanta, 
say, would sit at his computer terminal 
and call an information number to obtain 
the public encryption key of another busi- 
nessman in New York. Then he would 
type a letter on his computer terminal. 
As he typed it, the computer would auto- 
matically encode it with the New York 
businessman's coding function. The en- 
coded message would be transmitted to 
the man in New York, whose computer 
would automatically decode it. Only the 
New Yorker could decipher the message 
since only his computer would contain 
his secret decoding key. 

The man in Atlanta could also use his 
computer to "sign" an order for goods 
that he wishes to buy from the man in 
New York. He first types the order for 
the goods into his computer and instructs 
the computer to encode the message 
with his secret deciphering key. This is 
his "signature." (A deciphering key, like 
an enciphering key, is a rule for trans- 
forming computer messages. Thus it may 
be used to encode as well as decode.) He 
then has the computer act on the mes- 
sage a second time, encoding it with the 
New York man's public enciphering key. 
This double-coded message is sent to 
New York. 

The New York businessman uses his 
secret deciphering key to reverse the 
second coding of the message. He then 
uses the Atlanta man's public encipher- 
ing key to reverse the first coding and ex- 
tract the original message. This proce- 
dure works because encoding and decod- 
ing rules can be applied in either forward 
or reverse order. The message must have 
been "signed" by the Atlanta business- 
man since only he knows his secret deci- 
phering key. Only the New York man 
could understand the message since the 
New York man's deciphering key is 
known only to him. 

Development of public key cryptosys- 
tems was previously impeded because 
investigators found it impossible to de- 
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rive suitable coding functions that could 
not be inverted. The success of the new- 
ly proposed system depends on specially 
developed mathematical functions 
known as "trapdoor one-way func- 
tions." These are functions that are easy 
to compute but whose inverses are im- 
possible to derive from descriptions of 
the functions unless some special infor- 
mation is known about how the functions 
were constructed. (The special informa- 
tion is the "trapdoor.") The idea is for a 
user to construct such a one-way func- 
tion and, in so doing, also construct the 
function's inverse. Although the func- 
tion would be made public, no one who 
sees only the function would be able to 
construct its inverse. 

Ronald Rivest, Adi Shamir, and Len 
Adleman of the Massachusetts Institute 
of Technology and, independently, Mi- 
chael Rabin, of the Hebrew University in 
Jerusalem, recently developed a class of 
one-way functions that could serve as 
the basis of a public key cryptosystem. 
According to Rivest, the MIT group is 
now planning to implement their scheme 
on special-purpose integrated-circuit 
chips and to make it commercially avail- 
able. 

The researchers made use of well- 
known results in number theory to de- 
sign their one-way functions. A person, 
A, employing this system would publish 
two numbers, r and s, as his key. Any- 
one wishing to send A an encoded mes- 
sage would raise the numbers that con- 
stitute the message to the sth power, di- 
vide that number by r, and determine the 
remainder. The remainder is the coded 
message. To decode the message, A 
would make use of a number t, whose 
identity would be kept secret. Recipient 
A would raise the encoded message to 
the tth power, divide it by r, and deter- 
mine the remainder, which would be the 
decoded message. 

This encoding and decoding scheme 
hinges on the relations between r, s, and 
t. The number r is the product of two 
very large prime numbers, and r is con- 
structed by finding two large primes and 
multiplying them together. The numbers 
s and t are also constructed from these 
two large primes, and t can be determined 
only if the identities of the large primes 
are known. 

To break this code, it is necessary to 
find t. But no way is known to find t with- 
out first factoring r into its constituent 
primes. This task is not easily accom- 
plished. For example, the MIT investiga- 
tors estimate that it is technically impos- 
sible to factor a 125-digit number into 
primes, even if the fastest computers and 
the most efficient factoring algorithms 

748 

are used. They quote other experts on 
the subject who say, "In general, noth- 
ing but frustration can be expected to 
come from an attack on a number of 50 
or more digits, even with the speeds 
available with modern computers." 

Although it is computationally infea- 
sible to factor a very large number into 
primes, it is entirely feasible to find very 
large primes with a computer. A number 
of efficient algorithms to do so have re- 
cently been developed, including a prob- 
abilistic one devised by Rabin, which is 
based on the same number theory results 
as the encryption scheme of Rabin and 
the MIT investigators (Science, 4 June 
1976, p. 989). Because of this, Rivest 
says it should be possible to use a com- 
puter chip incorporating the encryption 
and decryption algorithms to find large 
primes. This may make the system easier 
to implement since only one chip may be 
necessary to encode, decode, find an en- 
coding key (r and s) and its correspond- 
ing decoding key (t). Security should al- 
so be tighter since the code would be 
generated in the same computer that 
uses it. Thus the secret deciphering func- 
tion need never be taken out of the com- 
puter. 

An Alternative Solution 

An alternative group of one-way func- 
tions is proposed by Ralph Merkle of 
Stanford University and Hellman. Their 
cryptographic scheme is based on the 
fact that it is easy to select arbitrarily and 
to add up a subset of numbers from a 
large collection of numbers. But it is 
very difficult to reverse this procedure- 
that is, to decide which subset of the col- 
lection adds up to a particular sum. 

In Merkle and Hellman's scheme, a 
user's public encryption key is a large 
collection of numbers, chosen in a spe- 
cific way, which is being kept secret as 
part of their patent application. (The par- 
ticular way in which it is chosen provides 
a "trapdoor.") A person sends a mes- 
sage by adding up a particular subset of 
those numbers and transmitting the sum. 
Because the recipient has knowledge of 
the trapdoor, he can easily decide which 
subset of numbers was added up and can 
extract the original message from the en- 
ciphered one. According to Merkle and 
Hellman, an eavesdropper would essen- 
tially have to try out all possible ways to 
add up subsets of the large collection of 
numbers to find a subset that adds up to a 
particular sum. This task is computation- 
ally infeasible for large collections of 
numbers. For example, Ronald Graham 
of Bell Laboratories in Murray Hill, New 
Jersey, says that all the computing pow- 
er in the world would not suffice to find 

which subset of 200 randomly chosen 20 
digit numbers adds up to a particular 22 
digit number. 

Merkle and Hellman's encryption 
scheme is based on a problem, known as 
the knapsack problem, whose solution 
becomes computationally infeasible as 
the problem grows in size. The knapsack 
problem is one of a class of problems 
known as NP-complete (Science, 8 No- 
vember 1974, p. 520). These problems 
are equivalent in that, if an efficient 
way to solve one were found, all could 
be solved efficiently. But computer scien- 
tists strongly suspect that there is no 
easy way to solve any of these problems. 
General solutions to NP-complete prob- 
lems involve trying out all possible solu- 
tions until the correct one is hit upon. 

Although computer scientists have 
been continually frustrated in their 
search for efficient solutions to NP-com- 
plete problems, this failure may be an as- 
set to cryptographers. Hellman, for one, 
believes that the NP-complete problems 
may provide a rich lode of one-way func- 
tions. The functions would be designed 
in such a way that it would be necessary 
to solve an NP-complete problem to dis- 
cover the inverse of an encryption al- 
gorithm. In addition, NP-complete prob- 
lems could serve as the basis of provably 
"unbreakable" public key cryptosys- 
tems. 

The development of provably un- 
breakable systems would represent a 
new milestone in cryptography. Before 
this century, cryptographers "proved" 
their systems were unbreakable by 
enumerating all the steps necessary to 
break them. But clever spies would con- 
tinually find ways to circumvent most of 
those steps. During this century, sys- 
tems have been tested by assigning 
cryptanalysts the task of breaking them. 
If the cryptanalysts failed, the systems 
were said to be secure. The use of NP- 
complete problems or other provably 
hard mathematical problems to design 
cryptographic systems, however, will re- 
sult in systems whose security does not 
depend on this sort of experimental certi- 
fication. 

Although public key cryptosystems 
and digital signatures are not yet in use, a 
need for them has arisen, and, many be- 
lieve, current designs for them are fea- 
sible. As societies begin to rely on com- 
puter-controlled communication net- 
works, cryptography becomes essential 
to ensure privacy. Cryptography has left 
the exclusive domain of the military and 
the National Security Agency and, in 
the eyes of Hellman and Diffie, now 
stands "on the brink of a revolution." 
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