
LETTERS 

Computer Security and the 

Bell System 

Gina Bari Kolata, in her article on 
computer encryption (News and Com- 
ment, 29 July, p. 438), incorrectly attrib- 
utes to me a statement "that officials of 
the Bell Telephone Company have de- 
cided that the DES [Data Encryption 
Standard] is too insecure to be used 
in the Bell System." To the best of my 
knowledge, the Bell System has taken no 
official position concerning the security 
of the DES. I also would like to clarify 
my personal views about the DES. 

I was certainly a critic of the DES dur- 
ing the discussions which preceded its 
adoption, and I recommended that it not 
be adopted. I was bothered by the secre- 
cy surrounding the design of the crucial 
"S-boxes," because this secrecy makes 
it all but impossible for an outsider to 
evaluate the overall security of the sys- 
tem. I was also disappointed that a key 
size was chosen so small that it was left 
open to the sort of attack suggested by 
Hellman and Diffie. Their approach 
would have been rendered utterly use- 
less by a modest increase in key size. 
Each increase of 1 bit of key size dou- 
bles the expense of exhaustive search 
while adding only a small cost to encryp- 
tion. During those early discussions, I 
urged that the key size be increased and 
that the design principles of the S-boxes 
be revealed. 

Now the standard has been adopted 
and I welcome it. It is plainly superior to 
any commercially available encryption 
device I have seen. I believe it will serve 
any ordinary commercial purpose for a 
good many years to come. I know of no 
way to read messages encrypted by the 
DES that does not involve knowledge of 
the key, and I know of no one who 
claims to be able to do so. Double en- 
cryption, with two different keys, rules 
out any possibility of exhaustive key 
search in the foreseeable future. 

Despite the controversy surrounding 
its adoption, the DES is a substantial 
contribution to the security of data. 

ROBERT MORRIS 
Bell Laboratories, 
Murray Hill, New Jersey 07974 
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example of sensational writing. The sub- 
stance of the report has already been 
published in many newspapers. It con- 
tains little information of scientific value 
that is new and calls attention to an 
environmental danger without backing it 
with relevant facts. 

It has been known since the 1940's 
that at least some fibrous silicate miner- 
als might be associated in some way with 
lung diseases. The metamorphic terrains 
of the eastern United States, of course, 
contain an abundance of such minerals. 
One might say that they are a part of the 
ambience. A large amount of mineralogic 
and geologic data exists about their oc- 
currence, both in the region as a whole 
and at the quarry site near Rockville, 
Maryland. It appears, however, that little 
information is available about any actual 
danger that results from exposure to air- 
borne dust containing such minerals in 
the kind of environment described. Even 
the authors of the report say only that 
there is a possibility of danger. 

The medical aspect of the problem is 
more to the point than the mineralogy of 
the quarry. If some medical research 
group would come up with some hard 
data that relate illnesses or mortalities 
to degree of exposure to the mineral dust 
then it might be possible to judge the 
hazard. The mineralogy of the quarry is 
irrelevant without relating it to medical 
data and calling it a hazard is irrespon- 
sible. 

I do not know the reasons for the re- 
cent Environmental Protection Agency 
decision relating to this matter, but if 
that agency has forbidden the use of 
quarried material on the basis of the 
evidence described in the Science re- 
port, it is a disgrace. 

JOHN T. HACK 
4722 Rodman Street, NW, 
Washington, D.C. 20016 

Hack tilts at the wrong windmills. The 
Rockville, Maryland, problem is not that 
the mineralogic and geologic status of 
the area is newly being described. That 
there are serpentinite ore bodies has 
been known for decades. What is new is 
the fact that these ores were being quar- 
ried, finely crushed, and then spread 
over roads, paths, playgrounds, drive- 
ways, and parking areas. In the process, 
the contained asbestos (chrysotile) was 
released and entered the air of the com- 
munities in which it was used. In Mont- 
gomery County, Maryland, it was found 
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danger that results from exposure to air- 
borne dust containing such minerals in 
the kind of environment described." Un- 
happily, there is much information avail- 
able about asbestos-related deaths- 
from mesothelioma, lung cancer, cancer 
of the esophagus, stomach, colon, rec- 
tum, and other cancers. But most of 
these have been elsewhere, in other en- 
vironments-mines and mills, factories, 
construction sites, shipyards, house- 
holds of asbestos workers (contaminated 
by dust brought home on clothes and 
shoes), and neighborhoods around as- 
bestos mines and factories. Do chryso- 
tile ores have deadly potential when ex- 
cavated and crushed in Quebec and not 
in Rockville? Should the state of Mary- 
land, Montgomery County, and the En- 
vironmental Protection Agency (EPA) 
allow children in schoolyards to play on 
surfaces spread with gravel containing 
asbestos? Should "hard data"-sought 
after a 20- to 30-year latency period- 
from Bethesda, Silver Spring, Chevy 
Chase, Baltimore, Alexandria, College 
Park, and Washington be added to the 
experiences of Long Beach, Paterson, 
London, Dresden, Newark, Rochdale, 
Johannesburg, Thetford Mines, Barking, 
and Sverdlovsk before environmental as- 
bestos air pollution is controlled? 

Hack writes "It has been known since 
the 1940's that at least some fibrous sili- 
cate minerals might be associated in 
some way with lung diseases." This 
statement inadequately describes the di- 
mensions and importance of the problem. 

Asbestosis, the progressive and often 
fatal lung scarring caused by the in- 
halation of asbestos fiber, was first de- 
scribed 70 years ago in the United King- 
dom and some 60 years ago in the United 
States (1). In 1935, suspicion that malig- 
nant lung disease was also associated 
with asbestos exposure was reported in 
both the United Kingdom and the United 
States (2). An epidemiological. study in 
1955 of asbestos workers in Great Britain 
demonstrated a tenfold excess risk of 
lung cancer in asbestos workers (3). Sim- 
ilar findings were soon reported in the 
United States (4, 5). In the mid-1950's, 
pleural and peritoneal mesothelioma 
were found associated with asbestos ex- 
posure (6). Since the mid-1960's, a num- 
ber of other epidemiological studies in 
the United States, the United Kingdom, 
the Federal Republic of Germany, Italy, 
the Netherlands, and elsewhere have 
clearly established an irrefutable statisti- 
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cal basis for the association of asbestos 
fiber exposure in the workplace and ex- 
cess risk of various kinds of cancer. In 
some studies, it was found that 40 per- 
cent of those exposed to asbestos fibers 

SCIENCE, VOL. 197 

cal basis for the association of asbestos 
fiber exposure in the workplace and ex- 
cess risk of various kinds of cancer. In 
some studies, it was found that 40 per- 
cent of those exposed to asbestos fibers 

SCIENCE, VOL. 197 


