Secrecy and Dissemination in
Science and Technology

A report of the Committee on Science in the
Promotion of Human Welfare

Previous discussions of the conditions
essential to the very existence of sci-
ence have stressed the negative effects
of secrecy and security regulations. The
position that secrecy is always detri-
mental derives from the definition of
science as a unique social process which
has a built-in mechanism of self-correc-
tion operating by means of the criticism
of scientists’ work by knowledgeable
peers. The process of discovery is not
complete until the knowledge of all
peers has been brought to bear on the
new assertions and no flaws have been
found in the light of present knowl-
edge (1).

We agree with this definition of sci-
ence. But we take the position that sci-
ence and technology should not be
viewed in isolation, without regard for
the claims of other parts of the social
system, as do those members of the sci-
entific community who believe that
there are no circumstances in which
restriction is legitimate (2).

It seems preferable to consider a
range from full secrecy, when an item
is known only to one person (a circum-
stance with which discussions of secrecy
generally are not concerned, but which
overlaps with privacy), to the full dis-
semination of scientific information to
the widest possible audience, for ex-
ample, through the mass media. In any
specific case, the degree of secrecy can
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then be measured by the limitation on
access to particular information. In
moving along the scale from complete
secrecy to the widest possible dissemi-
nation, it is necessary to consider the
different mechanisms of communication
and regulation.

Effect of Secrecy on Research

We have had to recognize that there
is very little available evidence for the
assertion that scientific research cannot
flourish under conditions of censorship
and secrecy. The case most frequently
cited is that of Nazi Germany where,
however, it was not secrecy so much as
the ill-conceived and inhumane nature
of the experiments which made German
science self-defeating (3). And although
Soviet scientific progress has been un-
even, achievements since World War II
leave no doubt that a high level of sci-
entific work can be attained in spite of
restrictions on communication which
Americans would consider intolerable,

A search of the literature and inter-
views with individuals who have been
concerned with the problem have turned
up very little evidence indicating dele-
terious effects of secrecy on basic re-
search (4). A request by this committee
for case studies, published in Science
(5), produced very little material.

Indeed, some of those who did re-
spond to our inquiry argued that, in a
research and development establishment
of the size characteristic of defense-
connected enterprises in the United
States, conditions exist in which there
can be wide discussion with peers and
adequate although classified publica-
tion, so that there is, in fact, no real
impairment of any given scientific ven-
ture. This may well be so. But this argu-
ment ignores those persons outside se-

curity who work in the same fields, or
in adjacent or apparently unrelated
fields, who are cut off from information
and who therefore can make no critical
contribution. Kantrowitz, in his “Pro-
posal for an institution for scientific
judgment” (6), points out the great
importance of criticism which is un-
touched by the passionate bias in-
volved in a scientist’s pursuit of his own
hypothesis and by the partisan bias of
scientists who are working in the same
area. The widest possible evaluation,
including that which comes from groups
working within different national and
cultural traditions as well as that origi-
nating in other fields of science, is nec-
essary for the full functioning of the
self-corrective and cumulative processes
essential to the scientific enterprise.
Provision for interchange within a re-
stricted group, even a diversified one,
can only partially meet these require-
ments.

Those who argue that limited dis-
semination is adequate also disregard
the integral relationship of science and
technology to a wide variety of social,
economic, and political decisions, as
well as the necessity of informing those
who are concerned with governmental
decision-making and with the exercise of
fiscal authority over research and the
uses of new knowledge. The report,
“The integrity of science” (1), discusses
in detail how the secrecy provisions con-
nected with proposed large-scale experi-
ments in space prevented—at least ini-
tially—both the dissemination of ade-
quate advance information to other
scientists and the carrying out of ade-
quate pilot" experiments (7). The case
histories of projects Starfish and West
Ford exemplify the difficulties facing
scientific groups whose deliberations
are bound by secrecy, when they are
asked to advise on large-scale govern-
mental actions which are undertaken
for political or military rather than sci-
entific reasons.

There are also other undesirable con-
sequences of secrecy requirements. The
involvement of the federal government
in scientific research may lead to over-
extensions of authority in the regulation
of research beyond the limitations set
for reasons of national defense. Such
extensions of authority may be either
lateral or vertical.

Lateral overextension may occur
when research which is essentially ir-
relevant to national defense needs is
financed by defense budgets and when
grants are awarded, as in Project Themis

787



(8), to encourage universities to be--

come involved in, or contribute to, de-
fense-related research. Research institu-
tions originally set up to meet narrow,
precisely defined defense needs tend in
time to expand to include other research
activities which would be carried out
more appropriately by other agencies
not concerned with considerations of
national security (9). We recommend,
therefore, that institutions organized to
serve the needs of national defense do
not expand their spheres of operations.
Instead, a plurality of agencies should
be maintained to support the different
types of research which are funded
through the federal government.
Vertical extension occurs when a fed-
eral agency imposes its regulative pow-
ers on state, local, and nongovernmental
institutions. The regulations originally
proposed by the Atomic Energy Com-
mission in May 1967, and in revised
form in December 1967 (10), exemplify
this type of extension. The purpose of
these regulations is to provide a mecha-
nism for controlling the dissemination
of information about developments in
atomic energy, which comes within the
definition of “restricted data” even when
that information is developed privately,
without contact with or support from
government sources. The proposal origi-
nated in a concern that dissemination
of information in certain areas of
atomic energy research would weaken
the efforts to prevent the proliferation
of nuclear weapons. If this action is al-
lowed to set a precedent, it will severely
damage the necessary core processes of
science in the United States (/7).

Contrasts of Secrecy in

Science and in Technology

In our discussions we have found it
useful to distinguish between science
and technology in terms of their prin-
cipal aims. Science is that part of the
scientific estate in which the central aim
is the search for truth. In technology,
in contrast, the central aim is the trans-
lation of scientific findings into usable
products, such as a new material for
constructing faster planes, a fertilizer
that will double the size of a crop, or a
drug that will cure a disease. It follows
that institutions designed to facilitate
the search for truth also differ in' cer-
tain respects from those designed to fa-
cilitate the development of new tech-
nology. Recognition of this contrast
opens the way to a resolution of the

788

vexing ‘problem of secrecy as it affects
the training of students in graduate
schools, on the one hand, and in profes-
sional schools, on the other.

Pure research, or basic science, is
historically the province of the scholar,
who is self-selected and self-propelling
in following his individual choices and
is relatively impervious to sanctions
other than the approval or disapproval
of his peers—scholars like himself who
are knowledgeable in the same fields.
We believe that students coming into

graduate schools should be trained to .

embody the traditional values and loy-
alties of scholar-scientists. In order to
accomplish this, the university setting
must be as free as possible from the
kinds of impediments that are imposed
by industrial competition and govern-
ment security controls.

However, students who enter gradu-
ate training in any applied field—
whether it is one that involves tech-
nology proper or the application of sci-
ence to problems related to political,
social, or economic systems—become
not only scholar-scientists, but also pro-
fessionals, that is, practitioners such as
lawyers, doctors, engineers, systems
analysts, and political advisers. In the
course of their training they must learn
the canons of their particular profes-
sion: absolute secrecy where patents
and industrial advantage are concerned;
discretion in diplomatic matters where
secrecy is essential during preliminary
negotiations so that the negotiators are
free to change their minds; security in
matters of defense; confidentiality to-
ward clients and patients; and loyalty
to employing institutions where institu-
tional aims are at stake.

By making such distinctions between
education for scientific scholarship and
training for professions, we can more
readily deal with the anomaly presented
by contradictions in the claims made by
different university departments or fac-
ulties. For example, departments de-
voted to pure science may reject, in the
name of academic freedom, any in-
volvement with an outside institution
that requires secrecy. However, in one
and the same university, a department
or school of engineering or business or
part of the medical school may insist
that academic freedom includes the
right to engage in contractual research
in which participants must comply with
the kinds of restraints to which their aca-
demic colleagues object. It is doubtful
whether the phrase “academic freedom”
should be applied to both cases 12).

Matters of Privacy

In considering scientific research and
professional responsibility, it is neces-
sary to take into account not only mat-
ters of secrecy but also matters of pri-
vacy. For example, the scientist who
works with human subjects in any way
is bound by the ethical requirements of
the particular locus of his research, in-
cluding the kind of community from
which his subjects are drawn, the canons
of legitimate experimentation, and the
protection of his subjects from unac-
ceptable pressures of public opinion, the
law, and so on. Where pure research
necessitates the keeping of detailed rec-
ords which are available to a group of
knowledgeable peers, the protection of
the privacy of individuals and commu-
nities requires that adequate precautions
be taken against the wider dissemina-
tion of such identification. In many
forms of medical and social research
this may mean publication only in
esoteric journals, the restriction of pa-
pers to small or closed scientific meet-
ings, the careful disguise—or the sacri-
fice of full specification—of subjects,
and the full protection of basic data
over time.

At the same time it is essential to
break down certain associations between
secrecy and privacy that are common
in contemporary thinking. For example,
it is popularly assumed that anything
one is asked to regard as “private” is,
ipso facto, disgraceful, and that secrecy
is necessary primarily to protect the in-
dividual from the exposure of some
aspect of his life which is disreputable.
In the minds of an uninformed public,
objections to the use of lie detectors
on job applicants have been extended to
the use of any form of psychological
testing to screen applicants for jobs or
children for class placement. Further,
public agencies respond to political pres-
sures arising from adverse publicity,
especially publicity about scandals re-
lating to experiments and research on
the young, the indigent, the institution-
alized, and members of minority groups.
This may lead to the introduction of
crippling restrictions on research involv-
ing human subjects. In fact, respect for
the dignity and safety of human sub-
jects not only is entirely compatible
with, but is also essential to, good re-
search in which trust between experi-
menter and subject is a necessary con-
dition (13).

Privacy is also necessary for the pro-
tection of the early stages of pure re-
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search in situations in which the highly
competitive nature of modern science
makes the research worker wary of pre-
mature disclosure (/4). The demand
for priority publication often results in
the publication of uneven and incom-
plete work. If the scientific community
would demand that publication be with-
held until the work was more complete
and elegant, this would encourage and
protect the right to secrecy, that is, to
privacy, during the early development
of a research lead.

It is also possible that secrecy which
is connected with competition among
research groups—whether they are
working within nations divided by hos-
tilities, in parallel industries, or in the
research institutes of different univer-
sities—may lead to productive excur-
sions into research which would not
have been undertaken had the work of
rival institutions been known. Phantom
rivalry, that is, the unverifiable attribu-
tion of some research direction to a
competitor whose actual work is pro-
tected by the walls of secrecy, may
advance rather than impede discovery.

Dissemination of Findings

There are other impediments to the
process of the effective criticism essen-
tial to science besides the restrictions
formulated in the name of security or
privacy. In today’s multinational scien-
tific community, very few discoveries
are submitted to all those scientists suffi-
ciently knowledgeable to criticize the
findings and even fewer reach those
peers in more distantly related fields
whose research would benefit by the
findings. These failures can be attrib-
uted most immediately to the sudden,
massive increase in the size of the sci-

entific community, of scientific societies, -

and of scientific meetings. They must
also be attributed to the plethora of
published material in combination with
the inadequacy of available methods of
classification, search, and retrieval; con-
trasts between the resources of rich and
poor societies; and the number of mod-
ern societies which are separated by bar-
riers of language, culture, and ideology.
In consequence, increasingly arbitrary
choices must be made by program com-
mittees, translation services, editors of
scientific journals, and publishers of sci-
entific books.

Positive steps are necessary to over-
come these impediments so as to assure
that the cumulative and self-critical
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processes of science function more ef-
fectively. We need to review the pres-
ent system of publication, distribution,
and translation. The development of
sophisticated retrieval methods, de-
signed to take into account the cul-
turally patterned capacities of different
users, is one answer to the problem of
full dissemination (15). At present, the
coexistence of institutions, many of
which overlap or duplicate each other
in their research interests, seems to be
the best available protection against
communication failures.

There is also another block to the
adequate dissemination of scientific
knowledge which is related to the ex-
plosive growth of science, information,
and the world population. This is the
fragmentation of science into such nar-
row specialties that the essential inter-
action among adjacent disciplines is
made exceedingly difficult. There is an
urgent need for the further exploration
and development of methods of cross-
disciplinary, cross-national, and cross-
ideological communication (16).

Institutions which fund research can
also make positive contributions. The
complex mechanisms governing awards
of fellowships and grants by funding
agencies and program emphases of
foundations play a conspicuous part in
determining whether the scientific proc-
ess is facilitated or impeded. These in
stitutions can discourage faddishness in
research directions. They can encourage
work within unfashionable and neglected
research areas and emphasize inter-
disciplinary research (17).

Summary

It is clear that in the contemporary
world there are, and will be, frequent
demands for secrecy in the handling of
research in connection with national
defense, national economic self-interest,
industrial competition, the need to pro-
tect politically sensitive planning and
negotiation, and the need to provide
privacy during the early stages of work
by scientists and research groups.
Whenever restrictions on the dissemina-
tion of information are put into effect,
there will be delays in the communica-
tion of research findings, in the opera-
tion of the self-corrective scientific
process, and in the initiation of steps
that lead to further discoveries.

In the short run, the question of
whether such restrictions are bearable
or even useful or whether, on the con-

trary, they impose intolerable burdens
and limitations on scientific research is
one which must be balanced against
the needs of the whole society. In the
same way social priorities must be
weighed when research involves deci-
sions about the allocation of scarce
resources or limited manpower. And it
must be recognized that, in the long
run, any decision which harms or
hampers science will be detrimental to
society. When restrictions on disclosure
interfere with the core scientific proc-
ess, the price is paid not by the scien-
tific community alone but by the whole
society.

In the United States, safety for the
scientific enterprise depends on the full
functioning of our political and social
system—the effective working of mu-
tual checks and balances that operate
between different parts and different
levels of government, the recognition
and the regulation of economic com-
petition, and the support of a plurality
of public and private institutions in
which different scientific and techno-
logical tasks are carried out. At present
there is a trend toward a disproportion-
ate concentration of power and author-
ity in response to almost unmanageable
complexity. In our view it is not se-
crecy as such that threatens the integ-
rity of the scientific process, but exces-
sive and inappropriate uses of secrecy
which are the outcome of the presen
overconcentration of power. ‘

Protective measures against the ex-
tension of regulations limiting disclo-
sure are necessary, but they are not
enough. It is equally essential to de-
velop methods of dissemination and
critical appraisal appropriate to the
exponential growth of science and tech-
nology. Our task is to define, protect,
and institutionalize the processes of sci-
ence and technology so that they will
contribute to the well-being of the
whole of mankind.
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