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Preliminary Information

FEATURES
* Low Cost Rolling Code Encoder

» Code encryption using a 64-bit key

* 65-bit transmission code
— 32 rolling code bits
— 28 fixed code bits
— low power status bit
— rolling code cycle bit

e Supports up to seven switches/functions
* Inputs internally debounced/pulled down
» Dual selectable transmission baud rates
» Code Word Blanking

« E2PROM Programmable

» EIAJ standard PDIPs and SOICs

DESCRIPTION

The XL134 is a rolling code encoder intended for secure
remote control systems. It is ideal for remote control
applications using infrared (IR), microwave or radio fre-
guency (RF) transmitters.

The rolling code mechanism prevents unauthorized ac-
cess through code grabbing while the 65 bit code length
prevents code scanning.

The XL134 provides high-end rolling code security at a
price comparable to fixed code encoders. The full feature
device provides low power detect, to warn the receiver
that the transmitter battery is low; two selectable trans-
mission rates to work with a variety of wireless transmis-
sion circuits; rolling code cycle completion detection; and
code word blanking for FCC power rating considerations.

Designing transmitters based on the XL134 is simple,
requiring no peripheral components, only push-button
switches and the transmission circuitry.

Typical applications

* Vehicle RKE

e Burglar alarm systems

» Garage door openers

e (Gate openers

« Rolling code transponders

xL134 Suralfhl

Rolling Code Encoder
A SureLok™ Security Product

PIN CONFIGURATION

Plastic Dual-in-line

“P” Package
S0 E ~ El Voo
s1[2] 7] ne
s2[3 [6] PwM
NC[4] 5] vss
EIAJ Small Outline
“RF” Package
S0 E O - El Vbb
s1 2] 7] nC
s2 3] (6] Pwm
Ncl4 5] vss
D0043 ILL A01.1
PIN NAMES
S0-S2 Switch Inputs
NC No Connection
Vbp Supply Voltage
PWM  Pulse Width Modulated Output
Vsg Ground

Security Considerations

Remote control via RF or IR is popular for the control of
vehicle alarms, automatic garage doors and many other
applications. Conventional remote control systems have
two very important security shortcomings: The codes they
transmit are fixed and the number of possible code
combinations s relatively small. Either of these shortcom-
ings can lead to unauthorized access. Such access can
be obtained by scanning through all the possible code
combinations or by the use of a code grabber. A code
grabber is typically a small hand-held unit that captures
transmissions and later replays them to gain access.
Code grabbers present a serious threatto remote control
system security.
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Functional Block Diagram
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Significantly enhanced security, without a cost increase
can be realized using the EXEL series of rolling code
encoders and decoders. The XL134 features a
computationally secure rolling code encryption algorithm
thatuses a 64 bitkey. The rolling code mechanism makes
code grabbers useless as changing codes are required to
gain access to a system.
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The 65 bit transmission code provides for in excess of 37
billion billion combinations and thus prevents scanning (a
complete scan would require around 120 billion years!).

It is impossible for someone without the 64 bit key and
encryption algorithm to predict the next word in the
sequence of transmission words. Even if these were
disclosed, as each transmitter uses a different key, only a
single transmitter would be compromised. All other trans-
mitters/receivers remain secure. The 64 bit keys can be
programmed into the XL134 but cannot be read out
ensuring that keys remain secret.

Once a code has been transmitted, it will not be used
again for more than 65,000 transmissions. An overflow
indicator enables a decoder to exclude a specific trans-
mitter after that transmitter has completed its sequence of
65,536 codes. If this option is used, no code will ever be
accepted twice by a given decoder. The bit can also
extend the transmitter's unique cycle to 131,072 trans-
missions.

This high level of security at prices comparable to fixed
code systems is made possible by special hardware and
algorithm design techniques along with full custom inte-
grated circuit implementation on state of the art silicon
processes.
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Control input (S (to S,) activation

S,1S: | S Function S, | S| So Function

0|J]O0f O Reset state 1 0| O Function 4
0]0 1 Function 1 1 0| 1 Function 5
0|1 0 Function 2 1 1]10 Function 6
0|1 1 Function 3 1 1)1 Function 7

D0043 PGM TO1.1

When any input (So to S») is activated, the encoder enters
a debounce period. After the debounce period, the inputs
are sampled, and the function code is determined. A
transmission commences, and is repeated until all but-
tons have been released.

If more buttons are pressed after the initial transmission
has commenced, the encoder immediately resumes its
power-on state, passes through the debounce period,
and commences the new function code transmission. If
buttons are released after the initial transmission has
commenced, the transmission is not influenced. The
encoder continues to repeat the same transmission until
the last button is released.

As a practical example of transmitter operation, consider
the case of a user that requires function 3 on a two button
transmitter. The two transmitter buttons have to be
pressed simultaneously. The user presses the first button
first (S2S1S0=001), and the transmitter commences with
a function 1 transmission. When the second button is
pressed (S2S1So = 011) the device immediately re-enters
the debounce period, without completing the current
transmission, and function 3 is transmitted. Transmission
will continue as long as the user is holding down at least
one of the buttons.

In all cases, if all the buttons are released while a code
word is being transmitted, the code word will be com-
pleted before the transmission is terminated.

xL134 Suralfhl
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Transmission rates

Two transmission rates are available. If the fast rate is
selected, alternate code transmissions are blanked, re-
sulting in a 50% reduction in duty cycle. Under U.S.A.
FCC regulations, the peak transmitter output can then be
doubled, hence allowing for greater transmission ranges
with the same average power.

Overflow indicator

The overflow indicator bit is encrypted within the 32 bit
rolling code and informs the decoder when the transmitter
has completed its 65,536 rolling code cycle. The decoder
can then reject further transmissions, extend the allow-
able cycle for the transmitter to 131,072, or ignore the
overflow bit.

Low Power Indicator

A low power indicator bit is transmitted by the XL134 to
inform the decoder that the transmitter battery is low and
requires changing. This VeaT Status bit is zero (0) when
above the battery threshold voltage and one (1) when
below it.

Implementation

The application circuits clearly indicate the simplicity of
implementations using the XL134. No DIP switches,
cutting of tracks or soldering is needed. In addition, the
small device footprint and no external components facili-
tate small PC board size and low component count. Only
the XL134, transmitter circuitry and push button switches
are required realizing significant savings in material and
labor.

A PC based programming system is available to program
each XL134 with aunique 28-bit serial number (fixed code
Portion of transmission), a unique 64-bit key and the
transmission baud rate. A single probe connector is
typically used to program an encoder and its matching
decoders.

EXEL also supplies evaluation kits to assess the opera-
tional aspects of the devices.
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Timing Diagrams
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Pulse Width Modulation (PWM) Format

I
0— | _| | Bit No.
T
l[—B

Format as used in Timing Diagrams

D0043 ILL FO1.1

Transmission Format

|P0| |P6| |P7| |P8| |P9| |P10| IPlll s1 [ lrode] [red | [role] Ired

! 23T I 7y=107e Thx ! Trol ' TG !
1 & ML ML ML Y ] Y|
IN N 7N [4 D) 4 D) 4]
| Preamble Header low Fixed code Rolling code Guard period |
1, Tew (Code word period) R
. Al ’l

P = preamble S = timing synchronization F = fixed code R = rolling

code

DO0043 ILL F02.2

Fixed Code Format

F32 F31 F30 F29 F28 F27 F1 FO
S2 S1 SO 0 Serial number (28 bits) VBAT
%
MSB LSB
D0043 ILL F03.1
Output Transmission
Slow mode
LTTTATATATY AT T

|, One code word \l , 100 ms \|
N 4} \ 7l

Fast mode

Juunn| | 11 1111

|, 100ms

N

v

D0043 ILL F04.1
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ABSOLUTE MAXIMUM RATINGS

YU o] o1 ) VAV 0] 7= Vo - PRSP -0.3V to 6.5V
V0] 1 =T =TT Ir= 11 2R T o1 | PR -0.3Vto Vpp + 0.3V
VOIAGE ON ANY OULPUL ....eiiiiiiiiiie ittt e ettt e e s sa bbbt e e s sbb b e e e s aabb b e e e s annnneeeas -0.3Vto Vpp + 0.3V
StOrage tEIMPEIALUIE .....eeiiiiiie ettt e e e et e e et e e s et e e e e e e e s e s e r e e et teeeeeeenesennrernees -55°C to 125°C
[T To IKSTo] (o [= g1 gV I (=T o g1 o =T r= LU0 | (PP PUTT PRSPPI 300°C
ElectrostatiC diSCHAIGE FALING ... ..ottt ettt e et e sttt e e e e e e e s e s e bbb bt e e e e e e e e e e e e s aannbbbeneees 3000V

NOTE: These are STRESS ratings only. Appropriate conditions for operating these devices are given elsewhere in this specification. Stresses
beyond those listed here may permanently damage the part. Prolonged exposure to maximum ratings may adversely affect device reliability.

Recommended Operating Conditions

Symbol Description Limits Units
Vobp Supply voltage 2.0t06.0 \%
Torr Operating temperature -40 to 85 °C

D0043 PGM T02.1

ELECTRICAL CHARACTERISTICS

DC ELECTRICAL CHARACTERISTICS
TA =-40°C to 85°C, V= 2.0V to 6.0V

Symbol Parameter Test Condition Minimum Typical Maximum Uhits
Ibb Operating supply current Vce =5.0V 2.0 4.0 mA
Vce = 3.0V 1.0 3.0 mA
Ires Standby current (reset condition) 50 1000 nA
VIH Minimum input voltage for high 0.7 Vbp \%
ViL Maximum input voltage for low 0.3 Vbp \%
VoH Minimum output voltage for high Vcc-0.3 \%
VoL Maximum output voltage for low 0.3 \%
VAT Battery low threshold voltage 2.4 \%
Rs Control input pulldown resistance 60 kQ
Rpwm PWM port pulldown resistance 120 kQ
Number of transmissions 300,000
E2PROM retention (power off, end of life) 10 years

D0043 PGM T03.1

D0043 5/96
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AC ELECTRICAL CHARACTERISTICS, PWM OUTPUT

TA = -40°C to 85°C, V= 2.0V to 6.0V

xL134 Suralfhl

Preliminary Information

Symbol Parameter Min Typical Max Units
Te Slow elemental period 340 500 us
Fast elemental period 170 250 us
Slow PWM data rate 780 bps
Fast PWM data rate 1560 bps
T Power on to transmit 30 ms
Tos Debounce time 9 ms
D0043 PGM T06.1
Symbol Parameter Slow Fast Units
Top Bit period 3 3 Te
Preamble 23 23 Te
Th Header low 10 10 Te
Trx Fixed code 99 99 Te
Trol Rolling code 96 96 Te
Te Guard period 6 240 Te
Tow Code Word period 234 468 Te
Duty cycle minimum? 33 16 %
maximum? 61 30 %

Notes:

D0043 PGM T04.1

1. Decoders must automatically compensate for data rate variations due to variation in encoder timing

parameters.

2. Duty cycles are calculated by assuming 12 elements high during the preamble, and either 65 (bits all 1) or
130 (bits all 0) elements high during the transmitted code. For American FCC calculations, the highest duty
cycle is 142 + 234 (slow mode), or 142 + 468 (fast mode).

D0043 5/96
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Application Circuits
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1 button remote control transmitter
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D0043 ILL FO7.1

7 button remote control transmitter

Note: Any simpler transmitter is a subset of the circuit shown.
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DO0043 ILL F06.1

3 function remote control transmitter
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12 volt transmitter

D0043 ILL F08.1

Note: 1. PWM may not be forced to more than 0.4 V from outside, except for communications during programming.

2. S, is used as a clock during programming.
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PACKAGE DIAGRAMS
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Plastic Dual-in-line (Type

‘P") Package (PDIP)

PIN 1 INDICATOR -\

375
(9.525)
i I s s B i
250
) (6.350)

LILJL I

le— .0375 (0.952)

.070 (1.778)
SEATING PLANE -

.130 (3.302)

060 %.005 _p
(1.524) + .127
TYP.

All dimensions in inches (mm).

.015 (.381) Min.

1
i
JH L.lOO (2.54)
YP.
018 (. 457)

.130 (3.302)

TYP.

.300 (7.620)

STTYP.

@4pLcs) 4
0° 15°

_I
P 350 (8.89) ﬁ

8pn PDIP/P ILL.3

.009 + 002
(.229 + .051)

8 Pin SOIC (Type “F” “RF") Package EIAJ 175 mil. body width

All dimensions in inches (mm).

SToos ] (3)

.006 + .002
201 (5710) (.15 .05)
.19312.90 .
.‘ .012 (.30) Min.
8 5
H H H H ) .035 (.90) Ref.
7 N
252 177
2wl
(6 oo) (@)
4.30 O 050 (1.27) TYP. ﬂ ﬁ
- > 7 050 (1.270) TYP.
H H H H IIII—BPIaces
PIN #1 1 275 (6.99) TYP.
.063 10° Max. & i1l
-055 [ \ .030 (.762) TYP.
(@) 1] SEATING 8 Places

.008 .020

000 50 (1.27) 012

) e

8pn EIAJ SOIC ILL.3

D0043 5/96
DVPTD 6931-02




; Excellence in E*

ORDERING INFORMATION
Standard Configurations

xL134 Suralfhl

Preliminary Information

Prefix Part Package
Type Type Type
XL 134 P,F
D0043 PGM T05.1
Part Numbers:
XL 13&
Prefix
Part Number Package Type
134 F = SOIC
P = PDIP
MARKING INFORMATION
Marking for Marking for
XL134P XL134F
AMrrr AmMrir
/I
>EAE YWww XL134
XL134P O YWW
LILILIL] LILITLTL]
D0043 ILL C01.1
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Preliminary Information
TAPE AND REEL (EMBOSSED) INFORMATION

Surface mount devices, which are normally shipped in  systems. The following diagram provides general infor-
antistatic plastic tubes, are also available mounted on mationregarding the direction of the IC’s. Tape “E2” shall
embossed tape for customers using automatic placement  be designated with PIN 1 at the trail direction.

o o o o o 9
50 R Tape
= = un-reel
direction

T&RILL.2

Quantity per reel: 2,500 parts

D0043 5/96
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NOTES:
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NOTICE

EXEL Microelectronics, Inc. reserves the right to make changes to the products contained in this publication in order to improve
design, performance or reliability. EXEL Microelectronics, Inc. assumes no responsibility for the use of any circuits described herein,
conveys no license under any patent or other right, and makes no representation that the circuits are free of patent infringement.
Charts and schedules contained herein reflect representative operating parameters, and may vary depending upon a user’s specific
application. While the information in this publication has been carefully checked, EXEL Microelectronics, Inc. shall not be liable
for any damages arising as a result of any error or omission.

EXEL Microelectronics, Inc. does not recommend the use of any of its products in life support applications where the failure or
malfunction of the product can reasonably be expected to cause failure of the life support system or to significantly affect its safety
or effectiveness. Products are not authorized for use in such applications unless EXEL Microelectronics, Inc. receives written
assurances, to its satisfaction, that: (a) the risk of injury or damage has been minimized; (b) the user assumes all such risks; and
(c) potential liability of EXEL Microelectronics, Inc. is adequately protected under the circumstances.

© Copyright 1996 EXEL Microelectronics, Inc.
Reproduction in whole or in part, without the prior written consent of EXEL Microelectronics, Inc. is prohibited.

Surelok™ is a trademark of EXEL Microelectronics, Inc.
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