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In this Issue

To determine the composition of a complex mixture such as a biological
sample or seepage from a toxic waste dump, chemists often use a combina-
tion of gas or liquid chromatography and mass spectrometry. The chromato-
graph separates the compounds that make up the mixture (see page 7 for
an explanation) and the mass spectrometer gives information on the masses
and structures of the constituent molecules. For many samples, especially
those that are too nonvolatile or thermally unstable to be changed to a gas
without decomposing, liquid chromatography is the best method of separa-
-'__lt: tion. HP’s latest-generation liquid chromatography system is the HP 1050
Series LC modules, described on pages 6 to 50 of this issue. As R&D section manager Herbert
Wiederoder explains in his introduction on page 6, the design of a high-performance LC system
requires contributions from materials science, mechanics, chemical physics, optics, electronics,
and software. The problems include the handling of liquids having a wide range of solvent properties
at widely varying flow rates and pressures, control of mechanical components such as pumps,
motors, and valves, detection of chemical substances, and data handling. The HP 1050 Series
extends and refines HP's LC technology, emphasizing a common architecture and a standard
design for all modules. A clever feature of the cabinet design is a built-in leak drainage system.
When the modules are stacked, leaks drain from higher to lower modules without special adapters.
There are three types of HP 1050 modules: solvent delivery system (pump module), autosampler,
and detector. The pump (page 24) is a simple and reliable series-dual-piston design with compen-
sation for liquid properties and major physical side effects built into the pump control system. The
autosampler (page 17) can automatically inject samples in a programmed sequence selecting
from either the standard 21-sample tray or the optional 100-sample tray. Two types of HP 1050
detector modules are available (page 36). Both are absorbance detectors, which measure the
light absorbed by the sample as a function of wavelength, producing a spectrum that is characteris-
tic for a particular substance. The forward optics detector passes a single wavelength of light at
a time through the sample, while the reverse optics detector uses white light, breaks the light into
separate wavelengths after it goes through the sample, and detects all wavelengths at once using
a photodiode array. The HP 1050 Series firmware design is described in the article on page 44.
In keeping with the standard-design philosophy, about 60% of each module’s firmware is the
same in all modules. To ensure that the HP 1050 Series modules met their quality objectives, a
formal program was designed; it's discussed in the article on page 11.

In the 1980s, computer technology became pervasive in companies large and small. The 1990s
will be the decade of the network, as companies interconnect their mainframe computers, personal
computers, engineering workstations, and manufacturing systems. Already, complex networks of
computers and data communications equipment are common, usually containing equipment from
many different manufacturers. These networks challenge their managers to find ways of monitoring
and troubleshooting them, controlling the individual parts, measuring performance, and accounting
for the use of network resources. The HP OpenView family is a set of hardware and software
products designed to address these issues in the management of open, standards-based, multi-
vendor networks. “Standards-based” is a key concept, for it is the networking standards being
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developed by the computer indusiry and international organizations like the ISO that make muilti-
vendor networks both possible and manageable. The HP OpenView family currently includes HP
OpenView Windows (see page 60), which provides a consistent, friendly user interface and an
integrated environment for managing networks, the HP OpenView BridgeManager (page 66) for
managing LAN bridges, the HP OpenView Data Line Monitor (page 71) for monitoring analog
data lines, and the HP OpenView DTC manager (page 76) for configuring, diagnosing, and
controlling datacom and terminal controllers. The HP OpenView story begins with an overview
on page 51. The HP OpenView network management architecture, solidly based on international
and de facto industry standards, is discussed in the article on page 54. The article on page 85
describes a pair of network management tools that were developed to test and refine the HP
OpenView concept. These tools are used internally at HP but aren't available as products.

A Word about Cards

With the December 1989 issue, we sent a card to our U.S. readers, asking them to confirm
that they wanted to be on our mailing list. Because a last-minute change of plans wasn't properly
communicated to our U.S. printer, most readers received the wrong card, which implied that they
had recently become subscribers. We'd like to apologize to the hundreds of long-time readers
who were offended or confused by this error. We'd also like to thank the many readers who
returned their cards with kind comments.

R.P. Dolan
Editor

Cover

Behind the front door of the HP 1050 Series liquid chromatograph quaternary pump module is
the four-way proportioning valve and the dual-piston pump. The overlay is a pair of chromatograms
made using an absorbance detector at two different wavelengths.

What's Ahead

In our next issue, we'll have articles on the design and capabilities of the HP SoftBench integrated
software development environment, on the HP OSF/Motif window manager and the HP OSF/Motif
widget library, on the HP particle beam interface for combining liquid chromatography with mass
spectromeilry, and on HP’s membrane probe technology for testing integrated circuit wafers.
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A New Modular High-Performance Liquid

Chromatograph

The HP 1050 Series of modules refines and extends HP's
LC technology, emphasizing a common architecture and

a standard design for all modules.

by Herbert Wiederoder

PHY (HPLC), as a separation technique for nonvola-

tile substances in mixtures, has a wide range of ap-
plications in the industrial world today. Over the last de-
cade, instrumentation for liquid chromatography has
evolved towards higher flexibility, greater ease of use, and
higher reliability.

Designing an HPLC system requires a high degree of in-
teraction between various disciplines, including mechan-
ics, materials science, chemical physics, optics, electronics,
firmware, and software. Problems that must be solved in-
clude the handling of liquids having a wide range of solvent
properties at flow rates from 1 pl/min to 10,000 pl/min and
pressures up to 400 bar, control of mechanical components,
detection of chemical substances, and data handling.

How these problems were solved to provide a flexible,
easy to use, easy to handle, and highly reliable HPLC system
for HP's latest-generation liquid chromatograph will be de-
scribed in this and the following articles. The design of
the new system, called the HP 1050 Series Liquid Chroma-
tography Modules, takes a new modular approach, starting
from the technology of the HP 1090 LC family.’

H IGH-PERFORMANCE LIQUID CHROMATOGRA-

HP 1050 Architecture

An HP 1050 Series module is an independent instrument
with specific user, hydraulic, and communication inter-
faces. Each module has its own power supply and enclo-
sure. The combination of the modules provides the func-
tions necessary to do HPLC. The information flow and
solvent flow in a typical chromatograph are shown in Fig. 1.

The HP 1050 architecture breaks down the modules ac-
cording to the functional blocks shown in Fig. 1. Fig. 2
shows the HP 1050 Series modules. The separation takes
place in the column, which is a tube filled with porous
material. The typical column supported by the HP 1050

Analytical

has an internal diameter of 4.6 mm and a length between
100 and 250 mm. The column is placed in the solvent
preparation module, which is part of the solvent delivery
system. Two versions of solvent delivery modules are avail-
able: an isocratic pump version and a quaternary pump
version. If the quaternary pump is chosen, the solvent prep-
aration option is required. It is typically placed above the
pump and serves several functions, as described in the
article on page 24.

The sample (sample volume typically between 0.1 and
100 wl) is introduced either manually by a valve or automat-
ically by a separate module called the automatic liquid
sampler (ALS). Samples are typically stored in 2-ml vials.
Up to 119 vials can be automatically processed, as de-
scribed in the article on page 17.

The detector is also a separate module. Two versions of
absorbance detectors are available: a variable wavelength
detector (VWD) and a multiple wavelength detector (MWD).

Standard Module Design
Before the individual modules went into the detailed

design phase, a common internal and external architecture

for all the modules was developed, and standards were

established for all modules to follow. Standardization was

a crucial issue. It provides several advantages, including:

# Provides a family look for the customer

® Gives the customer the freedom to arrange the modules
to optimize the use of bench space

® Lowers the cost of the individual modules

® Allows new production processes for medium-volume
products

# Increases R&D productivity and efficiency

® Makes design for manufacturing easier

® Defines clear interfaces between the functional modules
for a liquid chromatograph.

f

’"Mm ’

w==l» Solvent Flow
— Data Flow

Fig. 1. Functional diagram for
high-performance liquid chroma-
tography (HPLC).
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An Introduction to Liquid Chromatography

<~——Top of Column Bed ——»

Separated Components /
“\\\\

<«—— Column Packing Material —

- Wall
<+————Column Qutlet —»

Start: Sample Introduced End: Components
at Top of Column Separated

Fig. 1 Principle of chromatography.

In this way Tsvett physically retrieved the individual compo
nents from a mixture. He called this separation technique chro-

periments. The compone re
because their interaction with the stationary phase is different
Because this interaction mechanism can be influenced in many
ways, both by changing the stationary phase material and by
changing the mobile phase composition, chromatography has
become one of the most powerful and mest important chemical
analysis technigues

In the last decades, liquid chromatographic techniques have
improved dramatically. It is now very unusual for the column
packing material to be removed after each experiment. Instead,
the column is flushed until all compounds of the sample mixture
have left the column outlet. The stationary phase can then be
used again; this is necessary for routine analysis

The compounds that leave the column outlet are now usually
detected on-line. Many powerful detection techniques have been
developed, of which the UVivisible absorption detector is the
most widely used. Other detector types are fluocrescence, elec-
trochemical, radiometric, conductance, refractive index, polari-
metric, and mass spectrometric. This wide choice of detectors
includes types that offer universal detection (e.g., refractive
index) or types that detect very specific functional groups with
ncreased sensitivity (e.g., fluorescence). This is helpful in iden-
tifying compounds

[eontinued on ne

Fig. 2. The HP 1050 Ser
Chromatography Modul
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The gravitational force Tsvett was using to elute the compounds
for his separation does not always give very reproducible results.
Deviations in column resistivity (caused, for example, by changes
in the column bed or by temperature effects) lead to changes
in the flow rate of the eluent. This means that the same compound
may elute from the column at varying times. Modern pumping
systems can supply liguids with hardly any pulsation and with
very high accuracy, enabling compounds to elute fram the col-
umn at very reproducible times (relative standard deviation
<0.5%). This retention time is one of the most important param-
eters in the identification of compounds. Even more flexibility
(and complexity) in the separation process can be achieved by
changing the solvent composition during the analysis. For this
purpose highly sophisticated programmable-gradient pumps are
available,

Once the hydrodynamics of the separation were understood
and written down in some fundamental equations, it was clear
that the proper choice of column packing material can improve
the separation considerably, The smaller the diameter of the
packing material particles, the better the separation efficiency.
The practical limit is near 1 to 2 pm, with the most common
particle diameter nowadays being 5 um.

The particle diameter should be constant within narrow toler-
ances: the more uniform, the better. With these small particle
diameters, with column inner diameters of 2 to 5 mm, with com-
mon lengths of 10 to 25 cm, and with eluent flow rates of 0.2 to
2.5 ml/min, the pressure drop can be several hundred bar, There-
fore, glass is not suitable anymore for the column tube material.
Now, tubes of stainless steel are common. As a conseguence,
the pumping systems have to be able to deliver pressures up
to approximately 400 bar. In addition, the particles must have

high mechanical strength. Therefore, most column packing ma-
terials have a silica gel core. This silica gel is usually chemically
modified and stabilized by attaching less-polar groups to it. This
makes the separations from column to column more reproduci-
ble, and makes fine tuning of the stationary phase to different
separation systems possible.

All chromatographic technigues use the fact that the detector
signal is proportional to (preferably linear with) the concentration
of the compound that is being detected. This means that the
amount injected onto the column must be supplied with very
high precision and reproducibility. Either fixed-volume (manual)
injectors are used, or variable-volume (automatic) injectors. In
the latter, the injection system is combined with a sample ex-
changer, which allows automatic analysis of a large number of
samples.

Some samples are not thermally stable. For such samples it
may be necessary to cool the sample to approximately 4°C.
Cooled autosamplers are now available.

The separation kinetics usually are temperature sensitive.
Therefore, thermostatic control of the column temperature is
necessary for the highest reproducibility of the retention times
and the peak shapes.

All of these contributions have made liguid chromatography a
very powerful and reproducible technique, so much so that the
modern version is often referred to as high-performance liquid
chromatography, or HPLC.

Henry J. van Nieuwkerk
Chemist
Waldbronn Division

As a result of standardization in the hardware and firm-
ware, the number of parts has been significantly reduced
compared to the HP 1090. The HP 1050 has about 60%
fewer part numbers than the HP 1090. About 60% of the
firmware code in each module is the same in all modules.

The external design for all the modules conforms to HP
corporate product guidelines. All modules have the same
footprint (325 mm wide by 560 mm deep) and user interface
styvle.

Ease of access to electrical and hydraulic interfaces was
an important design goal. This resulted in a design in which
all electrical connections are made from the rear and all
hydraulic connections are made from the front. Because
the instruments are in contact with a wide range of solvent
properties, for safety reasons a special leakage interface
was developed to handle the solvent in case something
leaks inside a module.

The internal architecture was driven by several design
goals, including design for manufacturability, standard in-
ternal structure, easy accessibility to routine maintenance
parts, and user interaction from the front.

Design for manufacturability was an important issue for
the enclosure. The enclosure is based on a chassis that
holds all the mechanical, electrical, and cooling assemblies
and the front panel. The cover, fixed with two screws,
completes the enclosure.

Fig. 3 shows the internal structure of all of the modules.
The back part contains up to six standard-sized printed
circuit boards including a standard power supply. All of
the boards have their own rear panels and are fixed in a

B HEWLETT-PACKARD JOURNAL APAIL 1990

flexible card cage. The card cage isolates the electronic
section from the mechanical and cooling section and makes
the cable connections to the mechanical parts. The mechan-
ical sections are arranged to provide access to the routine
maintenance parts from the front. The cooling system is
designed to channel the air flow from the front to the back.
This makes it possible to stack the modules without sac-

Functional Components
Area
| - Power Supply
HP 1050 Electronic PS | - Up to 6 Boards
Guidelines Hardware ‘ | - External, Internal
- | Wiring
Forced Air S - Fan(s)
Cooling | | - Air Ducts
O == ] e e -
Specific b - Opti i
Mechanical : U . ES::I e
Hardware b - Injector
HP Module - Hydraulics
Interface g - Waste Handling
HP 1050 Boor |\ Air Fitter
Guidsiings User - Keyboard/Display
Interface - Front Door

- Power Switch

Front

Fig. 3. Internal module structure.
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Industrial Design and Ergono;]ﬁ_(;s

‘Those who want to be successful in international markets
need well-designed products. However, design is more than just
that, it is part of the product’s guality, it communicates the com-
pany's basic values, and therefore it may be an important criterion
in the purchasing decision for high-tech products.”' One effect
of changing social values is that users are increasingly more
selective in their demands on the human interfaces of products
They require much more than just good styling. The challenge
for the industrial design of the HP 1050 Series Liquid Chromatog-
raphy System was to keep pace with this trend

Customer visits played a major part in the industrial design
investigation. By observing and interviewing users, we were able
to determine our own instruments’ weak points as well as those
of competitive machines: the instruments were loud, maintenance
was complicated, access to the inside of the instrument was
difficult, the instrument required large amounts of bench space,
compatibility with other instruments was low, the user interface
was easily misunderstood. Combining this list of customer needs
with the technical requirements of other engineers in the team,
the industrial designers were able to deveiop several alternatives
for the user interface.

We chose the HP guidelines for computer products as the
basis for the industrial design of the HP 1050. This makes the
HP 1050 stackable like HP desktop computer products. Stack-
ability, however, reguired that the internal components be reor-
ganized, since usually instruments of this sort are repaired or
modified from the fop, by removing the top of the case. The
solution was to split the internal components into two separate
areas: the electronics in the back in a card cage, accessible
from the rear, and the mechanical compoenents at the front, ac-
cessible by opening the front door.

To design a simple and common user interface, we aimed to
standardize as much as possible, which of course required con-
siderable effort in coordinating our activities. A cardboard model
showed external dimensions and aided in estimating the amount
of space required on the lab bench.

The realization of the concept had to meet not just the functional
demands of the instruments. Many improvements to the front
panel had to be made, since they were not covered by the
guidelines. A few examples are given here.

The front pane! consists of seven plastic moldings, six of which
are common to all modules. The door is the only piece that differs
from module to module. The keyboard is the only piece fixed by
screws—two in all, All the others snap together. The door can
be swung open to obtain access to the parts requiring mainte-
nance or modification during operation. The keyboard as-
semblies for all the 205-mm-tall modules are differentiated by
individual silkscreens bearing the module-specific key functions
only. The base of the keyboard is intended to act as a handle
during transport and as a guide for the capillaries—the liquid
connections from one module to the next. A similar treatment in
the metal work at the rear means that the instrument can be lifted
by one person, unaided.

A difficult problem was posed by leaks that may occur in any
liguid chromatograph. Most instruments leave the solution of this
problem to the customer. The HP 1050, on the other hand, offers
a contribution to the safety and the organization of the instrument
by enabling the operator to install capillaries in gutter-like chan-
nels, which collect any leaks and direct them to a waste pipe.
The drainage system (Fig. 1) consists of a leak basin, a leak
sensor, and vertical channels running inside the front panel of
each module. A channel in one module directs liquid to the

For Leak Liquid
from Module Above

For Capillaries

\

~
x\\
\ “
\ hY
N\
\
N\ \\
\\ A\
N\
Tube ——— \
b
| |
{
fiy
/ e
Interface to /]
Internal &

Leak Basin

To Waste Bottle or Next Module
Fig. 1. Leak drainage system.

channel in the next lower module without the need for special
adaptors, so that only the lowest module in the stack needs to
be connected to an external waste pipe. Any of the modules can
be placed at the bottomn of the stack. These leak interfaces are
easy to remove for cleaning, which may need to be done more
frequently when using liquids with high concentrations of salts,
which may crystallize out

Ergonomics

A user interface can only be considered well-designed when
it can be operated without error, quickly, and without personal
danger. Two examples are worthy of mention with respect to the
HP 1050. The opening in the side of the autoinjector module
allows the injector to be loaded via robotics, for example the
autosampler, but primarily this opening is for loading the auto-
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> (5% Male)

/1500
(8% Female)
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Fig. 2. Viewing angles for the keyboard. Heights are in mil-
| limeters above the floor.

injector with the sample tray by hand. The tray is designed such
that it always fits right the first time. It is keyed such that there
is automatically only one way to lower it onto the spindle—in the
zero starting point for subsequent rotation during sampling. This
avoids incorrect mounting and prevents injuries. The wide open-
ing in the autosampler and the tray's grip-fast handle avoid han-
dling errors such as slippage or impacts while placing the tray
in such a confined space,

The second example is the keyboard. We had to find the best
compromise among several parameters. Every module can be
installed at the top or at the bottom of the stack, can be installed
on a high or a low bench, and might be operated by a tall (95%)
or a short (5%) person, both of whom should be able to read
the display. Different mounting angles were simulated in several
tests of the keyboard and display (Fig. 2), as were different types
of displays. The best combination was found to be a vertical
vacuum fluorescence display with a blue/green filter and a touch-
sensitive membrane switch keyboard inclined at 10 degrees from
the vertical. We decided to avoid using grey areas around the
keys since we wished (o give the impression that the keyboard
would be simple to use (there are 35 keys in the confined space
of each keyboard) and to reduce the likelinood of erroneous input.

Conclusion

The HP 1050 LC system requires little bench space since it
stacks easily. All important parts are easily accessible and the
user interface is easily understood, comfortable to use yet func-
tional. The automation interface and case concept are as future-
proof as we could make them, and last, but not least, the product
has an attractive, up-to-date appearance. We are pleased that
the HP 1050 has been awarded international design prizes.
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The technical details of how the individual modules use
the standard components and are designed for their specific
requirements are covered in the other HP 1050 articles in
this issue.
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Quality Engineering for a Liquid
Chromatography System

Forthe HP 1050 Series LC system, customer expectations
were translated into measurable quality goals, which were

then verified by special test methods.

by Helge Schrenker and Wolfgang Wilde

mark for product quality. This sounds straightfor-
ward, but it is far from a trivial task to translate the
customer's voice into product quality. It requires finding
out, in quantitative and measurable terms, what quality
properties the majority of potential customers want, trans-
lating these customer expectations into terms, measures,
and goals that are meaningful to design and manufacturing
engineers, and assuring throughout the design and transfer
phases that these goals will be met by the future product.
For two product generations, we have been using the
same set of quality criteria. With each generation, we have
refined the measures and test methods. Fig. 1 shows the
key quality criteria and measures that were applied to the
HP 1050 Series Liquid Chromatography System. Using
some of these criteria and measures as examples, we will
briefly describe how specific quality goals for the HP 1050
Series were set and verified through specially developed
test methods.

C USTOMER SATISFACTION is the ultimate bench-

Setting Quality Goals
Design goals for each of the five quality criteria listed in
Fig. 1 were set using three information sources:
» A specific, well-aimed customer survey
# Inputs from senior sales and service people on their per-
ceplions of customer expectations

Quality Criteria Measures

Performance Conformance to Published Specifications
Result Precision and Confidence
Consistency over Longer Operating
Periods
Reliability Mean Time between Failures (MTBF)

Useful Life of Product

Time for Standard Tasks,
Unfamiliar/Familiar Operator

System Installation Time

Number of Cables and Capilliary
Connections

Noise Emissions

User Friendliness

Repair and Maintenance Cost to the User
Average Downtime per Year
Mean Time to Repair

Serviceability
Regulations/Safety Conformance to Relevant Standards

Fig. 1. Key quality criteria and measures applied to define
and verify the quality of the HP 1050 Series LC system,

® Analysis of presently available LC instrumentation
(strengths, weaknesses, potential for improvements).
The customer survey was aimed at gathering current cus-
tomer expectation data on such sensitive criteria as reliabil-
ity, uptime, measurement reproducibility, cost for service
and maintenance, and so on. Since our resources were
limited, we decided to survey only a selected, representa-
tive sample of about 100 individuals from our customer
base. Our experiences with such small samples in earlier
surveys were good. The advantages are low cost and the
possibility of enhancing the return rate and results by a
mix of mail, telephone, and personal survey methods.
We achieved excellent consistency of survey results, The
responses, even to sensitive questions, were very consis-
tent, and compared well with the perception of senior HP
field and marketing people and with the results of a
thorough technical analysis of a current similar product.
(The technical analysis was an analysis of the failure modes
of a current product assuming a complete redesign with
elimination of all known failure mechanisms for which
solutions seemed feasible.)
It was interesting to learn how dramatically customer
expectations for the useful life of the product can change
from generation to generation. Expectations for product

Percentage of Customers

40—+
20 L’
0 | | | | | | | | | ! | -
I | 1 1 | 1 I I ! I I I

<+————More Precise Less Precise —»

Precision of Analysis Results

Fig. 2. Results of the customer survey on expected analysis
precision, showing the cumulative percentage of customers
whose applications are such that they could accept precision
equal to or better than a particular level
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lifetime were more than three times as long as the equiva-
lent data from a survey we had conducted about nine years
ago. Setting the right goal for useful life is critical for
mechanical assemblies. Higher-lifetime components are
often more expensive, so overdesign must be avoided. On
the other hand, early wear-out means dissatisfied custom-
€ers.

One important aspect of surveys is the statistical evalu-
ation of the response data. In this survey, the responses of
customers from different markets and different environ-
ments for such criteria as expected reliability, service cost,
and the like were consistent enough to justify calculating
the mean and confidence interval. This was not so for some
other results, for example the expected analysis precision,
where the responses differed widely based on the respon-
dents’ major applications. This was not surprising, since
a QC analysis of a drug may require a precision level of
0.3%, while in an analysis of a biological sample in a com-
plex matrix, which requires several sample preparation
steps that are all prone to statistical variation, overall ex-
pected analysis precision may be only 5 to 10%. In such a
situation it is meaningful to plot a cumulative distribution
of the survey results as shown in Fig. 2. This plot indicates
what percentage of potential users could accept a product
designed for a certain performance level (assuming that
users with lower performance requirements would accept
the product as long as the price were acceptable). This plot
is useful for cost/performance optimization.

Similarly, design goals were defined for each of the qual-
ity criteria listed in Fig. 1, resulting in a set of benchmarks
for HP 1050 Series quality.

Reliability Verification

There are two main approaches to strife (stress + life)
testing. The first is the test-to-fail philosophy: the stress
applied to a product is increased until a failure occurs.
The aim of this test type is to find design weaknesses using
high stress levels. The second approach is a strife test with
fixed stress conditions (constant acceleration factor*) at a
more moderate stress level, which most likely finds only
failure mechanisms potentially occurring under normal
operating conditions. The focus is not only on finding de-
sign weaknesses but also on being able to predict reliability
(annualized failure rate, or AFR). On the product and sys-

*Accelaration factor is the ratio of the annualized fallure rate under stress conditions o the
annualized failure rate in normal use.

AA (nm)

1 1
32 40 48 56 64 Days
Fig. 3. Piot of the wavelength calibration accuracy of the HP
1050 Series diode array detector. The test time of 64 days
corresponds to aver two years of normal operation, assuming
an acceleration factor of five and 3500 operating hours per
year.
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tem levels, we do mainly the second type of strife testing.

The same product-level stress conditions are also used
to check the robustness of specifications against aging, This
is possible because we now have more than eight years of
experience with this type of test, and we can verify by
comparison with field failure results that a typical acceler-
ation factor for a product under our stress conditions lies
between 5 and 10. For example, Fig. 3 shows the wave-
length calibration accuracy of the HP 1050 Series diode
array detector over a simulated operating time of two vears.
The result is better than +1 nm, equivalent to the design
goal. Fig. 4 is a flow chart of the test procedure. The reason
for the additional tests with subassemblies is that, to accel-
erate a special failure mechanism, specific stress conditions
may be necessary and/or more data for failure analysis may
be needed.

As mentioned before, we want to be able to predict relia-
bility, that is, reach a good estimate for the annualized
failure rate (AFR) during and after completing the test.
There are many obstacles to achieving high confidence
levels. One has the option of either testing many products
in parallel or of applying high stress to a few samples to
get results in a reasonably short time. Neither alternative
is ideal; it is too expensive to test a large number of com-
plete systems, and very high stress levels risk introducing
unrealistic failure mechanisms. Another problem is deter-
mining the acceleration factor for a product under high
stress. We decided to stay with our moderate stress level
and find a good model to monitor reliability growth. We
selected the Duane model. It is an advantage of such models

Test Produ
uncllr leod

Gandﬁuns

Design Additional Tests
with Subassemblies:
Use Specific Stress
to Which the Expected
Failure Mechanism is
Sensitive (e.g., Pressure,
Repetition Rate, Aggressive
Solvents, elc.)

it Necessary

Fig. 4. Test procedure for strife testing under fixed stress
conditions. For additional tests with subassemblies, stress
conditions are adapted fo the failure mechanism
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that test data for a product under test is accumulated (giving
more confident results) to calculate an instantaneous AFR,
which successively improves. The model also indicates
the effectiveness of the reliability program.’

For the HP 1050 Series modules we decided on the fol-
lowing constant stress parameters: temperature cycling be-
tween 5 and 70°C, line voltage and frequency variations,
power on/off cycling, and instrument-specific stress for ac-
celerated operation (for example, repetition rates for the
injector, pressure for the pump, etc.). For any failure found
during the test we did an analysis of the failure mechanism
and implemented the fix. The resultant improvement of
the reliability of the instrument using this test-fix-test
method is called reliability growth. For data evaluation we
used the Duane model, which assumes that the cumulative
mean time between failures (MTBF(] is proportional to x“,
where x basically is the test time and a is the reliability
growth estimator.” Plotting MTBF,. against x on log-log
paper leads to a straight line with the slope « (see Fig. 5).
With these results we were able to predict an AFR at the
time of release of the HP 1050 Series. Now, more than a
year after the introduction of the HP 1050 Series, we have
sufficient data to check this predicted AFR. Analysis shows
that we are within =10% of the predicted AFR for the HP
1050 pump. These results encourage us to continue using
this method.

User Friendliness

In 1986 we started to develop measures and test methods
for user friendliness, to be included later in the design
objectives for new product development. The first step was
to assemble a group of experienced people from marketing,
R&D, sales, and service, and brainstorm on factors relevant
to the user friendliness of an analytical instrument. The
result was a list of about 20 factors that all seemed more
or less relevant. To narrow these down to a few testable

Log MTBF

Log Test Time

Fig. 5. Duane plot for the HP 1050 Series quaternary pump,
relating cumulative mean time between failures MTBF . to test
time

I
3
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E
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Module A Module B Module C Module D

W  Siowest First-Time User
@  Average

Quickest First-Time User

_ _Time for First-Time User
Time for Experienced User

1

Fig. 6. Results of the pilot user friendliness test for four differ-
ent test modufes carresponding to four different sets of operat-
ing parameters. The measured quantity is the time for correct
entry and verification of the respeclive parameter set

measures that are most important for our customers, we
interviewed some large industrial customers. According to
chemists in analytical labs, three main factors determine
their requirements for ease of operation:
® Most instrument operators are nonprofessionals
® There is relatively high operator turnover
® The sample mix requires frequent changes of analysis
method.
User friendliness is mainly perceived as the effort (that
is, time) required by a relatively untrained operator to set

Task Measure

a) Number of Cable
and Capillary
Connections Divided
by Number of
Modules

Installation

b) Time for Installation
to First Test Run

Time Required

for Checkout

Verificati):o-f_
Proper Operation
a) Time for Standard
Tasks, Unfamiliar/
Familiar Operator

Parameter Entry

and Operation
b) % Designations of

Functions Familiar
to Test Persons

a) Time per 1000

User Maintenance and Service Operating Hours

(Exchange Cost of Parts) b) Cost per 1000

Operating hours

Fig. 7. HP 1050 Series user friendliness measures.
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To Stock

Design for Manufacturing

The development of a new product means a challenge for
manufacturing, because new processes and manufacturing
methods are introduced. The inclusion of three production en-
gineers in the HP 1050 Series development team from the begin-
ning ensured that manufacturing experience was reflected in the
design.

JIT (just-in-time) and design-for-manufacturability methods
were applied consistently, and had a decisive impact on the struc-
tured design of the HP 1050 Series modules. A product-oriented
production layout guarantees low production costs, increased
productivity, and high flexibility. The number of assembly levels
was reduced to three. Thus, assembly, material supply, and order
handling could be simplified significantly. Production line person-
nel were trained to assemble and test the new modules in the
prototype phase and were able to provide important suggestions
for improvements to the development team. Special emphasis
was put on the development of tools and test equipment,

Automated Testing and Networking

Increased productivity and continuous evaluation of product
quality are based on automated tests. HP 9000 Series 300 Com-
puters and HP Vectra Personal Computers are used as controllers
to test the HP 1050 Series modules and assemblies during the
course of the manufacturing process.

Test data is evaluated both to increase product quality and to
supply timely information to control the manufacturing process
by statistical methods. A comprehensive network strategy sup-
ports the computerized tests in the manufacturing area (see Fig.
1).

All LC stations are connected to a central HP-UX station by
an HP SRM (Shared Resource Manager) network. At the central
station, all test data is collected and stored on a data base.
Information is retrieved for monthly quality reports and analyses.
Thus, the responsible production engineers can react to prob-
lems quickly and properly.

Another advantage of the SRM network is central test program
management. This makes sure that all programs are subject to
a weekly backup cycle.

Line Layout

‘__

Daily Results,
Backup

HP
Test

4| ")"\‘

Reports

L'\ Test Data Base

, Program SRM \
Result File - ¥ Flesut!s A\

Raw Data SRM
on Disk Server

Weekly
Test Program,
Backup

Fig. 1. HP 1050 Series production computer network.

All test stations were already working at the beginning of the
production prototype phase. This feedback enabled production
engineering and R&D to receive and evaluate important informa-
tion on manufacturability and testability at an early stage. This
made it possible to improve the tests and increase their efficiency
by continuous development.

Continuous Flow Manufacturing (CFM)

A prerequisite for continuous just-in-time (JIT) production is a
material-flow-oriented line layout (Fig. 2). The material for HP
1050 production is conveyed directly from the stockroom to the
line by a material elevator. Thus, long and awkward material
flows are avoided and the location of the material is known at all
times.

The straightforward material flow is also supported by the ma-
terial list structure for the HP 1050 modules, which has only three
levels at most.

Material List Structure

- I +
.
-

E | __
mmm anE mme

Subassemblies

Fig. 2. The line layout corre-
sponds to the material list struc-
ture.
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Fig. 3. Installing a damper screw.

Robotics

In the HP 1050 pumping system, the state of the membrane
between the damper head and the damper body determines the
performance of the high-pressure damper. To avoid placing this
membrane under incorrect tension, it is necessary to tighten the
| eight screws of the damper in different sequences with increasing
torques. The use of the high-pressure damper in both the HP
1090 and the HP 1050 led to a drastic increase in the number

Robot

Programs
2 » Start
: Stop
— »

Status

HP
Vectra
PC

Screwing Device Programs

Fig. 4. Robot station data flow

of units. To maintain quality, the manual screwing procedure
formerly used had to be abandoned.

To ensure a stable level of quality, the tightening is now done
by an electronically controlled screwing device connected to a
robot (see Figs. 3 and 4). This robot is also used for preassembly
of the high-pressure damper. The programs for the screwing
device and the robot were written on an HP Vectra personal
computer and are retrieved from the hard disk as needed. By
monitoring the screwing procedure—in particular the torque, the
angle of rotation, and the screw-in depth—each irregularity of
the damper and screw threads can be detected.

Heiko Breckwoldt

Manfred Seitz

Production Engineers
Waldbronn Analytical Division

up and run an analysis.

Based on this information, we developed a test method.
It consists of defining standard tasks for the unit under test
and measuring the time required to perform these tasks by
test persons without any operating experience on the unit
under test, relative to very experienced operators. A pilot
test with 10 test persons was then performed on an LC
workstation, to find out whether such a test is feasible and
gives meaningful results, and what test procedure would
work best, including:
® How much familiarization for test persons is optimal (15

minutes)
® Whether to do video monitoring or not (no)
® How to measure time (monitoring by an observer)
® How to record specific operating problems.

Fig. 6 shows some results of this pilot test. Since we
observed quite a wide range between the quickest and the
slowest first-time users, we decided to use both the average
ratio and its range as our measures. Later tests showed that
the range (slowest minus quickest first-time user, relative
to experienced user] may be an indicator of the product’s
learnability.* In addition to these measures, the most fre-
quent operating problems experienced by the test persons
were recorded as a basis for improvements of the user in-
terface.

The next step was to calibrate our test results against
user perceptions of how user friendly the LC workstation
was. Several hundred users were surveyed, with regard to
the parameters tested, on how easy to use they perceived
the workstation to be. The survey also contained questions

*Also see Fig. 10

that helped us define an average operator profile. This was
important in selecting the right test persons. The survey
results and the test results together gave us the basis for
setting design goals for user friendliness of the HP 1050
Series. In addition, several other factors from our
brainstorming list were included in the HP 1050 Series
user friendliness measures (Fig. 7).

The test procedure was successfully used by the HP 1050
detector design team during user interface prototyping to
improve the user interface. Fig. 8 indicates the significant
progress in user perception that was achieved by this pro-
cess.

Finally, a test of the complete system was also done with
13 test persons. Figs. 9 and 10 show some results of these
tests. In most lest categories, the HP 1050 system meets its
design goals. We will complete the test with a user survey
identical to the one answered by the test persons after
finishing the test. This calibration step will provide further
data to compare test results with user perceptions, and will
allow us to make further refinements in test methods and
goal sefting.
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A Compact, Programmable Sample
Injector and Autosampler for Liquid

Chromatography

The HP 1050 Series autosampler is capable of manual or

automatic injection fromup to 119 sample vials a

volumes up to 2000 microliters.

by Wolfgang Kretz and Gerhard Ple

HE HP 1050 SERIES AUTOSAMPLER MODULE

(Fig. 1) is a compact, stackable, fully programmable,

microprocessor-controlled stand-alone unit designed
to inject liquid samples automatically onto the column in
a liquid chromatographic system. It performs routine
analysis for quality control as well as analysis method de-
velopment in research laboratories. It can either work in
an HP 1050 Series LC system environment or together with
HPLC modules from other instrument suppliers.

The autosampler is programmed via its front-panel
keypad. A two-line display prompts the user in setting
parameters and provides the required status information.
The standard sample capacity is 21 sample vials, which
can be randomly accessed for analysis. If required, the
number of available sample locations can be expanded to
119 by adding a dedicated sample tray with a robot-like
manipulator. This tray also allows temperature control for
its vial positions.

The standard autosampler allows injection volume set-
tings from 0.1 ul through 100 pl without the need to change
any hardware. Optionally, the injection volume can be ex-
tended to 2000 ul with a hardware modification.

Fig. 1. HP 1050 Series injector and autosampler module, The
standard tray holds 21 sample vials

tinjection

Design Goals

From the beginning the main design philosophy was to
offer our customers an instrument with all major functions
at a moderate price. When sample throughput or other
requirements grow, the system can also grow, up to the
highest degree of automation with a robotic system serving
the autosampler. The main design goals were to provide:

A stand-alone module capable of working in any HPLC

system

A simplified hydraulic path to reduce maintainance and

increase reliability

A design that conforms to HP 1050 Series common de-

sign guidelines for minimum footprint

Upgradability to adapt to changes in customer demands

A wide injection volume range to minimize the need to

modify the instrument

Maximum use of standard components to reduce cost of

ownership

Access for a robotic vial handler

Fast random access to minimize the time required to

carry out an injection

No extra wash mode, thereby simplifying operation

A maximally safe design with built-in leak drainage and

leak detector.

Metering Device

Sampling Unit
From Solvent
Delivery System

. Valve

To
Column
Waste
Fig. 2. Prepare-to-inject condition
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Mainframe

The autosampler follows the general design philosophy
established for the HP 1050 Series. However, unlike the
other modules, the autosampler has a large opening at the
left front corner. This is to make the operating area easily
accessible to the user, so that vials and trays can be inserted
and removed very conveniently and simply. There is also
access for the optional 100-vial tray and for a robotic system
to manipulate the vials and trays.

All HP 1050 modules are required to have random stack-
ability, so special attention was paid to the mechanical
stability of the autosampler module. As in the other mod-
ules, there is strict separation of the chromatographic area
and the electronic area. Manufacturability, electromagnetic
compatibility, leak handling, and accessibility for repair
were also important considerations throughout the entire
development cycle.

Theory of Operation

The hydraulic path of the standard autosampler consists
of three main assemblies: the six-port valve, the metering
device, and the sampling unit. The six-port valve switches
the solvent path to go through or bypass the other elements.
The sampling unit acts as the interface to the vial. It trans-
ports the selected vial to the needle position, where the
needle can move into the vial. The metering device then
draws the programmed amount of sample into the system.

A complete injection cycle starting with an initialized
system works as follows. The first step is the prepare-to-in-
ject step (see Fig. 2). The six-port valve is switched to the
bypass position so that the pump delivers flow directly
onto the column and the remaining injector elements—me-
tering device, sample loop, needle, and seat capillary—are
bypassed. The liquid volume in this area, which is under
a high system pressure of up to 400 bar before switching,
can expand through the waste outlet of the valve. The meter-
ing device plunger is moved to its front (home) position,
displacing a small portion of solvent to waste.

The next step is the load-sample step (see Fig. 3). In the
sampling unit the needle is lifted and the sample tray is
rotated until the selected vial is directly under the needle.
The needle is lowered into the sample liquid in the vial
to allow the metering device to draw up the desired volume
by moving its plunger back a certain distance. The needle

"
|

Fig. 3. Load-sample condition.
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Fig. 4. Inject-and-run condition.

is then raised again, the tray is moved to its home position,
and the needle is moved onto the seat to close the sample
loop.

The final step is the inject-and-run step (see Fig. 4). The
six-port valve is switched to its mainpass position, which
directs the flow back through the loop, which now contains
the sample volume. The solvent stream transports the sam-
ple onto the column, and separation begins. This is the
beginning of the analysis. In this hardware condition,
which is also the starting condition for the next injection,
all major performance-influencing hardware is flushed by
the solvent tlow. Therefore, no additional flushing
hardware and procedures are required.

Extended Injection Volume

The standard instrument allows injection volumes up to
100 pl, which is the metering device volume. In some cases,
larger volumes are required. This can be achieved by re-
peatedly drawing and storing partial volumes in the capil-
lary connecting the seat to the valve. This mode of operation
is called the multiple-draw mode. Before this can be done,
the capillary must be extended with a larger one that can
hold the largest volume to be injected (see Fig. 5).

In the multiple-draw mode the load-sample step is mod-

Fig. 5. Loading a partial sample into an extended seat capil-
fary.
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ified. After drawing up and reseating the needle, the
plunger is moved to the front position to place the 100-ul
sample volume, or “plug,” in the seat capillary. Then more
sample is drawn from the vial and another 100-ul sample
plug is placed in the capillary. This is repeated for the
required number of 100-u1 partial volumes. The last partial
volume remains in the standard loop and the conventional
inject-and-run step follows.

Sampling Unit

The sampling unit (Fig, 6) has two major functions. First,
it opens and closes the sample loop by means of a movable
needle and a fixed seat, which form a seal that can with-
stand high pressure (up to 400 bar or 5800 psi). Second, it
stores sample vials and moves the desired vial into the
inject position.

The stainless-steel needle, fixed in an arm, is moved up
and down by a stepper-motor-driven leadscrew and guided
by bushings on a shaft. The lower needle position is deter-
mined by a multifunctional optical sensor and a spring
which is loaded when the needle moves onto the seat. This
spring applies the required force to ensure a leakproof seal
of the needle on its seat with zero motor current. The same

optical sensor is also used to determine the upper needle
position to ensure enough clearance for vials to be moved
underneath. In addition, there is a missing-vial sensor,
which is actuated only if a vial is present when the needle
moves down to the draw position.

The sample vials are held in an internal tray with 21
positions. The tray is manufactured as a precision plastic
molded part. It can be removed very easily from the instru-
ment to be loaded with sample vials. It can also be used
as a sample container to be stored in a refrigerator. Several
trays can be stacked easily and used to store vials on the
lab bench. The driving mechanism for the sample tray is
a stepper motor with a quadrature encoder for a position
feedback sensor. The encoder resolution is 2000 counts per
revolution, which corresponds to an angle of 0.18 degree.
This allows very precise and reproducible rotation of the
tray to the programmed vial location starting from the home
position. Correct vial positioning eliminates the possibility
of needle damage resulting from mispositioning caused by
accident or user interaction during rotation. In addition,
the absolute positioning ensures that the correct vial is
selected. The home position and presence of the tray are
checked by a Hall-effect sensor which is actuated by a small

Cutaway View of Detail
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Fig. 6. Cutaway view of the sampling unit.
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magnet fixed in the tray. By evaluating the polarity of the
sensor signal, two types of trays can be distinguished. All
functional parts are integrated onto a machined aluminum
permanent-mold casting.

Metering Device

The metering device shown in Fig. 2 is a key element
that strongly contributes to the precision of an autoinjector
system. It must meter exactly the desired volume to be
injected. The metering device consists of the analytical
head assembly and the metering drive (Fig. 7). The analyti-
cal head assembly connects with the sampling needle and
the solvent delivery system. It contains a plunger to draw
up the required amount of sample and subsequently inject
it onto the LC column. The metering drive drives the
plunger.

To draw up a sample, the metering drive displaces the
plunger in the head a certain distance. The metering drive
is a high-precision linear actuator with a stepper motor
driving a leadscrew via pulleys and a toothed belt. It is
integrated in a carrier made of sheet-metal parts and
aluminum permanent-mold castings. A vane mounted on
the guiding nut of the leadscrew interrupts an optical sen-
sor in the farthest stroke position and defines the home
position.

Since the analytical head assembly has to withstand the
high system pressure of up to 400 bar, its design is very
similar to the solvent pump head. The sapphire plunger
and its seal are the same parts used in the HP 1050 solvent
pumps. When drawing up sample, the plunger is forced
by a spring to follow the leadscrew exactly without back-
lash. The leadscrew and the plunger are decoupled by a

Stepper Motor

Guide

Analytical
Head

Sapphire Plunger |

Spring
Adapter
Ball

Leadscrew

Optical Sensor

ball, which transfers force. This design compensates for
mechanical tolerances and increases the lifetime of the
plunger seal. The overall resolution is 7 nl displacement
of the plunger with one step of the motor.

Electronic Design

In addition to the electronics found in all HP 1050 Series
modules—power supply, microprocessar board, keyboard,
and display—the autosampler contains module-specific
electronics to support the injector hardware. Fig. 8 shows
the autosampler electronic block diagram. The central
motherboard, which interconnects all of the boards in the
card cage, also has connectors for the electronic compo-
nents located in the hardware area.

The standard configuration has two additional boards.
The first board controls the metering drive and the six-port
switching valve, while the second board interfaces to the
sampling unit. The first board also carries the injector-spe-
cific firmware on a small piggyback board. When the op-
tional 100-vial tray is installed, a third board is added. The
module-specific boards contain the stepper motor drivers
and control logic to run the motors at speeds in the 1000-
steps/second range while also monitoring and responding
to the limit sensors. This design reduces the real-time
hardware-servicing requirements on the microprocessor
and frees it from a lot of simple, periodic work.

100-Vial Tray Integration

The 100-vial sample tray (Fig. 9) was first introduced to
increase the sample throughput of the HP 7673A Gas Chro-
matograph injector. This tray was developed by HP's Avon-
dale Division. Because of its modularity, we found the tray
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Metering Drive

Bl Fig.7. Cutaway view of the meter-
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to be an ideal way to increase the sample capacity of the
HP 1050 injector and provide temperature control of the
vials. The opportunity to leverage an existing, available
product instead of duplicating the design effort was an
additional benefit.

The tray offers storage, transportation, and temperature
control of 100 sample vials. The vials are placed in four
removable quadrants. A circulating bath can be connected
to fill and drain adapters at each quadrant. The transport
mechanism is a small manipulator consisting of an arm
and a gripper operating in cylindrical coordinates. The
manipulator is mounted on top of the drive mechanism
located in the center of the tray base. To transport a vial,
the arm moves radially and turns around the tray axis to
place the gripper close to the selected vial position. The
gripper moves vertically down and the vial is engaged at
its neck. After it is raised, the vial can be placed anywhere
within the arm’s accessible area.

The 100-vial tray is adapted to the HP 1050 autosampler
by a compound design (Fig. 10). Sheet-metal parts used for
the support ensure proper positioning and the required
stability. A polyurethane foam part between the two sheet-
metal parts spans the distance and adapts the tray’s appear-
ance to the HP 1050 industrial design. This support assem-
bly is attached to the autosampler base with only four

Gripper

\ Tray Base

Quadrant

Clamp

Polyurethane
Foam

Sheet-Metal Parts

Fig. 10. HP 1050 Series support for the 100-vial tray.
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screws. The tray slides into the bracket to its defined posi-
tion and is fixed with a spring-loaded clamp. The tray is
controlled by an additonal printed circuit board in the
cardcage.

If the 100-vial tray is installed, the user can specify not
only internal vials but also vials within the external tray
area. In the internal tray, a transfer position is defined for
vial exchange. For a sample injection from an external vial
the arm picks up that vial and places it into the transfer
position of the internal tray. Then a standard injection is
done using the vial in the transfer position. After injection,
the vial can be returned to the external tray or kept for
additional injections.

Automation Capabilites

The major use of an automatic injector with autosampler
is to permit an LC system to run unattended, doing a series
of analyses in a predefined way, say overnight or during
the weekend. The HP 1050 autosampler offers two modes
of automation. One mode, which is very easy to set up,
can be used to analyze a set of samples under preset con-
ditions. The user only has to specify the first vial, the last
vial, and the number of injections per vial. Once started,
the system analyzes the specified range automatically.
There is no chance of changing analysis parameters, but
this mode is very useful for doing a few injections rapidly.

A more sophisticated way of automating an LC system
is to use the full sequence capability of the autosampler.
This mode allows programming of parameter changes and
periodic insertion of calibration injections. There are more
parameters to be set up, but the versatility is high. The
overall analysis sequence is built up by chaining parameter
sets. A set always works with the same analytical condi-
tions. Chaining of up to nine sets is possible, and sets can
be disabled to prevent their execution. A set contains the
following parameters:

seti on/off
waittime xmin
firstvial XXX

lastvial yyy

#ofinj rd

injmeth m

overlap on/time
calib offimulti/alter
firstcalv cee
lastcaly ddd

# ofinj ee

after ff vials/runs

Fig. 11 shows an example of a set that includes periodic
recalibrations out of calibration vials (calv) and results in
the following series of injections [ci stands for calibration
vial i and si stands for sample vial i. The calibration mode
is set to multi.):

start-c1-c1-c2-c2-c3-¢3-54-55-56-57-58B-59-¢c1-¢c1-c2-c2-c3-¢3-s10-511-
512-s13-514-515-c1-¢1-c2-c2-¢3-c3-516-517-518-519-520-521-c1-c1-
c2-¢2-c3-c3-finished
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Fig. 11. Typical setup of sequence and vials for unattended
analysis.
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Flexible, Precise Solvent Delivery for
Liquid Chromatography

The HP 1050 Series LC pump merges reliable, known
technology with powerful control capabilities that
compensate for solvent properties and physical side
effects. A custom IC implements the motor and pump

control functions.

by Fred Strohmeier and Klaus Witt

IKE ALL HP 1050 SERIES MODULES, the pump mod-

ule (Fig. 1) is a microprocessor-controlled stand-

alone unit with full programming capabilities. It is
compact in size and stackable with other HP 1050 Series
modules to form a chromatographic system.

The module can be used for analysis method develop-
ment in research laboratories and for routine analysis in
quality control. It can work either in HP's system environ-
ment or together with instruments from other manufactur-
ers.

Parameter setting and programming are done using the
functional keyboard on the front panel. A two-line display
prompts the setting of parameters and provides feedback
by displaying parameter values.

The instrument is available with two different levels of
complexity to meet the needs of customers’ applications.
At the entry level is the isocratic version, which can only
pump one liquid from a bottle. The more flexible quater-
nary version is able to blend liquid from up to four different
bottles in a selectable and time-programmable mixture.

The main design goals for the pump were moderate cost
and flow performance that does not limit the chromato-
graphic applications. Because the range of chromatographic

Fig. 1. Isocratic HP 1050 Series LC pump module
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applications is wide, the flow rate of the liquid delivered
to the column is adjustable over a wide dynamic range.
The HP 1050 pump is designed for a factor of 10,000 be-
tween the lowest and the highest flow rates. It delivers up
to 10 ml/min in 1-ul/min increments.

Pump Design Options

Although the flow rate of an LC solvent delivery pump
should be adjustable, it is very important that once selected,
the flow rate be kept constant. If the flow rate through the
separation column fluctuates, variations in the retention
times and the areas of the chromatographic peaks will
occur. Since the peak areas are representative of the concen-
trations of the separated sample components, fluctuations
in the flow rate would impair the accuracy and the repro-
ducibility of quantitative measurements. The various de-
tector types show different sensitivities to flow rate vari-
ation. Commonly used detectors in liquid chromatography
are absorption detectors, fluorescence detectors, elec-
trochemical detectors, and refractive index detectors.

Some pumping systems, such as reciprocating pumps
with single pistons, have inherent flow rate variations be-
cause the piston delivers only during a portion of the pump

100 +

i

Stroke Volume (pul)
o
7

20

0.1 5

Flow Rate (mi'min)

Fig. 2. Siroke volume as a function of flow rate, showing
variable stroke capability of the HP 1050 pump.

© Copr. 1949-1998 Hewlett-Packard Co.



cycle. Hydraulic capacitance is used downstream from the
pump to filter out most of the 100% pump ripple. To reduce
the pump pulsation, it is possible to use a dual-piston
pump having two interconnected pump heads, each with
a reciprocating piston. The pistons are driven by a cam
and a camshaft with a predetermined phase difference so
that one piston is delivering while the other is drawing,
and the resulting flow rate is comparatively smooth. This
type of pump is used in the HP 1050 pump module.

Pumps using techniques other than reciprocating pistons
(e.g., peristaltic, centrifugal, or gear pumps] are seldom
used in high-performance liquid chromatography because
the flow rate is also expected to be constant despite pressure
variations of up to 400 bar, which is about 5800 psi.

At the high pressures encountered in high-performance
liquid chromatography, compressibility of the solvents be-
comes noticeable, resulting in an additional source of flow
pulsations. During each compression cycle of the pump,
the piston has to move a certain distance to compress the
liquid to its final delivery pressure before delivery of liquid
starts. As a consequence, pulsations in the outflow occur
at the pumping frequency. These pulsating flow variations
are particularly disturbing to reproducibility at low flow
rates because the percent magnitude of the pulsations re-
mains substantially constant over a wide range of flow rates
while the amplitudes of the peaks in the chromatogram
become smaller when the flow rate is reduced, particularly
when smaller separation columns are used.

The pulsations caused by the compressibility of the lig-
uid are most often reduced by using specially designed
cams that are contoured to produce the same amount of
outflow of pressurized liquid at all points in each revolu-
tion of the camshaft except for a short interval at the begin-
ning of the expulsion stroke of a piston, where the piston
moves with a higher speed. This precompression phase

and the resulting positive outflow pulse compensate for
the compressibility of the liquid. The effectiveness of the
precompression phase is dependent on a variety of param-
eters, including volume at the top center position of the
piston, stroke volume, pressure in the pump, compressibil-
ity of the liquid, stiffness of the pumping system, and clos-
ing performance of the valves. Since not all of these param-
eters can be precisely determined and especially since the
liquid is in general unknown, a small residual pulsation
in the outflow of the pump is to be expected.

Dual-piston pumps can be classified into two types: serial
and parallel. In serial pumps the first and second piston
chambers are connected in series. While the first piston is
delivering liquid at twice the nominal flow rate, the second
piston is refilled by drawing up some of the liquid from
the first piston at the nominal flow rate. The net outflow,
therefore, is just the set flow rate. During the intake phase
of the first piston, the second piston delivers liquid to the
system at the nominal flow rate and the first piston draws
in liquid from the bottle at twice the nominal flow rate.
Thus the second piston, running at half the speed of the
first, always delivers the nominal outflow. This type of
pump only needs one inlet valve and one outlet valve be-
cause the second piston never pumps. It is only needed
for damping the pump ripple. This type of pump is actually
a single-piston pump with an active damping piston.

In parallel pumps the two piston chambers are connected
in parallel. Each piston chamber has two valves, with the
inlet valves both connected to the liquid bottle and both
outlets connected to the remainder of the system. The two
pistons are operated 180 degrees out of phase, but at the
same speed, so that one piston is always delivering liquid
while the other is drawing to refill the pump chamber. This
type of pump needs four valves, but the inlet flow is con-
stant over the full pump cycle.

Hydraulic
Damper

L
L_rf

Encoder
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Fig. 3. Functional block diagram
of the HP 1050 pump module.
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The HP 1050 pump design is a serial type because it
requires only half as many valves and therefore has lower
cost and higher reliability.

Design Philosophy

There is a difference in design philosophy between the
earlier HP 1090 pump design' and the current HP 1050
pump design. For the HP 1090, the approach was to use
whatever hardware was needed to make the pump's perfor-
mance independent of liquid properties and physical side
effects. For the HP 1050, the approach is to use very simple
and reliable hardware and to compensate for liquid prop-
erties and major physical side effects in other ways, based
on knowledge and understanding of liquid properties and
characterization of side effects.

The HP 1090 pump design splits the performance-deter-
mining elements into a metering pump, which meters a
precise flow rate against low pressure, and a booster pump,
which pumps the metered flow against the high system
pressure. The HP 1050 pump consists only of two pistons
and two valves driven by a serve motor by means of a gear
and ball screw spindles. The two pistons both meter the
flow and generate high pressure. Because high pressure
has a big impact on metering quality, compensation is re-
quired to deliver a precise flow rate independent of solvent
properties. For compensation purposes the user is required
to enter a parameter for solvent compressibility.

Integration Effects

For quantitative chromatographic analysis, an integrator
is used. An integrator is a reporting device that integrates
the detector signal over time. Integration starts when a peak
is detected and stops when the end of that peak is found.
The integration result can be influenced by the pump's
flow performance in several ways. The major influence is
the flow rate itself. Because the detector signal is integrated
over time, the same peak area may represent different com-
ponent amounts. The correct relation is found by compari-
son with standards. However, while this can compensate
for the average value of the flow rate, the pump’s flow
ripple will still be reflected in the reproducibility of the
area results. If the detector signal is flow or pressure sensi-
tive, this will add to the flow variation. If the pump ripple

is found on the detector’s baseline, the beginning and end
of a peak may be misinterpreted and again the peak area
will change. Integration inherently suppresses all frequen-
cies that are high relative to the peak width well enough
not to disturb the results. Therefore, a high pump ripple
frequency is desirable. However, this causes the valve clos-
ing performance to have a greater influence on flow rate
stability., With a fixed stroke and a wide flow rate ranging
from 50 pl/min to 10 ml/min, the pump frequency will
vary by the same factor—200. A special variable-stroke
function of the HP 1050 pump reduces this ripple frequency
range by a factor of five. The stroke is 100 pl at the highest
flow rate and only 20 ul at the lower end (Fig. 2). This
increases the ripple frequency, especially at the lower flow
rates, and thus decreases the influence of ripple on quan-
titative results.

Variations in the composition of the solvent mixture very
strongly influence chromatographic results. The variable
stroke volume leads to smaller liquid packages that can be
better mixed in a given delay volume. No extra mixing is
required.

Pump Design

The HP 1050 pump is a dual-piston syringe type pump
with an active inlet valve and a passive outlet valve (see
Fig. 3). The two pistons are connected in series. The pri-
mary piston defines the flow and the secondary piston is
used for damping purposes only. Therefore, the second
piston needs no valves.

Both pistons are driven by ball screw spindles. These
are connected to a gear system that drives the spindles 180
degrees out of phase and the second piston at half the speed
of the primary piston. This requires a drive motor that is
able to reverse rotation within a very short time. The digital
servo system has a high bandwidth of about 200 Hz and
the motor shaft can be positioned with a resolution as low
as one quarter of a degree. The result is a very linear drive
for the piston displacement with the high reliability of a
ball bearing.

The liquid is drawn in through the opened active inlet
valve into the primary pump head when the primary pistan
is moved down. In the isocratic version the liquid comes
directly from the solvent reservoir, while in the optional

Active
Valve

Inlet Valve
Control

Frequency
Synthesizer

A

Control
4+—

Address
=

Compensation
Position

Bidirectional Bus Interface

26 HEWLETT-PACKARD JOURNAL APRIL 1990

——

; \
Motor |

.

—» |:

Position | S
Servo ik
System

-
Encoder
To Gradient
Controller
Fig. 4. Simplified block diagram
of the pump control chip.

© Copr. 1949-1998 Hewlett-Packard Co.



quaternary version the multichannel gradient wvalve
[MCGV) selects one of four solvent reservoirs at a time.
When the primary piston reaches the end of the selected
stroke, the direction of movement is reversed, the active
inlet valve is closed, and the liquid is pressed through the
outlet valve towards the secondary pump head. There are
no valves at the secondary pump head because it is for
damping purposes only. On the way to the chromato-
graphic system the liquid passes the hvdraulic damper,
which has the additional function of measuring the system
pressure.

The primary piston runs at a displacement speed that is
twice the flow rate because it only draws in liquid during
half of the pump cycle and delivers liquid during the other
half of that cycle. While the primary piston is delivering
twice the flow rate, the secondary piston, running back-
wards, draws off half of that volume. Thus the remaining
outflow is the nominal flow rate. During the intake phase
of the primary piston, the secondary piston displaces lig-
uid, keeping up the flow rate until the first piston chamber
is filled again.

The flow rate quality of such a pump relies on the switch-
ing characteristics of the valves. Therefore, an active inlet
valve was chosen. A special bipolar drive allows this valve
to operate in milliseconds. The pump control chip switches
the valve with a delay as low as one microsecond.

For the quaternary pump, in which two or more solvents
can be mixed in varying proportions to form gradients, the
specially designed flowstream through the pump head al-
lows very precise gradient formation because the flow di-
rection of the proportioned solvent volumes does not
change on the way to the system. The solvent reaches the
pump chamber near the piston seal and leaves at the top
of the pump head. Very good mixing of multiple solvents
is achieved by the double active mixing characteristics of
the two pistons in series. During the intake phase the sol-
vent flows through the ring gap around the first piston.
This forms turbulence at the top of the piston that mixes
the solvent in the right order, the old composition at the
top and the new composition at the bottom. This order
results in smooth transitions during programmed gradients.
During the delivery phase the first piston delivers the pre-
mixed liquid in the proper order while the second piston
does the mixing. The ring gap and turbulence behave in
the same way as for the first piston, but the main mixing
mechanism is that the outflow half of the liquid passes the

Position

Compensation 1
Stroke 1 {———

Compensation 2 —

Stroke 2

7500 Steps -
Fig. 5. Typical plot of motor pesition as a function of time.

half that is withdrawn by the second piston. This works
almost like integrating a noise signal over exactly one
period. Because this mixing is inherently synchronized
with the proportioning of the solvent volumes, no addi-
tional mixing device is needed to reach a composition sta-
bility of £0.25%, even though the composition is formed
by low-pressure proportioning.

Drive Motor Position Control

The HP 1050 pump is driven by a position-controlled
motor. The motor, encoder, and digital servo technique are
almost the same as in the HP 1090 pump,’ but the pump
drive control is different. Early prototypes showed that it
is essential for the flow performance and especially for the
gradient composition that the motor control system have
fast response and fine time resolution. Following the design
philosophy, the influence of solvent properties is compen-
sated by control means. Where the HP 1090 design only
required a constant step frequency, the HP 1050 also needs
a precise upper dead volume and a variable but reproduc-
ible stroke volume. The increased flow range of up to 10
ml/min adds a factor of two in dynamic range, so the control
response is required to be faster than 40 ps.

The low pressure gradient requires that the solvent selec-
tion valve be controlled so that the volumes of the various
portions of solvent are reproducible. Because of the com-
pensation, the flow rate is multiplied by correction factors.
Therefore, with fixed valve timing a given portion’s volume
will change. With position dependent valve switching, the
portion's volume is independent of the speed of the motor.
25-nl reproducibility in volume requires 80-us reaction
time in position. The valves are not switched that fast
(switching time is 1 to 2 ms); however, the reproducibility
of the valve switching points is better than 100 us.
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The pump control system performs the following func-
tions:
= Servo position control for the motor
m Step frequency generation (15-bit and 1-Hz resolution)
» Range detection and direction control at the ends of the

stroke
» Position jump function to a selectable compensation po-

sition at the beginning of the compression phase
w Synchronized control of the active inlet valve
w Position dependent generation of valve timing signals
» Bidirectional bus interface to the microprocessor.

All these functions are implemented in a single applica-
tion-specific integrated circuit (ASIC, see box, page 30).
All functions influencing flow reproducibility specifica-
tions are incorporated. The ASIC can control the pump
with a constant set of parameters independent of the micro-
processor. Fig. 4 is a simplified block diagram of the ASIC
control chip.

The set of parameters required by the control chip con-
sists of the motor speed, the distance between the zero
position and the stroke end, the compensation position to
which the position is set when the compression phase
starts, and up to three different position marks for the gra-
dient control. Fig. 5 shows a typical plot of motor position
as a function of time.

Parameter changes input through the user interface or
by run programming become active with the next pump
cycle. The microprocessor does not influence the stability
of flow, and therefore it is free to handle the user interface,
the parameter set, and the compensation calculations that
are required to make the outflow independent of the back
pressure. New sets of parameters are loaded to the chip in
synchronism with the pump cycle. When the pump starts
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Fig. 7. Ripple compensation with compression jump.
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the intake cycle, the new step frequency, stroke length, and
compensation position are written to the chip. When the
pump starts delivery, the position marks for gradient forma-
tion are updated. This ensures that the new data is available
well ahead of the time when it is needed.

Solvent Properties and Physical Effects

With regard to flow accuracy, the dual-piston serial type
pump can be considered a single-piston pump with active
damping (by the second piston, which has no valves). The
second piston only influences the short-term flow stability.
The two major effects are ripple and roll-off.

As in single-piston pumps, the internal pump head vol-
ume has to be compressed to system pressure before any
liquid is delivered to the system. This compression volume
(see Fig. 6) can be calculated as the sum of the elasticity
of the pump head and the total volume in the pump
chamber multiplied by the solvent compressibility, multi-
plied by the system pressure. During the time that the pis-
ton needs to travel this distance, the first-order damping
characteristic of the system reduces the pressure, which
changes the flow rate. This flow variance synchronized to
the piston's movement is known as the flow ripple. The
second piston can help reduce the ripple, as shown in Fig.
6. However, some ripple remains, its magnitude deter-
mined by the compression volume and the response of the
first-order damping characteristic of the hydraulic system.

Roll-off is the reduction of outflow dependent on system
back pressure. After the compression phase and during the
remainder of the delivery phase the pump delivers com-
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Fig. 8. Influence of ripple compensation on the pressure plot.
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pressed liquid, which expands on its way through the col-
umn. Because of the expansion, the flow delivered is higher
than the volume displacement of the piston (see the com-
pressed stroke volume in Fig. 6). At the end of the stroke
the piston changes direction and the intake phase starts.
Because of the pump head’s dead volume, the liquid is
decompressed, which means that its volume expands, and
the elasticity of the pump chamber is released. During this
time no new liquid is drawn in. Liquid that is not drawn
in cannot be delivered. Therefore, in the long term the
outflow is reduced by

r = (V,x + elasticity) % pressure X pump frequency.

where V,, is the dead volume of the pump and « is the
solvent compressibility. The liquid part of this effect varies
with the solvent used while the elasticity is only dependent
on the mechanical construction.

To reduce the magnitude of this effect the pump’s inter-
nal dead volume must be minimized. In the HP 1050 pump
design, this volume is as low as 40 pl. This is achieved
using a special absolute referencing method (explained
later). Using isopropanol as a liquid, the mean compressi-
bility is 100x 10~ ®/bar and the decompression volume is
only 4 nl/bar, With such a low solvent effect, the physical
elasticity is no longer negligible. Because of the plastic
material used for sealing, the elasticity has a value of about
8 nl/bar.

To compensate for these two negative effects, the pump-
specific ASIC chip supports a special function. Instead of
moving the piston back and forth with constant speed, a
Dirac impulse function having an area equal to the com-
pression volume is added to the speed function (see Fig.
7). Theoretically, this causes a position jump, a controlled
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Fig. 9. Influence of lengthened stroke on intake volume.

movement within zero time. In operation, the mechanics
need only 40 milliseconds maximum to perform this action.

The distance between the stroke end and the compensa-
tion position is calculated by the microprocessor every
pump cycle. The servo system causes the motor to perform
this jump using its maximum power. The resclution is 13.5
nl, which allows precise compensation for any stroke, pres-
sure, and solvent.

The function just described compensates for compres-
sion volume. To compensate for compressed stroke vol-
ume, a new running speed is set. The new speed is the
original speed reduced by the compression factor, so that
the flow rate of the decompressed liquid at the detector
remains constant, independent of system pressure [see Fig.
8). This compensated flow is set during the intake phase
and is activated when the next delivery phase starts (after
performing the compensation jump). These two chip func-
tions reduce the pump'’s ripple to a very narrow and sharp
pressure peak that is small and fast enough to have almost
no influence on the chromatographic results.

To compensate for roll-off, a new function of the HP
1050 pump—variable stroke volume—is used. The roll-off
problem is that, because of the decompression phase, the
pump cannot draw in as much liquid as the stroke length
would indicate. The intake stroke is effectively shortened,
and therefore, to compensate, the stroke has to be
lengthened by the same amount. The variable stroke feature
makes it easy to set the pump control chip to a stroke value
that is the sum of the nominal stroke plus the decompres-
sion volume (see Fig. 9). During the time it takes to draw
in this added volume, the second piston keeps the flow
constant. When the ripple compensation jump is executed,
the decompression volume is compressed again to the sys-
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Pump Control Chip

The design, mechanical construction, and compensation func-
tions of the HP 1050 pump module require a high-performance
motor and control system with high resolution, dynamic range,
and power.

Dynamic performance can be divided into two parts. One is
the ability to accelerate and decelerate, which is mainly deter-
mined by the terque and internal inertia of the mator, The other
is the useful output torque as a function of frequency. Dc motars
have an advantage in this area, while steppers, especially withaut
feedback, are weak here. Steppers tend to show resonances at
various frequencies, and reversing the current in their inductive
windings with a limited voltage takes time. The HP 1050 pump
would require a stepper motor running at a 125-kHz step fre-
guency with more than 1000 steps per revolution. Even with no
load and a long rampup time, this is difficult to achieve. Standard
dc motors are not allowed in analytical laboratory instrumentation
because of sparks and the risk of explosion. Stepper motors
generally have good resolution or dynamic range but not both,
and are difficult to use with variable loads.

To meet the requirements it was decided to use a position
control servo system of a type used in many HP applications
including robotics, plotters, and the metering pump in the HP
1090 HPLC system, predecessor of the HP 1050 Series.” For the
high-dynamic-range requirements, it was found that a variable-
reluctance (VR) motor, which is driven with control circuitry like
a brushless dc motor, provides the best performance.

The HP 1050 pump design requires high power to pump liquid
against high pressure. The running speed is selectable from 0
to 10 mi/min with a resolution of 1 wl/min. This operating dynamic
range is increased by the compensation calculations, so the
internal resolution is 0.4 w!/min for a 1-Hz stepping frequency.
This implies a maximum stepping frequency under a 200-bar
load of 25 kHz, or 12.5 kHz with a 400-bar load. The VR motor
meets these requirements. It also has enough power to acceler-
ate the pump from zero speed and jump 1000 steps within 40 ms.

The servo system is all digital. This makes it easy to integrate
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into an ASIC (application-specific integrated circuit) chip, which
saves cost and increases reliability. There were servo chips avail-
able, including the position control chip designed for the HP
1080 metering pump, but these would have needed companion
microprocessors running with at least a 1-kHz interrupt rate to
achieve the pumping performance. Therefore, it was decided to
design a new standard-cell chip that incorporates all the required
control functions to operate the pump hardware. An exiernal
microprocessor is only needed for parameter setting and the
compensation calculations with a timing requirement of 200 ms.
These can be done by the system’s main processor and no extra
chip is required.

Chip Design

Our experience with standard cell design was very helpful.
We worked together with HP's Cupertino Integrated Circuits
Division, and the first design was functional. No changes were
needed. When we started the chip design, HP technology had
just changed from CMOS-H to CMOS40, and the design station
from HP EGS to HP EDS. Since all our experience was on the
EGS system and the old HP 1090 chip design was to be a third
of the new HP 1050 chip, it was decided to design for CMOS-H
on EGS and convert the design to CMOS40.

Fig 1 shows a functional block diagram of the pump contral
chip. The heart of the chip is a 14-bit position servo system that
is designed to drive a special VR motor developed by HP
Laboratories in 1984 and manufactured by Warner. The built-in
commutator is fixed for a three-phase motor and an encoder that
has a factor-of-60 higher step count than the motor steps (for
example, a 3-phase VR motor with 24 steps/rev and a 360-slit
encoder with 1440 steps/rev).

The setpoint position counter can be accessed directly via the
interface bus by writing to it through the compensation position
register in position control mode. The motor will perform a jump
to the written position.

The chip contains circuitry that makes the servo frequency
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Control
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Controller
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Encoder
Gradient
Board

Fig. 1. Functional block diagram
of the HP 1050 pump control chip.
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tem pressure. The intake volume, therefore, is exactly the
nominal. The pump frequency remains constant—there is
only a slight phase shift of the intake phase. Since flow
rate is volume times frequency, it is also exactly the nom-
inal, and there is no roll-off.

Absolute Referencing

During normal operation the drive system of the pump
works in an absolute position control mode. For this mode,
it is necessary to know at least one absolute position refer-
ence. Former designs used light switches or magnetic sen-
sors for the absolute feedback. For the HP 1050 pump, price
and reliability considerations led to a new solution.

The absolute position reference has a direct influence
on the primary piston’s dead volume, which leads to flow
disturbances like the roll-off and ripple explained earlier.
The HP 1050 pump is designed to compensate for these
disturbances, but it is required that the dead volume be
known, constant, and as low as possible. The tolerances
of regular position sensors would require complex adjust-
ments, because the primary piston's top dead center is
designed to be only 77 um away from the top of the pump
head. A reference signal is available from the motor posi-
tion encoder, but it occurs every revolution, 6 or 7 times
during the stroke (see INDEX signal in Fig. 10). Because it
occurs more than once during the stroke, this index signal
cannot be used directly. It is necessary to find the first
occurrence. Therefore, a special algorithm is required for
absolute referencing.

For this algorithm, special functions are implemented in
the motor controller chip. The motor current can be read,
the encoder index signal is visible to the microprocessor,
and in a certain position range the setpoint position counter
can be loaded with a predefined offset value. During assem-
bly, the pump mechanical gear system is adjusted so that
the first encoder index signal occurs within about 160 to
660 encoder steps away from top dead center. To find the
absolute reference position, the primary piston is moved
slowly towards the pump head while the microprocessor
monitors the motor current. When the motor current, an
8-bit digital word, increases in value, the piston is at top
dead center. The piston is then pulled back and the micro-

Fred Strohmeier
Klaus Witt

processor measures the exact distance moved until the first
index pulse occurs. This distance is used to calculate the
numeric value to which the setpoint position counter must
be loaded each time the piston reaches the index pulse
that occurs inside the sensing range (see Fig. 10). Sub-
sequently, the servo always reverses direction when the
setpoint counter reaches a count of zero. Thus, for example,
when the first index pulse is found 246 steps away from
the top, the setpoint counter is loaded with 200 to ensure

Fig. 11. The guaternary HP 1050 pump module can mix up
to four solvents 1 m gradients
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that the piston reverses direction exactly 46 steps before
top dead center. The referencing algorithm is accurate
within four steps, which is 53 nl in dead volume or 6.7
pm in piston position.

When the pump head is changed to one with different
tolerances, it is not necessary to readjust the position sen-
sor. The referencing algorithm aligns itself in a wide range
of 0.8 mm.

This initialization (computation of the numeric value)
is performed whenever the pump motor is started. The
position referencing (loading of the numeric value into the
setpoint counter) is performed every time the piston ap-
proaches the top. Therefore, disturbances on the encoder
lines are not accumulated, and long-term operation is not
a problem.

Gradient Formation

Most chromatographic analysis requires solvent blend-
ing. At least during method optimization, it is useful to
have a free choice of solvent composition. Some applica-
tions require the solvent composition to be modified during
the analysis. This mode is called gradient programming.

The HP 1050 pump design is a low-pressure gradient
system, which means that the solvent mixture is formed
ahead of the pumping apparatus. The mixture is formed
by sequential proportioning of the different liquids during
the intake phase of the pump. Because some liquid combi-
nations as a mixture can solute less gas than the separate
liquids, the gas content has to be lowered below the satura-
tion limit. This is done by purging the solvents with helium.
It has been found that helium is able to replace the gas in
a liquid such that the final amount of helium in the liquid
is much lower than the original amount of gas. Some detec-
tion systems do not allow oxygen in the mobile phase but
helium is well accepted. The HP 1050 quaternary pump
(Fig. 11) is shipped with a solvent preparation cabinet that
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Fig. 13. Position dependent solvent proportioning.

includes solvent hottles, bottle caps with solvent filters,
and a set of helium flow control valves. As an option, the
solvent cabinet can have a manual injection valve, and
there is a column compartment that holds the analytical
column and a leak tray to collect leaking solvent.

A dual-piston serial type pump draws liquid during only
half of the pump cyele. This increases the switching re-
quirements for the proportioning valve. The number of
different portions also affects these requirements because,
as the number of portions increases, the probability that
some of the percentages are low also increases. At a flow
rate of 10 ml/min and a stroke of 100 ul, the switch-on
time for one channel is as low as three milliseconds per
percent in composition. To achieve the specified £0.25%
absolute composition precision, the valve is required to
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Fig. 12. Schematic diagram and waveforms for the inlet valve of the quaternary pump. The
waveforms indicate transistor states, not voltage levels.
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switch within 1 ms.

To achieve such fast switching with magnetic solenoids,
the overdrive technique is used. For on times up to 10 ms,
the valve is driven by a voltage five times nominal. For
longer on times, the veltage supply is chopped after 10 ms
at a rate of 25 kHz and the duty cycle is 20%. When a
changeover from one channel to the next occurs, at first
all channels are switched off to avoid crossflow between
the different solvent containers. This “all channels off"
situation allows all four solenoid drivers to be combined
so that only five power transistors are needed (see Fig. 12).

If there is a small solvent proportion right at the begin-
ning of an intake phase or right at the end, there is a chance
that the proportion will be influenced by the switching of
the inlet valve or by the decompression phase, which pre-
vents the drawing of solvent for a certain time. This effect
can be large enough that no solvent will be drawn for that
portion, thereby spoiling the composition accuracy. To pre-
vent this, a function called the primary channel is im-
plemented. The primary channel is the one that is opened
at the beginning of the intake stroke, and therefore is the
one that is influenced by the pressure dependent decom-
pression phase. It is selected by an automatic function or
by the user. This primary portion is split, and is drawn in
partly at the beginning and partly at the end of the intake
stroke (see Fig. 13). Up to two smaller portions can follow
in sequence between the two parts of the primary portion.
Because the same channel is opened both times the inlet
valve is switched, the influence on composition is automat-
ically compensated. Any change in the decompression vol-
ume because of changing pressure reduces or enlarges the
first channel’s portion, By the compensation calculations
described earlier, the stroke is adapted to the decompres-
sion volume, and therefore the last channel's portion is
enlarged or reduced correspondingly. Since the first chan-
nel and the last are the same, the effects compensate. The
same occurs when the valves have a delay between the
electrical signal and the mechanical switching action. This
changes the phase between the proportioning and the pump
cycle, but all portions remain the same, The user is ex-
pected either to use the automatic function or to decide
which channel is primary (first).

One channel is always open, even when the pump is in
the delivery phase. This ensures that the pressure between
the gradient valve and the inlet valve does not rise even
when the inlet valve has backflow because of dirt or a
malfunction.
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Fig. 14. A typical pressure trace and its relation to the pump
cycle (right side time scale expanded).

Diagnostics and Monitoring

The HP 1050 pump is designed on the basis of a complete
understanding of the effects and parameters that influence
the performance of a high-pressure pump system. The sys-
tem internally handles all the values that influence the
performance as single and known parameters. These pa-
rameters are given as digital values to a pump control cir-
cuit that forces the precision pump mechanism to produce
the expected solvent flow accurately. The simple structure
of the pump mechanism and the open design of the pump
cantrol logic allow the microprocessor to compare expected
events with the real situation for a variety of parameters
and thus generate diagnostic information that is of real
value to the user.

Faults are detected either during self-tests or when un-
wanted events occur. The goals are to find faulty compo-
nents that need to be replaced, or to detect events that for
safety reasons require that the system be switched off before
it destroys others or itself. In nearly all cases, when a fault
is detected the system will stop normal operation and in-
form the user that some action or service is needed. The
operating and service manual contains suggestions for
further diagnostic actions to point out the faulty element.

The system can detect 24 different error states, some of
which may indicate faults. In all cases, detection of one of
these states places the instrument in an error state. In some
cases, a predefined error method will be called for and
executed. The system will print the reason for entering the
error state on the display to inform the user. The error
conditions can be placed in three categories:

» Start-up errors, such as RAM test failed
= Initialization errors, such as pump reference lost
w Operating errors, such as pressure exceeds 420 bar.

There are always some effects that cause the performance
of a pump system to become worse with time, eventually
becoming insufficient for the application. If the instrument
is able to detect these changes early enough and inform
the user, the user will be able to plan for corrective action
or repair. The HP 1050 pump has a number of continuous
monitoring functions that watch for such effects. The re-
sults of these monitoring functions do not have a direct
influence on the pump's operation. They will not cause
the pump to switch off. They are placed in the internal
memory “logbook” and can be accessed by the user, who
can initiate further actions. There are four diagnosis levels:
# Level 0: On-line monitoring is switched off.
® Level 1: On-line monitoring results are written to the

logbook and can be called for using the STATUS key. No

further actions are taken by the instrument.
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Fig. 15. Gas bubble detection using ripple information.
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m Level 2: On-line monitoring results are written to the
logbook and can be called for using the STATUS key. The
system goes to the not ready state. The NNREADY LED is
lit and the N'READY control line of the remote control
bus is pulled low to prevent further injections.

» Level 3: For use only by production or service person-
nel, mainly to measure the available stroke to check the
pump drive adjustment.

On-Line Pressure Monitoring

In normal operation, the system pressure is continuously
monitored and displayed in selectable pressure units (MPa,
bar, or psi). There is an analog output at the rear of the
instrument for plotting the pressure on an integrator, which
can be the same one that is used to monitor the detector
output,

A major reason for monitoring the pressure is safety. The
user can type in upper and lower limits for the pressure.
The upper limit is used to protect the column against too
high a pressure, while the lower limit is used to detect a
dramatic leak in the system or that the solvent reservoir is
empty and the pump is drawing air.

This absolute pressure monitoring does not require pre-
cise time resolution. However, short-term pressure vari-
ations are also monitored for such purposes as gas bubble
detection and flow symmetry analysis. So as not to overload
the microprocessor with complex calculations at a high
speed, a specially designed analog-to-digital converter
(ADC) is built into the pump. Called the relative ADC, it
delivers a data word proportional to the relative difference
of the input voltage and a reference. Absolute values are
calculated from this relative data about once per second,
while the relative information is available without calcula-
tion about every 10 ms.

Ripple Measurement and Gas Bubble Detection

In a normal HPLC system, the hydraulic resistance is
linear, and therefore the pressure signal is a good tool for
monitoring the flow stability. However, the absolute value
of the resistance depends on solvent properties and temper-
ature, as well as variations in the flow path, so the absclute
value of the pressure cannot be used. The relative informa-
tion, on the other hand, is very useful for monitoring func-
tions.

Fig. 14 shows a typical plot of HP 1050 pump pressure.
Most of the short-term variation is synchronous with the
pumping action. This peak-to-peak variation is the ripple.

In the HP 1050 pump, ripple compensation calls for a
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Fig. 16. Improper closing of the outlet valve leads o second-
ary ripple.
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high-speed precompression phase right after the primary
piston begins to deliver. This phase is less than 35 ms in
duration. Because this action will not always perfectly com-
pensate for the solvent's compressibility, the system pres-
sure after the compression phase will vary. The HP 1050
pump exhibits a positive ripple if the pressure after the
compression phase is higher than before and a negative
value otherwise. A peak-to-peak value normally is positive
only, but the extra sign indicates whether the pump is
overcompensated or undercompensated.

With a gas bubble in the primary cylinder, the compres-
sibility of the volume will increase dramatically (see Fig.
15). Therefore, the mismatch between the ripple compen-
sation and the actual ripple can give information about the
gas content. To detect gas bubbles, the last pressure value
before the pump changes to the delivery phase is stored.
This value is compared with a pressure value measured
about 40 ms after the direction change. Because all pressure
values are available as percentages of the mean value, the
ripple can be calculated as simply the difference between
these two values. If the ripple is greater than a limit that
depends on the compressibility, a gas bubble is suspected
and a message is stored in the logbook.

If the bubble is an isolated phenomenon, that is, if gas
is not entering the pump head continucusly, then after
some time the cylinder will be filled completely with sol-
vent and a message will be entered into the logbook indi-
cating that the gas problem has been solved.

The secondary ripple, that is, the pressure drop when
the second piston starts delivery, is used to check the clos-
ing function of the outlet valve. This ripple is normally
well below 1%. If the valve is closed by backflowing liquid,
this secondary ripple is increased, as shown in Fig. 16, and
a message is generated.

Flow Symmetry Analysis

Continuous backflow through the outlet valve shows a
different pressure shape and is detected using flow sym-
metry analysis. Flow symmetry analysis is a monitor func-
tion that derives the end value of the pressure under the
assumption that each piston will deliver the same flow
forever. Essentially, this is the value the pressure ap-
proaches asymptotically during the time a given piston is
delivering. The values are calculated for each piston sepa-
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Fig. 17. An example of flow asymmetry caused by & leaky
first piston.
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Fig. 18. Calculation of the pressure asymptote without know-
ing the damping function.

rately and are called asymptote #1 and asymptote #2.
Asymptote #1 is calculated from the pressure trace of the
primary piston and asymptote #2 from the pressure trace
of the secondary piston.

An optimal pump system will show pressure differences
between the two phases of the pump cycle if the mean
values or the final values of each cycle are compared. This
is because only the primary piston compresses the solvent
to system pressure. However, the asymptotes of both phases
should be identical under stable conditions. If these values
differ by more than 1% (Fig. 17), a loghook message is
generated indicating either that the primary piston leaks
or that there is outlet valve backflow, depending on which
asymptote is greater. Trends, such as pressure slopes, are
filtered out using the values from the last cvcle.

For flow symmetry analysis, the microprocessor has to
calculate the asymptote of an exponential function twice
per pump cycle. To reduce the calculation effort, the data

points are selected so that three equally spaced points are
spread over each half pump cycle. This avoids the need to
calculate an exponential function of an unknown first-
order damping system (see Fig. 18).

Summary

The HP 1050 pump module is a very simple but precise
mechanism driven by a high-dynamic-range servo drive.
The design merges reliable known technology with power-
ful new control capabilities. An active inlet valve, custom
IC technology for the position servo, and a complex control
algorithm running on an MC68008 microprocessor result
in a pump that performs well, is easy to operate and main-
tain, and offers automation features to address a variety of
applications.
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A New Generation of LC Absorbance

Detectors

Two absorbance detectors are available for the HP 1050
Series modular LC systemn: a high-sensitivity programmable
scanning detector and a high-speed, multiple wavelength

diode array detector.

by Axel Wiese, Konrad Teitz, Volker Brombacher, Giinter Héschele, and Hubert Kuderer

i HE MOST IMPORTANT DETECTION PRINCIPLE in
liquid chromatography (L.C) is absorbance detection
| in the ultraviolet and visible wavelength ranges.
Sample molecules with chromophore groups absorb light
and are excited into higher electronic energy levels. The
observed spectrum, a plot of light absorbed as a function
of wavelength, is characteristic for any species and is there-
fore helpful in identifying compounds previously sepa-
rated in a liquid chromatography column.

There are two types of LC absorbance detectors, each
having its own special features and characteristics. The
first is the forward optics detector. White light is separated
by a wavelength dispersive element—typically a grating—
and one selected wavelength passes through the sample in
a flow cell of an LC system. This type of detector is set to
one wavelength at a time. Spectra can only be acquired by
stopping the pump flow and turning the grating from one
position to the next to change the wavelength in the cell.
In the early 1980s, HP introduced the reverse optics detec-
tor. White light first passes through the flow cell, where it
is attenuated at wavelengths characteristic of the sample
molecules. It is then separated and directed by a grating
towards a diode array. Each diode detects light in a very
narrow wavelength range, and there are enough diodes that
all wavelengths of interest are detected simultaneously.
Originally used for pure research, diode array techniques
are beginning to be used for routine analysis in quality
control laboratories. An invention of the 1970s, the holo-
graphically fabricated concave grating, can resolve the
wavelength range on a nearly linear focal curve. This kind
of self-scanning photodiode-array detector can produce
dozens of spectra in a second, on-line. With a microcom-
puter handling the resulting data stream, a speed unattain-
able with forward optics detectors is achieved in the mea-
surement of separated compounds. For the HP 1050 Series
Liquid Chromatographs, the forward optics technique is
now driven to its highest sensitivity so far with the HP
79853A Variable Wavelength Detector (VWD), while the
HP 79854A Multiple Wavelength Detector (MWD), the re-
verse optics solution, features a wide range of spectral ca-
pabilities.

Theoretical Background

The basic equation for absorbance spectrometry is the
Lambert-Beer law:
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I5(A)

A(N) = €(A)CD = log I

1]

where A(A) = absorbance in absorbance units (AU) asa
function of wavelength
€(\) = extinction or molar absorption coefficient
as afunction of wavelength

C = molarsolute concentration

D = path length (mm)

I, = incident photon flux

[ = transmitted photon flux.

In terms of the photocurrents of the array diodes and the
associated preamplifier circuitry, the above equation is:

R S P
I L + 1, + 1,

Iy
AN = log T = log

sample

where I, = photocurrent reference signal
liample = photocurrent sample signal
1,'.;, = photocurrents produced by stray light

1,',, = additional offset currents produced by
the signal electronics

1,’.1; = dark currents caused by the photodiodes.
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Fig. 1. Output signal noise of a diode array detector as a
function of photocurrent
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The absorbance signal can be corrected for offset and
dark currents simply by measuring these currents during
an analysis. Stray light is the main factor limiting the detec-
tor's linearity. Stray light is an intrinsic property of
wavelength dispersive elements, which means that gratings
of the highest quality are absolutely necessary. In the HP
79854A MWD, stray light is less than 1/1000 of the sample
light, resulting in a linearity error of less than 1% up to
1.5 AU

Flow Cell Trade-Offs

According to the Lambert-Beer law, a longer path length
gives a correspondingly higher signal. However, longer
path lengths result in larger volumes, increasing the disper-
sion of the separated peaks. Reducing the volume with a
long path length reduces the light throughput, correspond-
ing to a relatively higher (absorbance) signal level, but at
a higher noise level. A further constraint comes from an
“Iron Rule” of chromatography, which says that no more
than 10% of the original resolution must be lost in the
detection system, This means that the volume of the flow
cell must be:

V. <0.5 Vs
cell ] W

where V, = retention volume
N = number of theoretical plates (a column
parameter).

For these reasons, all absorbance detector designs are
trade-offs between path length, cell volume, and total
photon flux, which is controlled by the element with the
smallest light conductivity, the flow cell.

Il

Signal-to-Noise Ratio

In addition to the path length of the flow cell and the
dispersion of the eluted peak, signal-to-noise ratio is a limit-
ing factor in detector performance.

In modeling the noise contributions in a photometric
absorbance detector, three types of noise need to be con-
sidered: Schottky noise, independent noise, and propor-
tional noise. There is also a relationship between photomet-
ric noise (noise associated with the photometric signal)
and output signal noise:
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Output Signal = Photometric Noise

Noise (AU)

2.3 x (Photometric Signal)

Schottky Noise. Schottky noise is always associated with
direct current flow, for example in diodes and transistors.
In this case the Schottky noise is associated with the photo-
current generated by the photodiodes. The rms Schottky
noise current L, .. on a photometric signal T, is:

I, rms (@amperes) = V2ql,,BW,

where q is the charge of the electron and BW is the electrical
bandwidth. In detectors. it is more convenient to work with
the peak-to-peak value of the noise, which is approximately

L, ., (amperes) = 6L, ., = EVZQI],hBW‘

The response on the chromatographic baseline is:

1 (AU) = [sp-p{ﬁmpems} iy B\W
sp-p 2.3, (amperes) 23k,

Independent Noise. This noise term is seen as a fixed
amount of noise superimposed on the photometric signal.
It is mainly generated by the electronics (amplifiers, analog-
to-digital converters, etc.) and is independent of the level
of the photometric signal. It can be expressed as:

I; ,.» (amperes) = constant # f(I,y,).
The response on the chromatographic baseline is:

I, .., (amperes)

I U= L -
ip-p(AU) 2.31,, (amperes)

Proportional Noise. This noise term is proportional to the
photometric signal. It comes mainly from lamp instabilities
and gain variations in the electronics. It can be expressed as:

I, o, (amperes) = Ky, = 2.3x10 ",

The response on the chromatographic baseline is:

Plane
Mirror

"‘n

Lamp
House
Window ~ _—

e==a _/ )

Deuterium
Optical Lamp
Filter

Fig. 2. Optical system of the HP
79853A Programmable Variable
Wavelength Detector, a forward
optics, scanning absorbance
detector.
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I, (amperes) kI, k 1=
IPP'D{AU] = _BFJ = & = 2—‘3- =10 .

2.31,, (amperes) i 2.3L,

Total Noise. The total noise on a chromatographic signal is:
L (AU) = VIZ + 7 + 2.

The result of this model is shown in Fig. 1. Within the
operating range of the detector, the total noise of the system
approaches very closely the theoretical limit, which is the
Schottky noise.

Variable Wavelength Detector

Features of the HP 79853 A Variable Wavelength Detector
include high sensitivity with low noise and drift, and ver-
satility in the form of programmable wavelength, autozero
capability, and interchangeable cells. This detector has a
single-channel output. Time-programmable wavelength
switching and stop-flow scanning make it possible to take
a spectrum to find a wavelength with optimum sensitivity
for a given chromatographic peak, thereby achieving
maximum sensitivity.

Scanning Absorbance Detector Optics

In the optical system of this detector (Fig. 2), radiation
from a deuterium lamp is focused on the entrance slit of
a monochromator by means of spherical and plane mirrors.
In the monochromator, a 1200-line/mm grating in a highly
efficient Monk-Gillieson optical system spatially disperses
the beam and focuses the selected portion of it on the exit

Pulse Width
Signal

Preamplifiers

*2-

Reference ‘_

slit, which has an 8-nm optical bandwidth. The beam
passes through a flow cell which has an 8-ul volume and
a 10-mm path length, and the transmitted light is converted
by a sample photodiode into an electrical signal. To com-
pensate for intensity fluctuations of the light source, a
beamsplitter in the monochromator directs part of the light
to a reference photodiode. Wavelength selection is made
by rotating the grating, which is driven by a stepper motor.
An optical unit casting contains all items: mirrors,
beamsplitter, grating assembly, and two photodiode as-
semblies. The deuterium lamp is located in a separate com-
partment attached to the casting.

Flow cell construction follows a classical steel cell con-
cept. A steel housing contains the Suprasil windows, gas-
kets, screws, and other parts. The inlet capillary is coiled
around the housing, forming an efficient heat exchanger.
The assembly is part of a cassette that can be removed from
the instrument for cell inspection. A simple sheet-metal
case, which follows HP standard appearance design
guidelines, contains all subassemblies: the optical unit
with its cell cassette, the power supply, analog-to-digital
and digital-to-analog converters, the microprocessor, and
the user interface.

Data Acquisition and Processing

One of the main goals in designing a signal path is to
find a solution that provides operation as near as possible
to the theoretical noise limit, which is the Schottky noise
of the photocurrent. This means that the electronic circuits,
including the light source and the photodiodes, must add
a minimal amount of noise above this limit. Other goals
are to provide signal filtering matched to the chemical ap-

Data to Pulse
Width Converter

Analog
Output

Fig. 3. Signal processing system of the HP 79853A Detector.

38 HEWLETT-PACKARD JOURNAL APRIL 1990

© Copr. 1949-1998 Hewlett-Packard Co.



plications and time tables to change parameters during an
analysis. Fig. 3 shows the block diagram of the HP 79853A
Detector. Light energy is converted to photocurrent by sili-
con pin photodiodes, which generate photocurrents as
large as 10 nA. Because the light intensity varies signifi-
cantly with wavelength, the preamplifier gain is increased
from a normal value of 1 to 2, 4, or 8 depending on the
actual photocurrent, The next stage is a channel selector
connecting the analog-to-digital converter (ADC) input to
the sample or reference photodiode or to analog ground
for offset compensation measurement. The ADC is an inte-
grating type with a basic conversion frequency of 1.2 kHz,
generating a pulse width signal proportional to the input
voltage. Twenty-four conversion cycles and some waiting
time are summed, resulting in an 18-bit ADC with 25-ms
conversion time. This speed is more than adequate for LC
purposes, even for the fastest chromatographic applica-
tions.

As mentioned earlier, compensation using a reference
photodiode provides advantages in suppressing common-
mode effects. It is best to use identical parts for measuring
the sample and reference photocurrents. Therefore, only
the photodiodes and the first op amps are individual parts.
All other parts in the signal path, including the ADC, are
identical. With this design it is possible to guarantee drift
values of less than 5x 10 * AU per hour.

A 7810 one-chip microprocessor clocked at 12 MHz is
used for all contrel and data handling operations. Corres-
ponding to the user-selected signal response time (0.25, 1,
or 4 seconds) the 18-bit ADC data is low-pass filtered and
converted to absorbance data according to the equation

A(N) = log(reference data) — log(sample data).

This does not normally resultin A(A) = 0 fora nonabsorb-
ing probe, as required by the Lambert-Beer law, because
the solvent itself and the cell absorb some light. To compen-
sate, a balance is performed. Just before starting an analysis
the actual absorbance is measured and stored, and all future
absorbance computations are corrected by this value.

The data output of the CPU consists of two different
types: data to be displayed and data for the analog output
signal of the detector. The display is a 16-character single-
line vacuum fluorescent display with 5x7 dot matrix
characters. For the analog output signal, a digital-to-analog
converter ([DAC) operates on the digital data,

The dynamic requirements of the DAC are determined
by signal and noise considerations. The value represented
by one least-significant bit must be small compared to the
minimum signal level, which here is noise. The full-scale
analog output corresponds to 2 AU (by definition), and the
minimum noise is 2x10 * AU, The result is that 1 LSB
must be less than 1 %10~ " AU or the dynamic range must
be greater than 200,000. Consequently, an 18-bit DAC is
needed. To obtain this dynamic range with monotonic be-
havior, a two-stage DAC principle was chosen. The first
stage is an 11-bit pulse width modulated DAC with 20-bit
accuracy operating at a 183-Hz repetition rate. The output
of this stage enables 7 bits of a second monolithic DAC,
The two DAC outputs are added, resulting in the required
18 bits. Low-pass filtering suppresses the ac content to a

negligible amount.

Besides signal data handling, the microprocessor has
some further tasks to perform. For safety reasons, a leak
detector near the cell is monitored with a built-in 8-bit
ADC. In case of any malfunction, appropriate not-ready
and error messages are activated. The microprocessor also
generates the bit pattern for the step motor to change the
wavelength, and takes care of deuterium lamp control,
shutter movement for suppression of optical second-order
diffraction (optical low-pass filter), and remote control
input and output for synchronizing the operation of all
connected LC modules.

Detector Control

Users of LC detectors are commonly chemists or persons
in chemical labs. They need easy access to the most impor-
tant functions with a self-explanatory display and
keyboard. This is quite difficult because the space for the
keyboard is limited and because access to 26 different pa-
rameters and functions must be provided. In addition,
about ten special functions for service purposes are avail-
able. In the HP 79853A, the most frequently needed func-
tions are directly accessed via corresponding keys
(deuterium lamp on/off, start/stop analysis, wavelength
selection, and balance). The remaining functions are access-
ible via a special control key plus an identification number.
All control functions can be reached either in this way or
by scrolling forward and backward with up and down keys.
The first five control functions are those related to spectrum
acquisition and spectral data output. There are also auto-
mated functions allowing tasks like finding the wavelength
with maximum absorbance in a measured spectrum and
switching on or off the deuterium lamp after a predefined
time interval to extend the life of the lamp.

Multiple Wavelength Detector

The HP 79854A Multiple Wavelength Detector is de-
signed for customers who need not only signal sensitivity
but also spectral sensitivity and more information. This
detector features simultaneous dual-wavelength monitor-
ing and on-line peak purity checks.
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Holmium Filter
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Fig. 4. Optical system of the HP 79854 A Multiple Wavelength
Detector, a reverse optics, diode array absorbance detector
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The main objectives for the development team were to
achieve the highest possible sensitivity in terms of noise,
wander and drift, to reduce spectral noise to its theoretical
minimum, to make the instrument insensitive to refractive
index changes with temperature, and to implement enough
functionality to make the instrument a useful tool in both
research and quality assurance labs.

MWD Optical System

Fig. 4 shows the optical system of the HP 79854A. The
radiation source is a deuterium discharge lamp that has a
wavelength range of 190 to 600 nm. Light is collected by
an achromatic lens system and directed onto the spectrome-
ter slit, which is 120 pm wide and 635 pm high. In the
plane of the slit a 1:2 reduced image of the lamp aperture
is formed. The slit is part of the cylindrical flow cell, which
is made of quartz and has a path length of 6 mm and a
cylindrical volume of 8 ul. By designing for an optimum
fit between solid angle, image size, and flow cell geometry,
wall effects (reflections at the cell walls and refractive index
sensitivity) are avoided and a high photon flux is achieved.’

A holographic concave grating disperses the emergent
radiation linearly onto a photodiode array. The array con-
sists of a row of 211 individual silicon photodiodes with
a center-to-center spacing of 61 um. 205 diodes are used
for the 410-nm-wide wavelength range, so the dispersion
factor is 2 nm per diode. Because of the 120-um slit width
the signal bandwidth is 4 nm, a trade-off between spectral
resolution and high light throughput." A cut-off filter
placed before the array removes second-order spectra.

The required spectral dispersion as a function of
wavelength determines the groove density of the grating.
Grating aberrations—spectral plane focus, astigmatic focus,
and coma—have to be minimized over the spectral range
of interest. Fabrication of a flat-field master grating is done
via holographic recording techniques, that is, a 3D interfer-
ence pattern is produced by two coherent point sources
(their positions can be calculated from known imaging
properties and the required dispersion). By means of an

Photodiode Array

appropriate groove profile the amount of light into a desired
spectral order can be controlled (70% efficiency at 225 nm).
Final grating production is by replication processes.

A shutter positioned between the lens system and the
flow cell can cut off the radiation for dark current compen-
sation or interpose a holmium oxide filter into the radiation
path. With its characteristic spectrum, the filter calibrates
the photodiode array for a correct wavelength scale.

The casting containing all optical components is
mounted on a sheet-metal base. The cell area and all capil-
laries are easily accessible by opening the front door. All
electronics, including the power supply, ADC and DAC,
data acquisition unit, and central processing unit, is located
behind the optics in the rear half of the box and is easily
accessible for service and upgrades.

For a good noise profile, the temperature variation in the
optical setup needs to be as low as possible. Heat dissipa-
tion occurs at the lamp position (100°C) and in the cell,
the latter caused by the flow of solvent previously heated
in the LC column oven (up to 100°C). There is also dissipa-
tion over the capillary steel walls. Active cooling is done
separately by two fans. The first is adjacent to the lamp
compartment, and the second is behind a large heat ex-
changer. Both take in air from the front of the box. A small
heat exchanger is attached directly to the cell for fine-tun-
ing the temperature profile.

Signal Electronics

The self-scanning photodiode arrays are built on silicon
semiconductor material and consist of a number of photo-
cells connected to a common output (video line) by means
of electronic switches. The switches of the individual
photocells are controlled by a shift register so that the
photocells are read sequentially according to the shift regis-
ter clock signal. The common output is connected to a
charge amplifier.

A schematic diagram of a self-scanning photodiode array
is shown in Fig. 5. Each photocell has an associated
capacitor C,;, which represents the junction capacitance
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: Comiion self-scanning photodiode array.
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of the photodiode or, in some cases, is a capacitor separately
added on the chip. In operation, the capacitors of the photo-
cells are initially charged to a fixed value by scanning all
photocells.

When photons penetrate the photosensitive material,
charge carriers are generated, which discharge the
capacitors according to the number of photons within a
given integration period. When a particular photocell is
connected to the common output, its capacitor is recharged
from the charge amplifier and the amount of charge re-
quired represents the discharge level of that cell’s capacitor,
which is proportional to the incident light level during
that integration period. Before each charge transfer from
the charge amplifier to a photocell, the reset switch RS is
closed to null the charge amplifier and prepare it for the
next transfer.

The charge amplifier integrates its input signal so that
the voltage change at its output is proportional to the inte-
gral of the incident light level during the integration period.
This signal is further processed by an amplifier, a sample-
and-hold circuit, an analog-to-digital converter (ADC), and
a microprocessor.

Analog-to-Digital Converter

The ADC combines the benefits of the successive approx-
imation technique and the advantages of the dual-slope
algorithm. The benefits of successive approximation are
high resolution of 16 bits, or steps of 76 'V overa 5V input
range, and a high conversion rate of 18,000 readings per
second. The dual-slope algorithm provides low noise, a
good temperature coefficient, excellent differential linear-
ity, and low manufacturing costs. The ADC is only required
to make relative, not absolute, voltage measurements. The
dual-slope-based conversion principle is called triple-
slope integration because of the three different parts of the
integrator voltage waveform (Fig. 6).

A schematic drawing of the ADC is shown in Fig. 7. The
input voltage coming from the photodiode array passes
through a level shifter and a variable-gain stage before
charging the integration capacitor. A very fast comparator
detects the zero crossings of the integrator voltage (critical
areas around the zero level are amplified to avoid com-
parator toggling) and triggers the digital timing logic, which
switches the discharge currents and controls the counters.
After the conversion the corrected counter content is

12.4us 55.5us

b Track | Hold |
& I |
§’ Vin1 :
L | |
3 H Current |, i
= : :
£ I I
e I :
2 | | Currentl, |
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Charge | Upper 9-Bit Counter Lower |

Time 7-Bit Counter

+ Correction Bit
Time (us)

Fig. 6. Integrator voltage waveform for triple-slope integra-
fion.

loaded into the output data register as the 16-bit conversion
result.

One difference between the triple-slope integration
technique and common dual-slope techniques is that the
integrating capacitor is charged by a constant voltage in-
stead of by a voltage dependent current during a fixed
charge time. Therefore, no autozero step is necessary be-
tween readings to remove the charge remaining from the
previous conversion. Thus the number of error-inducing
high-speed switches is minimized and a typical overall
noise level of £0.5 LSB (least-significant bit = 76 uV) is
achieved.

The other main difference solves the great disadvantage
of the dual-slope principle, the relatively slow conversion
rate, by using two bipolar discharging currents with a con-
stant ratio of I, = —128l,. The conversion rate is increased
by a factor of about 64. An internal correction bit makes it
possible to eliminate various switching delay errors by pro-
viding additional time to drive the integrator voltage to the
zero level.

The capacitor discharge times are measured by a single
comparator circuit to eliminate offset voltages. The output
digital data word is the result of multiplying the upper
nine data bits by the weight of 128 and adding the correc-
tion bit and the lower seven data bits.

To achieve the full speed advantages of this technique,
a pipelined signal flow prepares the next diode voltage to
be switched to the integrator while the current conversion
is running. At the same time the data word resulting from
the previous cycle is kept in the output latches to be fetched
by the front-end microprocessor. This pipelining concept
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Fig. 7. Block diagram of the analog-to-digital converter
(ADC) of the HP 79854A detector.
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reduces the timing requirements for the processor enor-
mously by keeping the computed result stable for the time
needed for a full conversion cycle.

A small on-board diagnostic circuit is provided to test
the ADC with two constant internal voltages and an addi-
tional ramp voltage covering nearly the full input range,
using only the digital output data as test results. Thus a
good ADC test is possible even if there are malfunctions
elsewhere in the electronics.

Data Processing and Architecture

Processing is split between a small preprocessor system
and the main processor system (see Fig. 8). The preproces-
sor takes care of array data readout and control of the diode
array. The main processor is responsible for data calcula-
tion, I/0, and user interface handling.

HP's first fast scanning detector, the multiwavelength
HP 79880A, had a similar architecture, using a fast bit-slice
front-end processor and a ZBOA main processor. For the
new HP 79854A, the costly and chip-consuming bit-slice
preprocessor is replaced by a standard 6809 preprocessor.
The main processor is a standard 68008. Performance is
maintained, but the chip count is reduced by two thirds,
reliability is increased, and the cost is reduced by one third.

The 6809 preprocessor system controls the array and
gain switching hardware to set the correct gain for each
diode, and it synchronizes the array cycle with the 12.5-ms
data processing cycle. It also captures data coming from
the ADC with a period of 55 us (18,000 words/s), filters
the values separately for each diode, and block-transfers
20 raw intensity-scan records per second to the main pro-
Cessor.

The 68008 main processor, running under a multitasking
operating system, handles the local keyboard input, display
output, and DAC control and does the complex calculations
necessary to provide chromatographic signals and spectra
at the analog outputs. Since the main-processor load is
critical, the main processor is interrupted by the preproces-
sor only when a complete scan record is available for pro-
cessing.

The main processor corrects the raw intensity data from
the preprocessor for dark and electronic offsets. The cor-
rected record represents the light intensity distribution
over the wavelength range from 190 to 600 nm. This record,
called a raw intensity scan, is used to build chromato-
graphic signals and spectra. Six raw signals are generated
by bunching (adding) intensities in the wavelength domain
to get the desired center wavelength and bandwidth. These
raw signals are filtered in the time domain according to
the required peak width, that is, the filter length and output
data rate are set to produce the number of data samples
needed to reconstruct the peak shape, height, and area
correctly. To get the absorbance values, the filtered raw
signals are log-converted and referenced to the background.
Finally, the data rate is converted from the current sample
rate to the DAC output rate to make the chromatographic
absorbance signal available for analog output.

As shown in Fig,. 8, the first step in spectrum processing
is bunching the intensity data for each wavelength in the
time domain up to the desired acquisition time, which also
depends on the peak width. Next, the logarithm is calcu-
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lated and the background scan is subtracted. The result,
the absorbance spectrum, is stored in spectrum memory,
which holds up to ten spectra.

Calibration values, used to set the correct gain for each
diode and to correct the raw intensity values, are measured
during a special calibration cycle on request and the results
are stored in contrel and correction tables for continuous
use during normal measurements.

Detector Functions

The user can predefine three different sample wave-
lengths and three different reference wavelengths and
change them in a time program. Unwanted impurities
within a chromatogram can be subtracted from the sample
signal by simply setting the reference to a wavelength
where only an impurity spectral band exists. Arithmetic
is possible not only with signals but also with spectra.
Spectra are taken instantaneously on demand or can be
programmed and stored. Subtraction of spectra from the
same or other runs (baseline spectra) is done off-line.

For identification of unknown compounds, a quick
means of creating a chromatogram with the highest signal-
to-noise ratio per peak is desirable, Diode array technology
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Fig. 8. Signal processing in the HP 79854A Detector.
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offers on-line information about the wavelength with the
highest absorbance in the cell for each peak. This helps in
choosing the right wavelengths for a successful time pro-
gram.

Troubleshooting

Unfortunately, the detector can't tell whether unnatural
noise or signal behavior is caused by an LC system malfunc-
tion or a detector failure. For example, the noise might be
too low or too high, the baseline might be randomly or
regularly spiked, or microwander and jumps might occur.
For the multiwavelength detector, troubleshooting starts
by exchanging the flow cell with the test cell and cutting
off the flow path from the detector. Then the detector self-
test or various test functions can be invoked. Error mes-
sages, such as leak detected, error in other module, lamp
ignition failed, low intensity, or wavelength calibration out
of range, may be helpful in correcting a malfunction. There
is a lamp intensity test to check the output of the light
source. The holmium spectrum can be measured to monitor
stray light in the UV range, and for an electronic noise test
the lamp is disconnected and the signal path from the diode
array to the electronics is checked. The printed circuit
boards have their own specialized tests. The gain factors
of the ADC can be measured, and the DAC can be tested
using a built-in test pattern as input.
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Firmware Development for a Modular
Liquid Chromatography System

More than half of the firmware for the HP 1050 Series High-
Performance Liquid Chromatography System is common
to all modules. It is customized for individual modules by

means of module-specific tables.

by Christian Buttner, Fromut Fritze, and Gerhard Ple

unit, performing one specific task required in a lig-

uid chromatography system. There are three types of
modules: solvent delivery system, automatic liquid sam-
pler, and detector. Combined, the modules form a com-
plete, working analysis system. Therefore, the scope of the
firmware implementation is the combined functionality of
a complete LC system, but the firmware physically resides
in specific modules.

Based on our experience with earlier products and the
large number of new functions, which had to be im-
plemented by up to ten engineers working in parallel
within a time frame of two years, we took the trouble to
establish a robust firmware development process with
some significant new approaches. Some key objectives
were to reuse as much code as possible, to aim for easily
maintainable code, and to insist on identical processor and
user interface hardware for all modules.

Code Reuse. One of the most important goals was code

E ACH HP 1050 SERIES MODULE is a stand-alone

Common Mainframe Processor

reuse. We adapted design concepts from a previous product
and emphasized strongly common solutions for all devices.
For common functions, we aimed to reuse code unmodified
from device to device. Even functions that only have com-
mon concepts got identical code and are tailored to the
device-specific needs by tables.

Easy Maintainability. Both to remove defects and to en-
hance the product’s functions, postrelease work may be
necessary on the code. In addition, the control firmware
for future instruments may be derived from an existing
version. This motivation affected the structuring of the
firmware and led to the decision to write code in Pascal,
limiting the amount of assembly language code to the abso-
lute minimum,.

Identical Hardware. A prerequisite to making and han-
dling a large amount of common code is the use of identical
keyboards, displays, and microprocessor architecture in all
modules. Fig. 1 shows the generic electronic hardware
block diagram. The processor board, which is common to

Display Interface
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all modules, occupies one slot of the cardcage. It is based
on a Motorola 68008 microprocessor, has 64K bytes of RAM
with 32K battery powered, and can handle up to 512K
bytes of ROM. To keep the processor board absolutely de-
vice independent, the ROM is physically located on a de-
vice-specific board in another slot. Integrated on the proces-
sor board is the remote interface circuitry. The remote in-
terface provides common communication lines between
the HP 1050 modules. Additional electronics monitor a
safety sensor to detect solvent leaks.

Fixed address ranges are allocated to the different printed
circuit board slots (Fig. 2). They range in size from 128K
or 64K for option slots to 16K for device-specific slots. The
internal bus system is designed to accept additional proces-
sor cards in all option slots. The bus system includes all
the necessary signals for data, addresses, interrupts, resets,
monitoring, and control.

Development Environment

The firmware can be classified as either hardware inde-
pendent or tightly coupled to the hardware. For software
development we had a number of UNIX workstations and
terminals, while we used emulators for integration and
tests on the target hardware. In addition, we used a central
UNIX machine for file archiving. All UNIX machines were
linked by local area networks, while the emulators were
linked via a high-speed link. Fig. 3 shows the development
system architecture.

Because only a limited number of prototypes and
emulators were available, we made every effort to do as
much development work on the UNIX workstations as pos-
sible. The Pascal compiler for the UNIX workstations and
the cross compiler for our target processor had some incom-
patibilities—for example, different import/export declara-
tions—so to achieve compatibility we built a software pre-

UNIX is a registered trademark of ATAT in the U.S.A and other counlries.
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Fig. 2. Common memory map for the HP 1050 Series proces-
sor.

processor that handled the differences automatically. This
gave us the confidence that a procedure developed on the
UNIX workstations could be painlessly transferred to the
target hardware without error-prone manual intervention.
Since we didn’t want to expend too much effort in building
a simulation of the target hardware, software verification
on the UNIX workstations was restricted to the less-
hardware-dependent parts.

Beyond the common UNIX directory structure, each de-
veloper had the same user’s directory structure to contain
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Fig. 3. Workstation and emulator network for development of the HP 1050 Series firmware.
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sources, documents, and tools. The source directories were
set up to contain either common code used by all modules
or module-specific sources. Fig. 4 shows the directory
structure.

To support the Pascal preprocessor we added include
and object directories in parallel with each source direc-
tory. The include directories contained constants, types,
functions, and procedure declarations exported by a given
source file. These were automatically generated by the pre-
processor and helped to adjust for the different compilers’
import/export concepts. The object directories contained
either purely UNIX or target-processor relocatable code and
made the distinction between the two more obvious.

The preprocessor concept and its import/export require-
ments had the advantage that we could trace all imports
of a given file. Doing this recursively starting with the main
program finds all needed sources. Thus, we could easily
compile the complete system by just referring to the main
program. Alternatively we could automatically check for
changed sources and update the affected and dependent
files. In the same way we were able to link all necessary
object files into an executable file, without the burden of
maintaining and updating make files. Again, we just re-

ferred to the main program when calling the link utility,
and it collected all required relocatables automatically. To
add a new source file, we only had to add a new include
statement to the calling source file and the tools took care
of the compilation and linking.

Because we traditionally use a proprietary multitasking
operating system within our firmware, we faced the diffi-
culty of simulating that operating system on top of the
UNIX operating system. This allowed us to use the UNIX
workstations to verify entire tasks including their com-
munications. Since Pascal doesn't support switching the
stack pointer and the program counter (necessary to swap
tasks), we used assembly language for our target machines.
Unfortunately, no assembler was available for our HP 9000
Series 500 machine, so we had to look for another solution.
Thus we used one fork-created process per task on the
UNIX workstations. Control between the processes was
transferred by UNIX signals while shared memory emu-
lated the target processors' common RAM. Although this
isn't as speedy as an assembly language solution for switch-
ing contexts, it worked fine for our simulation purposes.

programmer10
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Fig. 4. Directory structure for HP 1050 Series firmware development.
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Revision Control System

The UNIX revision control system (RCS) was quite heavi-
ly used and very valuable, since we had different teams
for the various modules working simultaneously. For all
functionality we added scripts to access the RCS from any
UNIX machine within the network. We also added proce-
dures to check out all files for a given source directory at
once. This gave us the ability to maintain software packages
as a single source directory (e.g., operating system, dialog,
parser, etc.). From time to time, for example when new
functionality was added, we had new incompatible ver-
sions of a given package. To handle this we simply in-
cremented the major number of that package’s internal re-
lease and came up with rules like: “‘For parser version 4.X
yvou need operating system version 5.X."" A major benefit
of the revision control system is its ability to update a string
containing condensed status information for a file version.
We put this string into the object code and the final execut-
able code by placing it into a string constant within each
file (e.g., c_resid= “$Header: env,v 1.1 89/06/27 10:58:30 ffritze Exp
$"). Thus we had the ability to backtrace the files associated
with a given release by simply scanning the executable
code or EPROM for that string constant.

Design Overview

In the beginning of the design process we identified all
common function blocks and tried to structure these so
that we could easily tailor them to each specific instru-
ment's needs.

Functions were segmented to minimize the interfaces
between them. We assigned related functions to tasks han-
dling a given set of data (e.g., parameter handler) or re-
sources (e.g., remote control task). By assigning priorities
for the tasks we made the real-time behavior of the module
more responsive to hardware and user interaction.

To allow reuse of the common generic tasks and utilities,
we had to find a way to adapt their behavior to each instru-
ment's individual needs. To ensure a stable and maintain-
able platform, we voted against individual modifications
of common code. Instead, we designed the tasks so that
their behavior could be modified by supplying appropriate
information within tables. Good performance is achieved
by using mostly hash tables or indexes to address entries
rather than interpreting through a whole table. The instru-
ments' behavior was completed by adding specific tasks
(e.g., execution tasks) and interrupt routines (e.g., hardware
scanner).

Task Structure and Interaction

The system consists of several independent tasks, as
shown in Fig. 5. These tasks and their interactions are
managed by a proprietary operating system.

To explain the interaction of the different tasks, let us
assume that a user has just pressed a key. This is sensed
by an interrupt routine serving as keyboard scanner, which
sends a key mail message to the dialog task. Depending on
the contents of its tables, the dialog task changes its state,
executes some macros, and builds up a new display by
sending mail to the display task. The display task thus
reflects the entry of the key to the user. In parallel, the
update task is informed of a new state and stops its periodic

update of the display. Once the user has completed the
instruction it is not only echoed by the display, but also
sent to the parser. Depending on the contents of its tables,
the parser task checks for valid range and builds an internal
instruction. This is mailed to the parameter handler, a cen-
tral task dealing with all instrument parameters. The pa-
rameter handler checks the instruction for correctness with
respect to other dependencies. To find incompatible set-
tings before execution of a measurement, the instruction
is sent to a verify task. Once this check is passed, the
setpoint is stored within the parameter handler. An
acknowledgment is sent to the parser and forwarded to the
dialog task, the display, and the user. If the new setpoint
belongs to the currently active parameters (called the active
method) it is also transmitted to the execution task. Other-
wise, the method handler gathers the settings for later
execution.

Simultaneously, depending on the dialog state, the up-
date task may query the parser for actual readings. These
requests are forwarded directly to the responsible execu-
tion task. The answer is translated backwards by the parser
and mailed to the update task, which displays it via the
display task. Independently, the hardware is monitored by
periodic routines such as the remote control scanner and
the leak scanner. Any errors or triggers (e.g., sample injec-
tion) are sent to the event handler task, which performs
system state transitions (e.g., waiting into run) according
to its state table. Triggers may also be logged into the log-
book task, while state transitions may be reflected, for

- = Scanner
. = Task

[ ] =Table

Shaded symbols are
module-specific.

Fig. 5. HP 1050 Series task interactions.
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example, by LED changes or remote control line settings.
The logbook task maintains a logbook file, which can be
accessed by a user to get information on the history of the
system.

Task Configuration

To provide a useful building block for several chromato-
graphic modules, we had to consider the system integration
process. It was obvious that our software development pro-
cess had to support parallel work on several specific and
common tasks. All intertask communication is ac-
complished by sending and receiving mail. To decouple
system integration from the progress of an individual task
or of other modules, we took a new approach to task con-
figuration. In contrast to the more traditional close ties
between corresponding tasks (i.e., by static tables), we de-
liberately tried to decouple the individual tasks as much
as possible. Thus we came up with an automatic mail con-
figuration process.

At start-up, each task registers with the operating system
to reserve the required resources (e.g., RAM, stack) and get
the needed priarity. In this process, each task declares its
needs with respect to mail. A task may contain several mail
producers and consumers. These are announced to the
operating system. As the mail manager is informed about
the type of mail to be received or sent it performs two main
services: it generates mail routes leading from each pro-
ducer to all mail consumers interested in the same sort of
message, and it assigns an appropriate number of buffers
to each producer. This guarantees availability of the re-
quested resources to each producer better than a common
pool of buffers, which could be easily emptied by a single
producer.

After initialization the multitasking starts and the tasks
compete for CPU time. Our multitasking is not time-sliced,
so a task continues to operate until a higher-priority task
is scheduled or it suspends itself waiting for mail. A more
important task is only scheduled once it receives mail,
either from an interrupt-based scanner or from the currently
executing task. The executing task thus gets interrupted
and suspended while the higher-priority task is awakened
with mail received. Thus we use a mail-driven multitasking
system.

Mail Management

The smart mail management system handles all kind of
situations: producers without consumers, consumers with-
out any producers, several producers for a given type of
mail, multiple consumers for some mail, consumers of sev-
eral different tvpes of mail, and producers of multiple mail
types (see Fig. 6). This built-in flexibility allows easy addi-
tion and integration of a new task without modifying tables.
If a consumer never receives mail, it is not bothered and
never awakened. In contrast, a producer’s mail that has no
consumer is simply short-circuited back to the producer.

This flexibility made it possible to have early working
prototypes by, for example, defining returned mail to be
an acknowledgment although no one had ever received
that mail. It also allowed easy adding of functionality. For
example, assume we want to trace what keys are pressed.
We simply write a task that registers for key mail as a
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consumer. It will automatically receive all key mail, and
its only responsibility is to forward the mail after tracing.
One can look at tasks simply as objects to be added to a
system, while the system resolves all connectivity and re-
source issues.

Table-Driven Applications
As already explained, the objective of writing reusable
code led to a firmware system composed largely of generic
parts that are tailored to specific uses with the help of
tables.
Several ways of building ROM tables were considered:
» Pseudoinstructions. The tables are built by defining con-
stants with the help of the compiler or by defining the
memory contents with the help of assembler pseudo-
instructructions such as

DS.B  VALUE
DSW  #PROCESS_XY

m Cross generation. The tables are generated on a remote
computer with the help of tools on that computer (UNIX
shell scripts, lex/yacc etc.).

= Generate tables with the help of Pascal. The tables are
generated by a Pascal program that runs on the target
processor. The program initializes a memory area for its
own variables, which will later be used as the table.

In the past, we have used the first method, pseudoinstruc-
tions, for presetting memory locations (small tables, struc-
tured constants). The pseudoinstruction technique has the
advantage that the assembler/linker places the defined
bytes and words in the ROM area automatically, whereas
with the other two alternatives this must be managed sepa-
rately after the tables are built. The problem with this ap-
proach is that there is no automatic link between the assem-

. Mailbox: Consumer
. Mailbox: Producer

Fig. 6. Producer/consumer configurations for mail. A: one
producer, one consumer. B: one producer, several consum-
ers. C. one producer sending mail on different mail routes.
D: one producer, no consumer for this type of mail. E: con-
sumer for mail that is never produced.
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bler statements and the data structure of the final table.
There is no automatic way of detecting errors in those
tables once they are written. Typically the errors show up
later at run time. With this experience in mind we rejected
this alternative.

The second alternative, cross generation, has the poten-
tial of a powerful computer with all of its tools, but still
has the disadvantage of not having a link between the data
structure of the cross-generated table and the data structure
of the programs that later interpret that table.

The third alternative has all the disadvantages of a (typ-
ical) target environment, including reduced memory space,
no or poor operating system, and no tools. On the other
hand, there are some important advantages. First, the pro-
cedures building the table use the same data structure (Pas-
cal type declaration) as the interpreting procedures. Sec-
ond, the table generation process can use the features of
the Pascal programming environment, including the com-
piler (type checks). Because of these advantages, this alter-
native was chosen.

Table Generation

Every generic Pascal procedure that has to be customized
by a predefined table has to provide a set of Pascal proce-
dures that can be used to build up the table. When generat-
ing the tables, the parameters passed to these procedures
and the sequence of the procedure calls determine the con-
tents of the table. This process of table generation has to
be done once before calling the generic procedure, for
example during the start-up phase in the emulator.

Typically the code for table generation is much bigger
than the amount of memory used for the final table. There-
fore, the table generation code is excluded from the final
instrument firmware. This is achieved by burning the tables
into ROM after a ““protostart” program execution in which
only the table generation code is executed (see Fig. 7). This
burning into ROM is done together with the step of burning
the whole firmware.

Emulation Memory

Fig. 7. Generic firmware modules are customized by instru-
ment-specific tables. The tables are generated and burned
into ROM along with the other firmware, but to save space,
the table-generation code is not placed in ROM.

The following is an example of table generation from the
parser table generation process:

PROCEDURE set_cmd_table;
BEGIN

lev_1,levi7, syn_colon )
lev_1, mc_para_instr, syn_signal
lev._1, mc_para_instr, syn_ratio
lev_1, mc_para_instr, syn_pkwidth
lev_1, mc_para_instr, syn_fcode
lev_1, mc_para_instr, syn_daczero
lev_1, mc_para_instr, syn_on_off
lev_1, mc_para_instr, syn_plotp
lev_1, mc_para_instr, syn_maxp
lev_1, mc_para_instr, syn_scanp

node{ 'LIST, list_token,
leaf{ 'SIG1', tok_wi1,
leaf{ ‘RTIO’, tok_rthres,
leaf( ‘PKWD', tok_pkwidth,
leaf{ "OFC1’, tok_fcode1,
leaf("AZE1", tok_azero1,
leaf( 'ATCA', tok_autocal,
leaf('PLSP’, tok_plotp,
leaf( 'FMXP', tok_maxp,
leaf('SCNP’, tok_scanp,

END {set_cmd_table};

Node and leaf are Pascal procedures that are called to build
up the parser tables. The parameters passed to these proce-
dures are instruction keywords, syntax descriptors and in-
ternal tokens for them, and the mail routes to the execution
tasks.

Results
Fig. 8 shows the amount of code written for the HP 1050

modules in thousands of noncomment source statements
(KNCSS). More than half of the code (60%) is common to
all three modules. This common code is tailored to the
special needs of the modules by tables which are generated
by about 15% of the code. The rest of the code (25%) is
module-specific.

Almost all of the firmware is written in Pascal. Assembly
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Fig. 8. Distribution of HP 1050 Series firmware in KNCSS
(thousands of noncomment source statements).
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language is only used where necessary, for example in the

operating system for stack pointer manipulations and inter-

rupt handling or for performance reasons like the RAM test
during the start-up phase and data acquisition in the detec-
tor.

Strict use of the revision control system (RCS) helped us
manage the potential problems of incompatible versions
of up to 20 tasks. Automatic task configuration and the
automatic include and compile-if-necessary mechanisms
helped the firmware engineers change or add tasks without
knowing about the complete system in detail. The high level
of common code gave us:

# Three times as much test time on the common firmware
parts as on instrument-specific parts. Therefore, the com-
mon firmware parts turned out to be very robust.

® Common understanding and knowledge of the firmware
in each instrument on the part of all firmware engineers
working on that project. This put us in a position to
balance manpower among the teams working on a spe-
cific instrument.

m Early prototypes for both hardware and user interface
tests as a result of concentration of effort on the common
firmware parts at the very beginning.

m The basis for future enhancements that are common to
all instruments (e.g., communication interfaces).

® The basis for new instruments to be developed.

In the future, the extensive use of tables will allow us
to enhance the functionality of the instruments incremen-
tally, or to madify, for example, the user interface without
altering the common firmware parts. Our experience has
shown that modifying the tables is almost always bug-free
the first time. Also, improvements of the common firmware
parts in terms of performance or functionality always count
three times.
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HP OpenView Network Management

HP OpenView is HP’s first set of integrated hardware and
software products designed to address the needs of
managing open, standards-based, multivendor networks

in a consistent, user-friendly manner.

by Anthony S. Ridolfo

puter center are often confronted with questions
like the following:

Why can’t I connect to the system?

How come response is so slow?

What's wrong with the electronic mail system?

What computers can | connect to from my terminal?

Network managers are also confronted with questions
dealing with network planning, inventory control, and ac-
counting. Some typical network management questions in-
clude:

What is the overall load on the network?

Which systems are bottlenecks in my network?

How can I plan for new components in my network?

What equipment do I really have, and where?

As departments, sites, and whole companies (referred to
as “enterprises’’) integrate and interconnect their data pro-
cessing tasks, the job of managing these complex networks
of computer and data communications equipment becomes
increasingly more important to a company’s bottom line.
Monitoring the health of a network, diagnosing problems
as quickly as possible, controlling the individual compo-
nents, adjusting network-wide parameters and configura-
tions, accounting for use of network resources, and plan-
ning for future expansion are the objectives of network
management applications.

These tasks would be relatively simple if all the compo-
nents in a network came from the same vendor. However,
it is indeed rare that all links in a network such as modems,
modem cables, multiplexers, pads. LAN connectors, LAN
cards, LAN cable types, hubs, bridges, servers, gateways,
and PBXs come from the same vendor. There are also dif-
ferent personal computers, workstations, minicomputers,
and mainframes. And there are different wide area point-to-
point networks, public and private X.25 packet switching
networks, and a company’s enterprise-wide networks that
may even link to their suppliers’ and distributors’ net-
works.

The computer industry and international organizations
such as ISO (International Organization for Standardiza-
tion) recognize the need to standardize communication and
network management protocols. It is HP's stated objective
to be the leader in open, standards-based, multivendor net-
working. This includes the capability to manage and be
managed by standards-compliant applications running on
equipment supplied by any vendor.

However, having applications that can access and control
a network is not enough to address the needs of network

N ETWORK OPERATORS RUNNING a large com-

managers and network operators. Each type of equipment
to be managed has its own particular command interface
and management capabilities. Therefore, a unifying, con-
sistent, user-friendly interface is needed for these applica-
tions.

HP OpenView

The HP OpenView network management family is de-
signed to address these needs of managing open, standards-
based, multivendor networks in an open, consistent, user-
friendly manner. The HP OpenView products provide a
consistent user interface and an integrated environment
for monitoring, diagnosing, controlling, and measuring the
performance of network components. From a single dis-
play, a network operator can see a graphical representation
of the network components and their interrelationships,
make configuration changes, and run diagnostic and perfor-
mance gathering applications.

The design philosophy for the HP OpenView products
is lo create for the end user an easy to learn, easy to re-
member paradigm for accessing sophisticated network
management applications. HP OpenView Windows, which
is the HP OpenView product that provides the user inter-
face, runs on an HP Vectra ES/12 personal computer as a
MicroSoft® Windows application. Each of the HP Open-
View products, in turn, runs under HP OpenView Win-
dows. The user first runs the HP OpenView Windows draw
(OvDraw) program that allows the user to draw a map of
the network, with specific icons representing network de-
vices, such as an HP 3000 business computer or a bridge
(see Fig 1). The user then saves this map, and runs the HP
OpenView Windows run-time program (OVRun). The map
becomes a dynamic, graphical shell for accessing the appli-
cations running under HP OpenView Windows. In addi-
tion, if there exists an application reporting the state of a
device to the HP OpenView system, the current operational
health of the device is indicated by the color of the specific
icon (e.g., red for critical, yellow for warning, and green
for OK).

Suppose the network operator wishes to set some param-
eters on a specific bridge on the network. The operator
would click the mouse on the symbol representing the
specific bridge and select the menu item Set Parameters....
This selection causes HP OpenView Windows to pass pro-
gram control to the HP OpenView BridgeManager software,
which puts up a dialog box for this function. Suppose now
the operator needs to set parameters on a specific HP 3000

Micrasalt 15 a LS registered trademark of Microsoft Corp
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datacom and terminal controller (DTC). Again, the operator
selects the specific icon and then the Set Parameters... menu
item. Program control now passes to the HP OpenView
DTC manager, which puts up the relevant dialog box for
this function. At no time does the operator need to know
which product to invoke, or how to invoke it. HP OpenView
Windows and the graphical shell perform this function by
controlling what menu items are enabled for which devices
or icons. The user is relieved of the need to know what
actions are legal or illegal for a particular type of device.
The article on page 60 describes HP OpenView Windows
in more detail.

This type of intelligent user interface is important in
network management because network operators usually
do tests as a response lo an alert of some kind, such as an
icon changing color on the display. They do not perform
testing and diagnostic functions all the time, or even on
the same equipment. It is therefore important to maximize
the familiarity of the user interface as well as to minimize
the number of ways the user invokes functions to do similar
tasks. HP OpenView Windows and its supporting applica-
tions help with this task by providing a context sensitive,
interactive system for guidance.

Network Management Applications
The HP OpenView articles in this issue describe the de-

velopment efforts and the underlying architecture of the

initial set of network management products in the HP

OpenView family. These products include:

» HP OpenView Windows. This product provides the user
interface to network management applications and a set
of utilities that enable developers to create network man-
agement applications to run in the HP OpenView Win-
dows environment. HP OpenView Windows is divided
into two main parts: the end user run-time product and
the HP OpenView Windows developer's kit. The end

Map Monitor Diagnose Control Help

New York
Computer Center

user run-time product includes the hardware and soft-
ware required to use HP OpenView Windows. The de-
veloper’s kit includes the end user run-time product and
the necessary libraries, include files, sample source code,
and documentation to facilitate the developer’s task of
creating a Microsoft Windows application that can be
integrated into the HP OpenView end user run-time
product. The HP OpenView developer’s kit includes a
style guide for helping developers ensure that the de-
tailed look and feel of their dialog boxes are consistent
with other, independently developed applications.

HP OpenView Windows BridgeManager. This product
provides centralized monitoring and control of HP
28648B 10-Mbit/s LAN Bridges and HP 28647B StarLAN
Bridges (revision B bridges only). Using the network map
feature of HP OpenView Windows, bridges can be easily
labeled and identified. Menus allow quick access to a
variety of bridge management features, including config-
uration, monitoring, control, performance management,
and problem identification. The HP OpenView Bridge-
Manager is described on page 66.

HP OpenView Data Line Monitor. This product provides
the ability to monitor 4-wire leased point-to-point analog
data lines using an HP 4948A In-Service Transmission
Impairment Measuring Set controlled from the HP Open-
View workstation. It is a network monitoring system that
can measure performance and aid fault isolation during
troubleshooting while the network is being used. The
HP OpenView Data Line Monitor is described on page 71.
HP OpenView DTC Manager. This product provides cen-
tralized and integrated network management for both
terminal connectivity and X.25 networking. It config-
ures, monitors, diagnoses, controls, and downloads soft-
ware to DTCs (datacom and terminal controllers). From
a single HP Vectra running HP OpenView Windows and
the DTC Manager, an operator can manage local and
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Fig. 1. An HP OpenView Windows
map showing the network config-
uration for a computer center
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remote terminal connections and remote system-to-sys-
tem communications across multiple DTCs on a LAN.
The HP OpenView DTC Manager is described on page 76.
= HP OpenView NS Monitor. This is an internal HP tool
developed to test and refine the HP OpenView architec-
ture and the facilities provided by the HP OpenView
Windows software. It is not available as a product. It
provides network management services in the form of
centralized or distributed network status, diagnostic, and
performance monitoring for HP 3000 computers running
the MPE V operating system. The user interface software
runs on an HP Vectra personal computer under HP Open-
View Windows, and the programs that perform the diag-
nostic and performance monitoring run on an HP 3000
computer that is designated as the management node.
The systems being managed are called managed nodes.
The user interface software on the Vectra and the pro-
grams on the management node communicate with each
other via HP OfficeShare on the Vectra and NetIPC on
the HP 3000. These products are described on page 85.

Conclusion

A direct result of the HP OpenView design philosophy
is that application developers have to learn to split the
functionality of their products between the network man-
agement functions and the user interface code. This is in
alignment with HP's NewWave philosophy and the vision
of truly distributed applications. Although network man-
agement products address a very specific end user, the

architecture and implementations used to develop the
products mentioned above represent the future of computer
applications. The article on page 54 describes the HP Open-
View network management architecture that provides the
models to guide the planning, analysis, and design of net-
work management products developed to run in the HP
OpenView Windows environment.
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HP OpenView Network Management

Architecture

This article highlights the principal objectives of the
architecture and the reference models used to support

the HP OpenView product development.

by Keith S. Klemba, Mark L. Hoerth, Hui-Lin Lim, and Maureen C. Mellon

mercial, government, and academic organizations
has exploded in the 1980s. With wide and local area
networks, computing power has migrated from a centralized
to a distributed environment. This has reduced costs, en-
hanced competitiveness, and renewed organizational
creativity, The explosion in the number of networks and
network devices from a variety of vendors has caused a
dramatic increase in network complexity and an acute need
to manage these distributed resources more effectively.
The need for network management is apparent today
throughout any organization deploying networks. The en-
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terprise network in use by many organizations includes
both local and wide area networking technologies and an
assortment of network devices from different vendors, and
is managed by a team of professionals in different geo-
graphic areas. Fig. 1 shows the domain of a typical enter-
prise network.

Companies are now using information management to
gain a competitive advantage by delivering goods and ser-
vices faster and more efficiently. While the benefits of net-
work management are most apparent during a crisis, they
are no less important in day-to-day network operation to
control network faults, configurations, performance, or se-
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Fig. 1. Typical enterprise network includes both focal and wide area netorking technologies
and an assortment of network devices from different vendors
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curity. An integrated network management system can save
time and money by reducing downtime and performance
problems.

Problems of Stand-Alone Element Management

During the last decade, most of the computer and net-
working industry focused on the rapid evolution of network
technology to the neglect of network management products.
As the need for network management became apparent,
the first products made available were stand-alone element
managers. These products manage a particular set of net-
work elements, such as bridges, modems, or routers. As
more devices are included in the network, the network
manager must add more stand-alone element managers.
With no correlation, aggregation, or prioritization of infor-
mation across applications or consoles, it quickly becomes
impossible for the network manager to use this large
number of element managers effectively. Typically, each
element manager uses a different user interface and style
of operation, so that different training and expertise are
required for each system.

In contrast, an integrated network management system
like HP OpenView combines and consolidates the manage-
ment of network elements from various vendors. It allows
the customer to monitor, control, automate, and repair net-
work segments and equipment from a single console and
user interface.

Dimensions of Integrated Network Management

The problem of managing the enterprise network can be
divided into three components: the users of network man-
agement, the objects to be managed, and the functional
needs of network administrators. Each component influ-
ences network management architecture by imposing re-
quirements for effective management.
Users. There are several users of network management.
The corporate network manager works at the executive
level and is concerned about network costs, uptime, and
strategic planning. The main objectives are to control the
network asset and obtain consistent, maximal performance.
Telecommunications and MIS directors implement and op-
erate large portions of corporate wide area networks. These
managers are concerned about network growth, uptime,
and planning. At the local area network level, data com-
munications specialists, system operators, and site tele-
communications managers oversee work-group networks
in environments ranging from engineering research and
development to manufacturing plants to business offices.
Users of local area networks rely on their managers to main-
tain the connection into the local EDP environment, pro-
vide assistance with personal computer software manage-
ment, and keep the network operating during critical
periods.
Resources to Be Managed. These fall into four categories
or layers, as shown in Fig. 2. The transmission layer, which
corresponds to the first layer in the ISO OSI model, includes
the physical media, such as T1 multiplexers, modems,
broadband cable, fiber optic cable, and the like. The data
network layer, which includes transports and services,
covers LANs, X.25 and SNA networks, and OSI services.
A growing number of customers are adding voice elements

to this category. The computation network layer includes
networked systems and networked data bases. The net-
worked applications layer consists of distributed applica-
tions in areas such as X.400 electronic mail, electronic data
interchange, and office automation.

Functional Requirements. HP defines several specific func-
tional areas for network and system management. Fault
management provides the ability to identify, diagnose, and
resolve network problems quickly. It also includes status
monitoring, alarms and alerts, and predictive expert svstem
tools. Configuration management delivers the ability to
track network and device configurations from a central
control point. Performance management provides the abil-
ity to optimize network performance through the collection
and analysis of device performance data. Accounting pro-
vides the network manager with network use information.
Security protects the network and its components from
unauthorized intrusion or surveillance. Inventory manage-
ment addresses the need to track, monitor, and maintain
assets over a wide geographic area.

The foundation for integrated network management is
vendor support and service. Faced with budget constraints
and a shortage of skilled staff, network managers need plan-
ning, implementation, and operation support. Consulting,
training and support services can speed the implementa-
tion of integrated network management and ensure its effec-
tive use.

A Standards-Based Architecture

The HP OpenView network management architecture
(NMA) is rooted in international and de facto industry
standards."** HP OpenView NMA is based on the Open
Systems Interconnection (OSI) management framework
and maodels developed by the International Organization
for Standardization (1SO). Standards provide HP Open-
View NMA with a solid foundation for providing in-
teroperability in heterogenous, multivendor enterprise net-
works by defining network management protocols and
mechanisms for sharing management information. As a re-
sult, products based on HP OpenView NMA can be used
to manage any type of network that conforms to the OSI
standards. HP OpenView NMA derives three essential ele-
ments from the OSI standards on which it is based: a net-
work management framework, a well-defined mechanism
for describing managed objects, and a set of services and
protocols for communication.

Image Voice
_______ Processing Elements
Network Transport

Fig. 2. Network resources to be managed fall into four layers.

APRIL 1990 HEWLETT-PACKARD JOURNAL 58

© Copr. 1949-1998 Hewlett-Packard Co.



0SI System Management Model

In 1988, the ISO specified the OSI System Management
Model as a basic framework for network management. In
the OSI model, a manager process is responsible for realiz-
ing the specific management functions requested by the
user through interactions with agent processes. The agent
processes represent the management services offered by
managed objects.? Possible management services include:

w Operations such as reading a counter

» Actions such as resetting a network device

» Notifications (known as events) such as an indication
that a threshold has been exceeded.

Fig. 3 illustrates the OS] System Management Model.
The manager process and the agent process use a Common
Management Information Protocol (CMIP) to exchange
management information.” The interface labeled A is the
only open integration point in the OSI System Management
Model. The management services offered by managed ob-
jects at this interface are defined through the use of a stan-
dard specification scheme known as the OSI Structure of
Management Information.® The interface labeled B is an
unspecified integration point that can be implemented
using industry-standard or proprietary protocols.

0S| Object Model

The Structure of Management Information is a set of rules
or guidelines for defining classes of managed objects. The
rules are used when defining each class of managed object
to ensure specification uniformity Classes of managed ob-
jects can be defined for any manageable network resource.
For example, there can be a managed object class that de-
scribes LAN bridges, another that describes computer sys-
tems, and a third that describes network equipment in gen-
eral.

Object classes are defined by specifying their attributes,
operations, actions, and events. Once an object is defined,
it is placed within a registration hierarchy and a unique
class identifier is assigned by the registration authority.
For example, a managed object describing a piece of net-
work equipment might have:
= Attributes detailing its physical location, state, and per-

centage of utilization
= Actions to request its activation or deactivation
» Events such as alarm and change reporting.

The use of an object model is important because it brings
with it the concept of inheritance. In the context of network
management, inheritance allows refinement of existing
classes while ensuring compatibility with existing soft-
ware. The inheritance relationship that exists between ob-
ject classes is important because it allows existing manage-
ment applications to work with the new object class, and
it provides a mechanism for software reuse.

The set of managed objects within a system constitutes
that system’s Management Information Base.” Instances of
managed objects exist within a containment hierarchy re-
ferred to as a containment tree. For example, a real open
system (computer) would contain numerous managed ob-
jects such as a routing table, which would contain entries,
or an n-layer protocol, which would contain n-layer con-
nections. Some of the benefits associated with the contain-
ment relationship are:
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w If a managed object is deleted, all managed objects con-
tained within it are also deleted.

» Management requests can be directed to a group of ob-
jects related by containment using scoping.

Beyond the OSI Standards

HP OpenView NMA specifies a complete environment
of services and facilities available to management applica-
tions distributed throughout the network. This vision of
HP OpenView NMA requires the addition of architectural
components beyond those described in the OSI System
Management Model.

The HP OpenView NMA reference model, illustrated in
Fig. 4, has nine components. It refines the OSI model with
three major extensions, which are essential to the manage-
ment of complex, multivendor enterprise networks. First,
HP OpenView NMA creates a distributed network manage-
ment communication infrastructure consisting of three
components known as supervisor (S), postmaster (P), and
communication profiles (C). Second, HP OpenView NMA
adds an additional point of integration by dividing the
manager process into a management application (A) and
a user interface (U). Third, HP OpenView NMA extends
the object-oriented paradigm in two ways. The need for
managed object persistence is addressed with the specifica-
tion of managed object data stores (D). The scheme used
to define managed objects (O) is also used to specify key
application functionality in the manager process as a man-
aged ~bject, making the management services (M) it pro-
vides available for reuse. This provides another open point
of integration. Finally, environmental services (E) are the
services provided by the native operating system and these
can be used by any of the other components.

HP OpenView Object Model
[ vlsTo Object-oriented concepts and technology
~ | are fundamental to HP OpenView NMA. The
A | P M| architecture reduces the multidimensional
l E ! c D p’roblem il!ustraied inFig. 1 toa single dimen-
sion by using a common object model for de-
scribing all resources to be managed. HP OpenView NMA
uses the concepts defined by the OSI standard for describ-
ing managed objects. HP OpenView NMA supports the
structures of management information used by the OSI
model and the Internet Engineering Task Force (IETF). HP
OpenView NMA also provides support for managed objects
defined in the ISO and IETF management information bases
and is expandable to include objects defined by developers

for special purposes.

CMIP = Common Management Information Protocol

Fig. 3. OSI System Management Model,
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Managed objects are an abstraction of the real resources
being managed. The management services (M) offered by
a managed object consist of the software (programs) neces-
sary to provide the services defined in the managed object
specification. This software may contain several parts, such
as the infrastructure interface, an object manager, and en-
vironmental services (E) necessary for communication with
the real resource.

HP OpenView NMA extends the OSI object model by
describing managed object data stores. These are identical
to managed objects except that they are persistent. In the
0OSI model, managed objects are volatile. The managed ob-
ject data stores model a mechanism for maintaining infor-
mation about managed objects even when networks or sys-
tems are powered down.

Distributed Communications Infrastructure

Network management is a distributed activ-
UiS|O ity in that the user interfaces, management
A | P M applications, and management services can
E C D be located in different systems throughout a
network. The HP OpenView NMA communi-
cations infrastructure (Fig. 5) provides the facilities for es-
tablishing and maintaining communication between these
components. The communications infrastructure consists
of the postmaster (P), the supervisor (S), and communica-
tions profiles (C). These components draw heavily upon

the environmental services (E) to carry out their functions.

The postmaster (P) provides basic message routing ser-
vices between the network management components listed
above. It operates as a table-based object-oriented message
router. The routing table shown in Fig. 5 is the focal point
of the postmaster’s functionality and is itself a managed
object. Given a message (perhaps from an application) ad-
dressed to a specific managed object, the postmaster looks
up the managed object name in the routing table to find
the information necessary to deliver the message to the
managed object. The fields in the postmaster’s routing table
provide the managed object name, the communication pro-
file number, and profile-specific data.

The information required to perform the name-to-address
translation can be obtained from a directory service. The
postmaster can make use of the directory service through
the supervisor, which has the responsibility for creating
and maintaining the routing table. However, the postmaster
must be able to operate independently in case these sup-
porting services fail. The routing table can be considered
a cache of information derived from directory services and
other sources.

The supervisor (S) administers the existence of and ac-
cess to all the components associated with the communica-
tions infrastructure. It has the authority and the ability to
initiate, cancel, lock and unlock, and control access to man-
agement services within its supervisory domain.

The HP OpenView NMA process of exchanging manage-
ment information is adopted from the OSI framework. An
application layer network management protocol supports
transaction-oriented exchanges between the distributed
processes. HP OpenView NMA supports formal and de facto
industry-standard protocols with a common network man-
agement communications application program interface

based on the OS] Common Management Information Ser-
vices (CMIS).” In an OS] environment, CMIP (as shown in
Fig. 5) would be the network management protocol of
choice. In an Internet TCP/IP environment, the most widely
used protocols are the Simple Network Management Pro-
tocol (SNMP, specified in RFC 1098) and CMIP over TCP/IP
(CMOT, specified in RFC 1093). HP OpenView NMA sup-
ports not only these network management protocols but
also the addition of proprietary protocols under the com-
mon application program interface for complete integration
in a multivendor, heterogenous network. Each protocol
stack is modeled as a communications profile managed
object; this allows extensibility of the communications in-
frastructure illustrated in Fig. 5.

The environmental services (E) represent the facilities
provided by the environment in which the network man-
agement solution must operate (e.g., HP-UX, MPE, MS-
DOS). The capabilities provided by these environments
can be used by any of the components of HP OpenView
NMA. In this context, these services could include the file
system, the X.500 naming system, or proprietary network
management protocols. It is also possible that some of these
services could become part of a managed object. For exam-
ple, a managed object that is responsible for report gener-
ation and delivery service would collate the information
to be presented in the report, create a file, and deliver it
to any requesting application using a file transfer environ-
mental service such as FTAM (File, Transfer, Access, and
Management).

System

Supervisor

Fig. 4. Components of the HP OpenView network manage-
ment architecture reference model.
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Multiple User Interfaces

HP OpenView NMA specifies the user inter-
U1S |0 |faceasa separate component of the network
A P | M | management solution. This addresses the
: need to allow users to access network manage-

ElC|D : : :

ment solutions from a variety of devices,
which may include dumb terminals, workstations with
graphic displays, voice, or any appropriate devices. It also
addresses the need to be able to build solutions that meet
individual users' requirements so that only relevant infor-
mation is provided.

The separation of the user interface from the management
application provides an additional point of integration so
that several management applications can drive a single
display or several displays can be driven by a single man-
agement application. User interfaces can be distributed

throughout the network using environmental services (E)
to access remote management applications (A).

Extension of the Object-Oriented Paradigm
ulslo HP OpenView NMA extends the power of
=~ | the object-oriented paradigm as specified in
A | P |M | the OSI model by treating portions of applica-
E C D tion functionality as managed objects. These
managed objects are defined using the same
object specification techniques described previously. The
result of this approach is that value-added application func-
tionality that was previously only available within a given
application now becomes available as a source of informa-
tion or services to other management applications. This
encourages the full integration of products into a hierarchy
of management solutions while reducing duplication of
functionality and many concerns about consistency. Thus,
what was previously a monolithic application is decom-
posed into a much reduced management application with
an accompanying managed object that offers management
services identical to the value-added functionality that was

previously locked within the application.

The additional point of integration provided by HP Open-
View NMA between management applications and these

Managed Objects
via Management
Services

Management
Applications

Communication Profiles

managed objects also opens functionality for wider use by
more applications. Consequently, HP OpenView NMA
facilitates the development of applications upon a base of
existing managed objects. For example, a traditional fault
application would include event processing capabilities,
When a configuration application is to be installed in the
same system, it would not normally have access to event
processing in the fault application, and would have to du-
plicate that functionality. HP OpenView NMA encourages
the specification of event managers as managed objects,
thereby making event management services available to
other management applications.

These managed objects can provide services not only to
management applications but also to other managed ob-
jects. HP OpenView NMA describes a scheme in which
the most significant value-added portions of a network
management solution are described as managed objects, so
they can be linked into management chains, providing com-
prehensive services to management applications.

Conclusion

It is important to stress that HP OpenView NMA is in-
tended as a reference model for developers of network man-
agement products. It is not intended to mandate the im-
plementation of all the components described above.
Neither are the components intended to define program or
process boundaries. Products implementing HP OpenView
NMA may range in complexity from bridges to complete
systems. Bridges, for example, may only implement the
management services defined for the bridge managed object
class along with a specific protocol stack. The remaining
components could be distributed on other systems as
needed.

Initial HP OpenView products implement portions of HP
OpenView NMA. For example, HP OpenView Windows
(see article, page 60) provides a rich environment for de-
veloping graphic user interfaces customized for network
management. Newer HP OpenView products will imple-
ment more features of the architecture.

In summary, HP OpenView NMA uses the OSI standards

Postmaster Routing Table

Managed Profile Number and
7 ject Name ‘Pmﬂ.le-Spomcmchh

o Communication Profiles
Profile Number
1 2 3 4 5

Fig. 5. Distributed communications infrastructure of the HP OpenView network management
architecture.
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to manage multivendor environments. It refines the stan-
dards to introduce additional points where integration of
products can take place and by doing so reduces duplica-
tion of product functionality. It also allows for customiza-
tion to support specific network management activities by
building on an existing base of managed objects.
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HP OpenView Windows: A User Interface
for Network Management Solutions

HP Openview Windows provides a consistent graphics-
based user interface for users of network management
applications, and a set of utilities that enable developers
to create network management applications for the HP

OpenView Windows environment.

by Catherine J. Smith, Arthur J. Kulakow, and Kathleen L. Gannon

P OPENVIEW WINDOWS is a graphical user inter-
H face based on the Microsoft Windows environment

that provides facilities for handling the user inter-
face for network management applications. For application
developers, HP OpenView Windows provides programs to
carry out tasks such as drawing a network map or handling
alarms. From the end user's perspective. HP OpenView
Windows combines the functionality of many of the user's
network management applications under one easy-to-use
interface, simplifying the learning curve.

This article describes the features provided by HP Open-
View Windows to developers and users. Some of the other
HP OpenView articles in this issue describe the details of
interfacing to HP OpenView Windows.

Overview
HP OpenView Windows consists of three programs: Ov-
Draw, OVRun, and OVAdmin. These three programs provide

i UD.E"I"IUJ-.EH OUDraw - SYMBOLS:PICTURE1
g File Picture Edit Options Help

the following functionality:

® OVDraw. This program allows users to create maps made
up of one or more pictures that represent a data network.

® OVRun. This program provides the facilities that allow
users to monitor, diagnose, and control their networks.

OVRun uses the maps created with OVDraw.
® OVAdmin. This program is used to set operating charac-

teristics for HP OpenView Windows and HP OpenView

applications. These include functions such as assigning
passwords and setting up network management param-
eters.

The graphical user interface consists of maps, pictures,
and symbols used to represent a network. A map depicts
the whole network and is made up of pictures, each of
which shows a portion of the network. For example, a map
may represent a network for a group of buildings, while
each picture of the map shows the network for one of the
buildings. Pictures are composed of symbols that portray
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network components, such as computers, modems, bridges.
X.25 switches, lines, or a portion of a network (subnet].
The symbols provided by HP OpenView Windows are
shown in Fig. 1. Subnet symbols are special symbols that
are used to signify what is contained in another picture of
the network and to help the user navigate around the net-
work. As will be shown later, subnet symbols can be used
to represent the network configurations in different loca-
tions (e.g., different buildings).

Symbols also provide configuration and status informa-
tion. Network topology information is provided by the way
in which symbols depict connections between components
in a network. Status information is provided by the colors
of the symbols, which represent the condition or state of
each device. Network status is discussed later in the article.

The user gives instructions to HP OpenView Windows
and HP OpenView applications via a combination of sym-
bols, menus, and dialog boxes. Symbols represent the net-
work components described above, and they are used to
select the network component the user wishes to work on.
Menus and menu items represent the operations the user
can select to perform network management functions.
Menus and menu items may be standard HP OpenView
menus or menus added by an application. Dialog boxes
allow the user to give instructions to an application. The
overall structure and capabilities of dialog boxes are pro-
vided by Microsoft Windows. The content of a particular
dialog box is provided by the application.

HP OpenView Windows provides a large part of the user
interface for applications, but applications must provide
part of the user interface. Applications can add to the HP
OpenView Windows user interface by creating new menus
and adding new menu items, and by adding dialog boxes.
The articles on pages 66, 71, and 85 describe adding menus
and dialog boxes to HP OpenView Windows.

The HP OpenView Windows product is divided into two
categories: end user products and application developer
products. The end user products contain the hardware and/
or software components required to use HP OpenView Win-
dows. The software component includes the three pro-
grams OVRun, OVAdmin, OVDraw, and one or more HP Open-
View applications. The recommended hardware configura-
tion consists of the HP Vectra model ES/12 personal com-
puter with a 40-megabyvte hard disk and a 2M-byte ex-
panded memory board. For developers the key product is
the HP OpenView Windows Developer's Kit, which con-
tains the HP OpenView Windows end user software and
the pieces needed to develop HP OpenView Windows ap-
plications.

Application Installation

When the HP OpenView Windows software is installed
on the Vectra, it creates two sections in the Microsoft Win-
dows WIN.INI file. The two sections are called OpenView and
OpenViewApps. The OpenView section contains information
such as the default network map and the name of the file
used for logging. The OpenViewApps section contains entries
for HP OpenView applications, which are filled in when
applications are installed. An entry in the OpenViewApps
section is in the following format:

[OpenViewApps]
AppName = AppRun.Exe AppDraw.Exe AppAdmin.Exe

AppName is the application name, AppRun.Exe is an execut-
able file to be started when the end user runs OVRun,
AppDraw.Exe is an executable file that is started when OVDraw
is run, and AppAdmin.Exe is the executable file started when
OVAdmin is run. Applications don’t need to have executables
for all three HP OpenView programs.

When an HP OpenView Windows application is in-
stalled, it is registered with HP OpenView Windows
through the entry in the WIN.INI file. HP OpenView Win-
dows applications also register for graphic symbols and
menu items. Registration for symbols (or abjects in Micro-
soft Windows terminology) and menus is accomplished by
calls to HP OpenView Windows intrinsics.

When one of the HP OpenView Windows programs
(OVRun, OVDraw, or OVAdmin) is started, HP OpenView Win-
dows checks the WIN.INI file and invokes all the HP Open-
View applications installed there. When an application is
invoked, its WinMain loop is entered and the first HP Open-
View Windows intrinsic called is OVinit( ), which sets up
communications between the application and HP Open-
View Windows. The application then calls OVRegister( ) to
inform HP OpenView Windows what object types (sym-
bols) the application manages, and OVMenuAdd( ) and OV-
MenuAdditem( ) to inform HP OpenView Windows which
menus and menu items are valid for the given object types.
The application informs HP OpenView Windows that the
initialization is done by calling OVinitComplete( ).

Four main facilities are provided by HP OpenView Win-
dows: map handling, menu integration, status, and context
sensitive help.

Map Handling

When we started considering the requirements for a user
interface for network management applications, it was ob-
vious there was a need for a graphics-based user interface.
Typically the way network managers and operators use a
network management application is to draw a picture of
the network on paper, annotating the drawing with identifi-
cation and other information. The data from the drawing
is used to tell the network management application which
network components to manage.

HP OpenView Windows simplifies this task by supplying
the network map composed of graphics symbols that rep-
resent the network components. Associated with each sym-
bol is a network management application that is invoked
when the particular symbol and a menu item are selected.
Thus, the network manager no longer needs to run an ap-
plication and then identify the network component of in-
terest. Also, when a network manager is monitoring a net-
work and the state of some network component changes,
it is much faster for the network operator to identify the
node having problems by looking at a network topology
rather than having to look up a node name or address.

In Fig. 2 the user wants to identify a computer system
Delta (i.e., get details on the machine type, version number,
etc.), and so selects the computer symbol labeled Delta and
the Identify menu item under the monitor menu, After the
user selects* the Identify menu item, HP OpenView Windows

*Selection s accomplished by clicking the left mouse button on a syrmbol or menu item
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passes the information to the application registered for that
symbol type/menu item pair. The application then has con-
trol, and can use HP OpenView Windows routines to access
the device or stored data to accomplish the actions as-
sociated with Identify. In the example in Fig. 2, the applica-
tion registered for the Delta computer system is NS Monitor,
which is listed at the top of the dialog box in Fig. 2b. If
the user wanted to identify a bridge, a bridge symbol and
then the Identify menu item would be selected. The article
on page 66 describes how the HP OpenView BridgeManager
implements the Identify function.

E OpenlUiew OURun
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The map can be organized in any way the customer wants
to view the network: physical, geographical or organiza-
tional. For example, suppose a company has four computer
systems—two in building 1 and two in building 2, and the
two sites are connected via a LAN bridge. The user can
draw a hierarchical map (Fig. 3) or a network model map
(Fig. 4). These examples also demonstrate that the user is
not limited to placing a symbol in only one picture. In Fig.
4 the subnet symbols BLDG1B and BLDG2B and the bridge
symbol BRIDGB show up in more than one display. BRIDGB
represents the same physical bridge each time it appears.
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Fig. 2. (a) The user selects the
computer symbol (abeled Deita
and the Identify menu itemn. (b) This
symbol/menu item combination
provides the user with some idern-
tification information about the
computer system Deita.
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The map functionality in HP OpenView Windows allows
the user to navigate through the map in many different
ways. The user can double click on a subnet symbol to
display the network that the subnet symbol represents, or
the user can navigate through the map by using the follow-
ing menu items contained in the map menu.
® Go To Top allows the user to view the top picture of any
network currently being viewed.
® Go ToPrevious allows the user to view the previous picture
displayed.

® Go To Picture allows the user to view a picture listed in a
dialog box. By clicking on one of the items in the box
and then clicking OK on one of the the pictures listed,
the selected item is displayed.

® Go Toallows the user to find pictures containing the sym-
bol for a selected node or device. A dialog box will be
displayed listing all the pictures containing the symbol
if the symbol is in more than one picture.

Based on feedback from developers, two features were
added to the map handling facility: treating lines as symbols
and allowing multiple applications to register for the same
symbol.

S8 0penliew 0URun

Nap Monirtor O

Lines. In the early versions of HP OpenView Windows,
many different line types were defined, but they couldn't
be managed like other network symbols. We discovered
that many network management applications wanted to be
able to manage lines. This was especially true of HP's tele-
communications divisions. Where the systems divisions
thought in terms of boxes, the telecommunications divi-
sions thought in terms of lines.

Since we wanted the user interface to be useful to all
network management applications, lines were made equal
with other network component symbols. Lines can change
color to reflect the status of the line. They can be named,
registered for, selected, and managed. Lines can also be
labeled and split into different internal types. For example,
obj_line can be split into line types obj_line1, obj_line2, and
so on. This feature allows multiple applications that regis-
ter for lines to coexist together. Without this feature, two
applications that want to manage lines and use some of
the same menu items would not be able to run in the same
HP OpenView Windows together. The article on page 71
provides an example of the use of HP OpenView Windows
line types for network management.

HAPA: TOPAE

TOPA

o A HAP#A: BLOGT A T

Help

= Openlisow OURun -
‘Map Manitor Diagnose Control Measure
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Niagnose Control Heasure

BLDG 1A

T

To BLOG 24

BLDG2A

Fig. 3. Hierarchical network map. Note that the subnet symbol is used to depict the existence
of network configurations in different builldings.
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Multiple Symbol Registration. Since more than one appli-
cation can run at a time, more than one application may
want to register for the same symbol. This is especially
true for applications that manage system symbols like HP
DeskManager, SNA, and TCP/IP. Therefore, we allow mul-
tiple applications to register for (and to manage) the same
symbol with the limitation that they cannot register for the
same menu items. This means that if application A is regis-
tered for the menu item/symbaol combination Identify/DTC,
application B cannot cannot register for this same combina-
tion, but it can register for another menu item/DTC combi-
nation. This limitation ensures that HP OpenView Win-
dows knows to which application to send the selection
message. Allowing multiple applications to register for one
symbol also works well for integrating foreign applications
that need very different functionality. For example, an ap-
plication that manages a computer system can run together
with a terminal emulator connected to that system. When
the user selects the computer system, the menu items for
both the system management application and the terminal
emulator can be enabled.

Menu Integration

Customers buy network management solutions to gain
increased use of network resources and lower the cost of
maintaining networks. Lower maintenance costs come
through minimizing the time required to train operators
and managers. Making the user interface as easy to use as
possible is one way of lowering the training costs. Another
way of lowering training costs is through the use of a con-
sistent user interface across all network management appli-
cations. This means that if a user is tracking down a network
problem, there is no need to switch back and forth between
different tools with different user interfaces to accomplish
the job. There are a wide variety of devices in a network
that need to be diagnosed or configured, and if a user has
to learn many different user interfaces for each device and
type of activity performed, training becomes a significant
cost to the customer.

To help ensure a consistent user interface, HP OpenView
Windows provides three types of menu items: standard HP
OpenView Windows menu items, application dependent
menu items, and application-added menu items. Standard

Help

TOPB

MAPE: BLOG) BE

Map Monitsy Diagnose Control Measure Help

= OpenlUiew OURun -

== (penUiew OURun -

3 MAPB: BLDG
Map Moniror Diagnose Control Heasure Help

BLDG 1B

COMFIE] [EEMFZE

BLDG 2B =

Fig. 4. Network model map. In this representation the subnet symbol for the buildings is shown
in each picture.
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HP OpenView Windows menu items appear regardless of
what applications are being used. The functionality of stan-
dard HP OpenView Windows menu items is always
supplied by HP OpenView Windows, not by the applica-
tion. The OVRun map menu items such as Go To Top and Go
To Previous are examples of standard menu items.

Application dependent menu items are displayed by HP
OpenView Windows but rely on applications to provide
functionality. They appear on the menu regardless of what
applications have been installed. The Indentify menu item
described earlier is an example of an application dependent
menu item. As shown in Fig. 2 the functionality for Identify
in thisexample is provided by the application NS Monitor.

Application-added menu items are added by an application,
and appear only when that application has been installed.

Menu items may be object-specific or nonobject-specific.
Object-specific items remain disabled (greyed out) until
the user selects a symbol in the map. If there is an applica-
tion that provides the functionality for that type of symbol,
it is enabled. An example of an object-specific menu item
is the Identify menu item, which is enabled only if an object
to be identified has been selected.

Nonobject-specific items are always enabled and can
only be handled by one application. An example of a
nonobject-specific menu item is the Show Alarms menu item,
It is always enabled since the alarm list doesn't refer to
any specific object.

Status

A graphical user interface allows the network operator
to gain a large amount of information about a network from
the components on the display. The use of color helps the
operator absorb this information quickly. Color represent-
ing the state of network elements is a key part of HP Open-
View Windows.

When HP OpenView Windows is initialized the status
of all of the devices is unknown. This state is represented
by the color blue. Once the applications start coming up
and informing HP OpenView Windows of the states of the
devices, the colors are changed to represent the true state
of the devices. Red is used for critical, vellow for warning,
green for OK/normal, and magenta for an informational
state. The informational state might be used to indicate
that the device is off-line or under test, or has messages
queued that don't represent a warning condition. If a device
changes to a critical or warning state, in addition to chang-
ing the color of the symbol, a warning message is displaved.
Since lines are treated the same as symbols, their colors
represent the same state information. The only difference
is that the initial color for lines is black.

Since HP OpenView Windows allows the user to have
many different pictures representing different parts of a
network, it is possible that the user may not be viewing
the picture that contains a device whose status has just
changed because the device may be at another level of the
network hierarchy or on another network. One of the fea-
tures of the HP OpenView Windows map is status propa-
gation. This means if a symbol in a picture changes state
(color), all subnet symbols representing that picture will
have their color changed to represent the highest severity
contained in the picture. In the map examples shown in

Figs. 3 and 4, if COMP1A had a critical error, the symbol
COMP1A in the BLDG1A picture would be red. The subnet
symbol BLDG1A in picture TOPA would also turn red, indi-
cating to the user that at least one symbol in picture BLDG1A
had a critical severity. Because the user may have multiple
levels of subnets, status information must be propagated
up through multiple levels. If the user had drawn the net-
work in a network model map like the one in Fig. 4, this
would mean that every subnet would be red. If COMP1B
were gritical (red), BLDG1B would be red because it contains
COMP18B, and BLDG2B would be red because it contains sub-
net symbol BLDG1B. In HP OpenView Windows, the user
can configure the map to propagate status up one level or
all levels.

Help Facility

The last area where HP OpenView Windows provides
integration of applications is in the area of context sensitive
help. The NewWave help facility’ is used to allow applica-
tions to format and integrate help text. The user is able to
access the help facility by either pulling down the Help
menu or by clicking on the Help button within a dialog box.
The Help pull-down menu has menu items for HP OpenView
Windows and for each HP OpenView Windows application
installed. Selecting a menu item under the Help menu brings
up the index for HP OpenView Windows or the HP Open-
View Windows application. Clicking on the Help button
within a dialog box brings up the help screen for that dialog
box.

Conclusion

HP OpenView Windows is a tool for both network man-
agement application developers and end users. For de-
velopers, HP OpenView Windows simplifies the task of
developing a graphical user interface for network manage-
ment applications by providing functionality in the areas
of map handling, menu integration, status, and help. End
users also benefit from HP OpenView Windows, since the
resulting applications have a consistent user interface that
is easy to learn and use.
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HP OpenView BridgeManager: Network
Management for HP LAN Bridges

Since LAN bridges receive all the data packets transmitted
on the LAN segments they interconnect, they are an ideal
focal point for monitoring packet integrity and the number

of packets forwarded and filtered.

by Andrew S. Fraley and Tamra |. Perez

limits of their physical and electrical specifications,

traffic levels can reach a point where throughput is
significantly impaired. A LAN bridge logically separates
segments of a very large LAN so that optimum throughput
is maintained. A bridge allows intersegment communica-
tion only as required. For example, if two nodes on the
same LAN segment are communicating, there is no need
for their packets to be forwarded to other LAN segments
(see Fig. 1). Thus, a bridge restricts traffic to only the neces-
sary LAN segments.

To separate LAN segments logically, a bridge monitors
traffic on the network and builds an internal address table.
In essence, the bridge learns the MAC addresses and port
locations of nodes communicating on the LAN, and only
forwards traffic to other LAN segments if source and desti-
nation nodes are on different bridge ports.

Recently, an IEEE 802.1 committee defined a standard
spanning tree algorithm® that allows redundant bridging
to increase LAN reliability (see Fig. 2). A spanning tree
algorithm is typically used to determine the shortest path
between any two LAN nodes. The spanning tree standard
adds the capability for two bridges to interconnect the same
LAN segments and protect LAN operation in the event of
a bridge failure. The spanning tree standard places one
bridge in active bridging mode for forwarding packets and
the other bridge in backup state for monitoring traffic and

B S LOCAL AREA NETWORKS (LANs) grow to the
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Bridge Port 2

| LAN LAN
Segmant Segment
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Fig. 1. How a LAN bridge isolates traffic.
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maintaining its address table. It is important to note that
connecting two bridges that do not support the spanning
tree standard could result in an infinite cycle of packets
between redundant bridges. This would create an increase
in the traffic levels on adjacent LAN segments, bringing
down both segments.

Hewlett-Packard builds a number of two-port LAN
bridges. These bridges interconnect IEEE 802.3 10-Mbit/s
networks, IEEE 802.3 i-Mbit/s networks, and IEEE 802.5
token ring networks. The HP products and the networks
they support are given in Table 1. The 10-to-10 and 10-to-1
bridges that bridge IEEE 802.3 10-Mbit/s and 1-Mbit/s net-
works support the spanning tree algorithm and network
management.

Table |
HP LAN Bridges
HP LAN Network Connection Network
Bridge Management
HP 286478 Star- 802.3 10-Mbit/sto 802.3 Yes
LAN Bridge 1-Mbit/s
HP 28648B LAN 802.3 10-Mbit/s to 802.3 Yes
Bridge 10 Mbit/s
HP 28649A Token 802.3 10-Mbil/s to 802.5 No
Ring Bridge 4-Mbit/s

Why Manage a Bridge?

There are two reasons to manage a bridge: to monitor
the network and to configure the bridge. Because bridges
receive all the data packets on the segments they connect,
they are an ideal focal point for monitoring packet integrity
and the number of packets forwarded and filtered. This

i |
—

Fig. 2. Redundant bridge configuration
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information can be used to tune the network and isolate
problems. For example, if a bridge port sees sustained traf-
fic levels over twenty-five percent, this indicates that the
segment may have too many nodes. Any subset in which
the nodes generate a lot of traffic communicating among
themselves should be broken into a separate segments and
isolated by a bridge. For another example, if a new node
was added yesterday, and today the bridge port to which
it is attached is reporting & high level of CRC errors, this
indicates a problem with the transmitter on the new node.

Bridge management can also be used to customize the
configuration of the bridge’s operating parameters. For
example, if there is a set of nodes containing sensitive data
that should be accessed only by a handful of privileged
users, these sensitive nodes can be placed on a private
segment and isolated by a bridge. The bridge’s address
table can be configured to forward only packets from the
sensitive nodes and from the handful of privileged nodes.
Consider a LAN that has grown so large that the worst-case
forwarding time between two bridges exceeds a second. In
this case, it might be necessary to adjust the spanning tree
algorithm time-outs upward for optimal spanning tree per-
formance.

HP OpenView BridgeManager

The HP OpenView BridgeManager is an HP Vectra com-
puter-based HP OpenView application that manages HP’s
10-to-10 and 10-to-1 LAN bridges. The BridgeManager pro-
vides the ability to poll bridges, read parameters, set param-
eters, upload and download complete configurations, log
on and log off, log counters, and monitor alarms. The
BridgeManager also supports the HP NewWave help sys-
tem, which has been integrated into the HP OpenView
product.

The BridgeManager is divided into two parts: the user
interface and the network interface. The user interface inter-
acts with the HP OpenView system and Microsoft Win-
dows. The network interface manages the communication
with the LAN bridges.

User Interface

The BridgeManager user interface provides a graphical
interface based on a network map consistent with other
HP OpenView applications. About half of the BridgeMan-
ager user interface code provides links to Microsoft Win-
dows, HP OpenView Windows, and the BridgeManager
network interface (see Fig. 3). The other half of the user
interface code implements a table-driven formatter that for-
mats packets received from a bridge and parses user input
into packets sent to a bridge.

The parsing and formatting functions were implemented
in a central formatting mechanism for two main reasons:
to reduce code size and to ensure flexibility. In Microsoft
Windows, segments can be discarded or swapped from
system memory and new segments loaded from disk. When
Microsoft Windows runs low on system memory, this
swapping or discarding begins to occur and performance
degrades. Therefore, it is imperative to keep the size and
number of code segments small. The formatting mechanism
meets the code size goal by trading off code size for data
size, Instead of hard-coding formatting statements for each

BridgeManager
Application

TICL
(HP OfficeShare)

Fig. 3. Layers of software involved in the HP OpenView
BridgeManager application.

packet type, the formatting directives are described in a
data table and a shared formatter interprets the table.

The network management protocol used by the
BridgeManager is loosely based on an HP proprietary net-
work management protocol that was targeted for use in
HP's network management products until standard net-
work protocols became available.

Throughout the project, the BridgeManager protocol
changed to add or delete functionality, The BridgeManager
user interface was designed to minimize the time required
to adapt to a changing protocol. The formatter achieves
this flexibility goal because if the packet format is changed,
no code is affected. Only the table must be modified to
describe how to format and parse the modified packet.

The formatting table is an arrayv of field descriptors. A
field descriptor contains information describing the field
type (word, string, MAC address, etc.), the default,
minimum, and maximum values for the field, the offset of
the field in the result string, a pointer to the location of
the field in the incoming packet buffer, and a flag that is
TRUE if the field is the last field in the string being created
(each string may have multiple fields). The following frag-
ment of a real formatting table describes the formatting of
the two lines:

080009-0033C4
HP 286478

IEEEB02 Link Address
Product Number

contained in the list box of the BridgeManager Identify dialog
box shown in Fig. 4.
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struct  {
intfield_type; /" Flag that determines howthe  */
/" formatter handles the data ¥
/" identified by the packet o
/* location field 1/

char "min_max_default; /* Pointertoastringcontaining */
/* information describing the

/* bounds of the data field W

int field_offset; /* The character positionofthe =/
/* formatted field in the output =
/*line */
char *packet_|ocation;  /* A pointer todatain anincoming */
/* packet or an identifier *f
/* of aresource string %
intlast_field; /* ABoolean variable thatistrue */
/*if the current field is the last *
/" field in the output line &
)
counters = {
FORM_RESSTRING,  /* String from string table ¥
NULL, /* No min/max information */
0, /* Field at beginning of line *F
(char*) STRING_IEEE_802_LINK_ADDRESS, 1D of */
(*string table string
FALSE, /* Notthe last stringin line *f
FORM_ADDRESS, /* MAC address "
NULL, /* No min/max information *
23, /* Position 23 in line o
(char *)packet.ieee_802_source_addr, /* Data position */
/"in packet i
TRUE, /* Lastfieldin line *
FORM_RESSTRING, /* String from string table /)
NULL, /* No min/max information "
0, /* Field at beginning of line *
{char ")STRING_PRODUCT_NUMBER, " 1D of string */
/able string "
FALSE, /* Not last field in line i
FORM_STRING, /* String from packet *
“20," /* Max length of string is 20
23, /* Position 23in line i

(char *)packet.product_number, /* Data position in packet */
TRUE /* Lastfieldin line

Consider how this table is used to interpret an identify
packet. The first field is of type FORM_RESSTRING. Knowing
the field is a resource string, the formatter interprets the
packet_location pointer not as a pointer into a packet, but as
a constant identifying which string is to be loaded from a
Microsoft Windows resource string table. This string is
loaded at offset 0 in the result string. Because the last_field
flag is FALSE, the formatter realizes that the resulting string
is not vet complete. The next field is of type FORM_ADDRESS.
The formatter interprets the packet location pointer as a
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pointer to a MAC address and formats the packet data into
the string at offset 23 in the result string. Because the last_field
flag is TRUE, trailing spaces in the result string are trimmed
and the string is output by the formatter to a list box or
file (as directed by the code that invoked the formatter).
The next field is another field of type FORM_RESSTRING. It
is handled exactly like the first resource string field. The
last field is of type FORM_STRING. The formatter treats the
packet_location pointer as a pointer to a string. This is the
only field in the example whose min_max_default string
pointer is not NULL. The "20” is scanned from the string and
the formatter ensures that the string in the incoming packet
is 20 characters or less. If longer than 20 characters, the
string is truncated. The last_field flag is TRUE so the second
result string is trimmed and sent to a list box or file. The
two result strings produce the two lines shown above.

When the user wants to change parameters on a bridge,
the formatter also takes strings that have been modified
through interaction with the user and parses them into
outbound packets. The rest of the user interface deals with
the network interface to send and receive packets, to inter-
act with Microsoft Windows objects such as list boxes, edit
fields, and pushbuttons, and to interface to the network
map and the HP OpenView C-tree data base.

To illustrate how the BridgeManager user interface in-
teracts with these three entities to implement a function,
consider the Identify function. When the user wishes to read
identity information from a bridge, the user selects the
bridge from which to read in the network map and then
selects the Identify menu item in the Monitor menu. When the
HP OpenView system detects that a bridge is selected, it
sends a message to the BridgeManager's message queue
indicating that the Identify menu item was activated. The
BridgeManager responds to this message by calling Micro-
soft Windows to create and display the Identify dialog box.

Each BridgeManager dialog box has an associated dialog
box function that handles messages for that type of dialog
box. When the Identify dialog box is displayed, Microsoft
Windows sends an initialization message to the dialog box
function. When the Identify dialog box function receives the
initialization message, it loads the selected bridge's text
label and MAC address into the window's Bridge Label and
Bridge Address fields shown in Fig. 4. To do this, the
BridgeManager uses HP OpenView function calls to get an
object identifier specifying which bridge was selected. The
BridgeManager then uses this identifier to look up the
bridge’s label and MAC address by calling an HP OpenView
function. The dialog box function then retrieves an identify
packet from the selected bridge using the network interface.
When the packet is returned, the formatter formats the
information into the list box for the user to view.

Network Interface

The most important function of the BridgeManager's net-
work interface is to manage the communications exchange
between bridges and the management node. A management
node is the system from which a network manager uses
the BridgeManager application to monitor a network. A
large part of this functionality is devoted to the mainte-
nance of incoming packets.

Before beginning a discussion of internal packet manage-
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ment, it is helpful to understand the architecture and gen-
eral operation of the BridgeManager network communica-
tion process. As shown in Fig. 3, the BridgeManager net-
work interface resides in several layers of code. HP Of-
ficeShare is HP's network transport software. The transport
interface compatibility layer (TICL) in the HP OfficeShare
software provides access to the network hardware via inter-
rupts. The datagram interface running on top of the HP
OfficeShare software limits access to TICL as a protection
mechanism. To send a packet across the network, the
BridgeManager netwark interface makes a call to the data-
gram interface, which filters down to a hardware transmis-
sion request. When the network hardware receives a packet,
it interrupts TICL. TICL then interrupts the upper layers
of software until the packet reaches the destination appli-
cation, which in this case is the BridgeManager.

Recall from the discussion of the user interface that the
Microsoft Windows memory manager dynamically swaps
code and data segments. Interrupts from the network
hardware would fail if the network interface code and data
segments were allowed to move dynamically in memory.
Therefore, the network interface is implemented as a static
Microsoft Windows library that is separate from the user
interface. The user interface must poll the network interface
to receive any packets that may have arrived asynchro-
nously. When the network interface receives a poll request

DpenView OURun - DRWBRG:UNTITLED
| Map Monitor Diagnose Control Measure Help

and has a packet available for the user interface, it copies
the packet from its buffer structure into the pointer pro-
vided by the user interface. The network interface then
frees the packet buffer to accept another packet.

Two types of packets are received at the BridgeManager
network interface: a response to a previously posted request
packet (hereafter known as a response packet) or an event
notification packet. Event notification packets arrive asyn-
chronously. They are sent when the bridge detects a change
in the network state that might be of concern to the user.
Event notification and response packets coexist in the net-
work interface buffer structure. Therefore, an array is used
to maintain four maximum-size IEEE 802.3 packets. Two
of the array elements are used for response packets and
the remainder for event notifications. The following is a
code fragment containing the packet buffer declaration.

i

Bridge Manager - Identify

Bridge Label:
Bridge address:|080889-0033Ck @

[EEE 802 Link Address 080069-0B33CH

Product Humber HP286478

Uersion f.61.08

Operational State Hormal - 1

Date @ Time 06-07-89 @ 81:61:31 PH
Session Owner Local

Print |Retrieue|

StalAN Stub

StarLAN Stub

Fig. 4. BridgeManager |dentify
dialog box.
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struct {
intcommand_id; /* TICL identifier of receive Lt/

/* command posted to thisbuffer  */

/* Per buffer flag which cantake on */

/* values WAITING, EVENT, or

int buffer_state;

RESPONSE '

char packet_buffer /* Receive packet buffer =
[1518]

} receive_buffers[4]; /* Allocate four receive buffer i/ |

/* structures (allowing applications */
/* to buffer up to four back-to-back */
/" packets) "

The network interface uses the buffer_state and command_id
elements to control the packet buffer structure. The com-
mand_id element is returned from TICL and is used in the
event that the receive request must be canceled. The buffer_
state element is used to determine whether a buffer is wait-
ing to receive a packet and also to maintain the balance of
buffer use between event notification and response packets.

It is critical that the incoming packet buffers not be filled
with only response packets or only event notification pack-
ets. If the network interface packet buffers were filled with
response packets, event notification packets would be
locked out of the management node, thus crippling the
management feedback system. On the other hand, if the
packet buffers were filled with event notification packets,
the user would not receive responses to management com-
mands issued on the network. To avoid this problem, the
interrupt service routine responsible for validating and ac-
cepting incoming packets is designed to monitor the state
of the packet buffer with every packet arrival. Currently,
two packets of either response or event notification type
are allowed to coexist in the buffer structure. If two packets
of the same type exist in the buffer and a third arrives, it
will be thrown out to maintain the buffer balance.

A major design goal of the BridgeManager was that it
coexist with other management nodes and be a well-be-
haved application with respect to CPU and memory use,
The network interface library resides in static nonswappa-
ble memory. Therefore, a major design goal was to keep
the library as small as possible. The code size was not a
problem, but the data structures, specifically the packet
buffer, were our major concern. During development. we
determined that two buffers per packet type were more
than sufficient to ensure that the network interface did not
become a a performance bottleneck. However, if this con-
dition changes in the future, the number of buffers for each
tvpe of packet is easily altered. A recompilation is required
to implement the change.
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Conclusion

Bridges are important network components that segment
local area networks into logical subnets, filter traffic be-
tween subnets and the network segments, and add reliabil-
ity to the network through redundant paths. Since a bridge
observes network traffic during operation, adding manage-
ment to bridges provides valuable network information to
the user.
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HP OpenView Data Line Monitor

Monitoring large and complex network configurations is

crucial to maintaining the integrity and performance of data
communication lines. The HP OpenView Data Line Monitor
is a hardware and software solution for monitoring these

data communication lines.

by Michael S. Hurst

more complex and efficient management of these net-

works is crucial as organizations become more depen-
dent on them. At the heart of any network are the physical
data communication links that connect the computers to-
gether. For wide area networks these links often consist of
point-to-point leased analog lines and it is problems with
these lines that are the most common cause of trouble in
data communications. Network managers and datacom
managers in places such as corporate data centers are there-
fore increasingly concerned with the performance and in-
tegrity of their data communication lines.

Point-to-point leased lines connect data equipment in
separate locations. Normally four-wire lines with two cir-
cuit pairs are used, one line for each direction of transmis-
sion. Modems interface the data equipment to these lines.
Imperfections that cause data errors on analog lines fall
roughly into two groups: steady-state impairments (e.g.,
noise or amplitude modulation) and transient impairments
(e.g., impulses or signal dropouts). In addition, telephone
companies may condition lines to meet the attenuation
distortion (frequency response) and delay distortion (en-
velope or group delay) characteristics required by modern
high-speed modems.

The HP OpenView Data Line Monitor (OVDLM) is an
analog leased-line monitoring system for multivendor net-
works, based on the HP 4948A in-service transmission im-
pairment measuring set (ITIMS)." The HP 4948A permits
the testing of lines while they are still in use. Conventional
testing of analog lines requires the lines to be taken out of
service while test signals, such as test tones, are applied.
Alternatively, modem-based line monitoring and manage-
ment systems are available from manufacturers of datacom
equipment. However, these systems are usually proprietary
and may require specialized and expensive smart modems.
The HP 4948A works with ordinary modems in the range
of 2.4 to 14.4 kbits/s that are compatible with AT&T or
CCITT standards. HP OpenView Data Line Monitor is com-
patible with the other HP OpenView network management
applications and can run concurrently with them.

The HP OpenView Data Line Monitor software controls
a single HP 4948A and one or more HP 3777A channel
selector access switches to monitor or troubleshoot analog
datacom circuits at one location. Each HP 3777A switch
can access up to 30 four-wire circuits and can be cascaded
to achieve the required access capacity to a maximum of
31 switches. The functionality of OVDLM is provided en-

I NFORMATION NETWORKS are becoming larger and

tirely by the software running in the HP OpenView work-
station. Unlike some of the other HP OpenView applica-
tions, OVDLM is not split into two parts, with one part
running on a remote computer. Instead, the ITIMS and
switches are controlled directly from the HP OpenView
waorkstation via the HP-IB (IEEE 488, IEC 625). The HP-IB
has the advantage that its high speed enables the ITIMS
and up to 13 access switches to be controlled from just one
interface card in the HP Vectra PC. (Because of the electrical
limit of 15 devices on one HP-IB, two interface cards are
required for up to 27 switches, and three for the maximum
of 31 switches). In many installations it is possible that the
HP OpenView workstation might be situated at some dis-
tance from the communications rack where the ITIMS and
switches are located. The distance limit of 20 meters with
HP-IB cable can be overcome by using HP-IB extenders. A
pair of HP 37204A multipoint HP-IB extenders using fiber
optic cable allows HP-IB extension up to 1250 meters with
negligible loss in performance. For greater distances, such
as when the HP OpenView workstation and the ITIMS are
at different sites, a pair of HP 37201A HP-IB extenders can
extend the HP-IB to unlimited distances over ordinary tele-
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HP 3777A HP-IB-Controlled
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Fig. 1. A typical equipment configuration for using the HP
OpenView Data Line Monitor (only one access switch, the HP
3777 A channel selector, is shown).
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Fig. 2. Screenused toentertrans-

phone lines, albeit with a loss in performance. Fig. 1 shows
atypical equipment configuration with one access switch.
For routine alarm monitoring, OVDLM can be set to test
all lines automatically in sequence. For troubleshooting, a
single line can be selected and monitored continuously.
This is particularly powerful for trapping intermittent
faults. A description of all lines to be monitored is stored
in the HP OpenView Windows data base, including details
of the modem type and transmission performance limits.
When OVDLM detects a problem with a particular line,
the color of that line is changed to red and a message is
displayed in the HP OpenView alarm window. OVDLM
can report line performance in two ways. First, routine
day-to-day monitoring typically uses an alarm-only mode,
which indicates when any of the key analog parameters
for each line go outside their predefined limits. Secondly,
when data is required for line performance benchmarks or
trend analysis, OVDLM is able to store the maximum,
minimum, and average values of all line characteristics
during a selected measurement period. The results for each
line are stored in a common log file which can be viewed

—_— Data Line Monitor - Conditioning Limits

rmission limits.

at any time.

Like all HP OpenView applications, OVDLM is divided
into three programs: OVAdmin, OVDraw, and OVRun. The arti-
cle on page 60 describes these programs.

OVDLM and OVAdmin

In OVAdmin the user (a network or datacom manager) can
define sets of transmission and conditioning limits. Trans-
mission limits include specifications such as the minimum
and maximum signal level, minimum signal-to-noise ratio,
maximum number of dropouts allowed in a 15-minute in-
terval, and so on. Conditioning limits define attenuation
distortion and delay distortion masks. Typically these sets
of limit values are based on AT&T or CCITT specifications
for analog leased lines. Each set of limits is given a name,
which is then used to specify the limits for a particular
line. Many lines can thus share common sets of limits. The
sets of limits are stored in a special OVDLM data file rather
than the HP OpenView Windows data base. Where the data
is stored is not apparent to the user. Fig. 2 shows the screen
used to enter the transmission limits and Fig. 3 shows the
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Fig. 3. Screen used to enter con-
ditioning limits.
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13

used to describe datacom line

screen used to enter the conditioning limits. The data
shown entered in Fig. 3 is the attenuation and group delay
mask from CCITT recommendation M.1020 for interna-
tional leased analog circuits.

OVDLM and OvDraw

In HP OpenView Windows, lines drawn on the network
map can be managed in the same way as computer or com-
ponent icons. OVDLM registers with HP OpenView Win-
dows to manage these lines. In OVDraw the user draws the
datacom lines on the network map, describes their details,
and enters configuration information about the ITIMS and
switches. Lines are described in exactly the same way as
computer or component icons are described in other HP
OpenView applications, that is, the user selects the Describe
menu item from the Edit menu, moves the pencil cursor
over the line and clicks the mouse button. This brings up
the line Describe dialog box. OVDLM extends the default
line description of HP OpenView Windows to include de-
tails of the line impedance, the modem type, and the names
of the line transmission and conditioning limits (as set up
in OVAdmin). Fig. 4 shows a sample network map with a

(Helo )

Data Line Monitor - Instruments

characteristics. The pencil is used
to select the desired line.

Cancel |

line Describe dialog box. Note that the modem type is set
to AUTO. When this line is monitored in OVRun, the ITIMS
will automatically search for the correct modem type by
examining the live line signal.

A difference between lines and most other managed ob-
jects is that lines are passive because they need separate
tools (the instruments) to do the management. The ITIMS
and switches therefore have to be described in OVDraw. To
accomplish this an Instruments menu was added to the OVDraw
menu bar containing the Data Line Monitor menu item. Select-
ing this menu item will bring up an ITIMS Instruments dialog
box on which the HP-IB interface select code and the ad-
dress of the ITIMS and first-level switch can be entered
(see Fig. 5). From this dialog box a Connect Line dialog box
can be accessed for connecting lines to the ports of the
first-level switch. A Connect Switch dialog box can also be
selected for connecting a second level of switches to the
first-level switch. Subsequently lines can be connected to
the second-level switches.

OVDLM and OVRun
The OVRun part of OVDLM controls the program’s
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Fig. 5. Instruments dialog box used
to describe the HP-IB interface
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monitoring activities. The user sets up global monitoring
parameters and starts and stops the manitoring via a Control
dialog box accessed through a data line monitor menu item
on the Control menu. The Set Parameters menu, which is a
default menu item supplied by HP OpenView Windows, is
not used for this function because it requires a network
line name to be selected first. Entering a line name was
found not to be intuitive for setting the global monitoring
state because the global status information is not associated
with any particular network line.

The Control dialog box allows the monitoring state to be
set to line scan mode or single-line mode, along with the
required results and a test interval. The name of a disk file
to hold the results can also be entered. Fig. 6 shows a Control
dialog box with the Line Scan menu item selected, Alarms
Only results, and a 15-minute test interval selected. The
Resuits Type and Test Interval controls are greyed (dimmed)
because they can only be altered when monitoring is
paused.

In line scan mode OVDLM will monitor each line in turn
for a duration set by the test interval (5, 15, 30 or 60 min-

View OVRu

utes). For example, if there are 30 4-wire circuits and a
five-minute test interval is selected, a complete scan of all
the circuits will take about six hours (assuming both the
transmit and receive circuit pairs of each line are to be
tested and allowing a minute per test for ITIMS training).
If alarms-only results are selected, a summary of the impair-
ment violations is written to the results log file at the end
of the test interval (C:AOV\GREECE in Fig. 6). If conditioning
is selected as well as alarms only, the attenuation and delay
results will be checked against the conditioning limits (see
Fig. 3) and a pass/fail result will be written to the log file.
If detail results are selected, the maximum, minimum, and
average values of the steady-state line impairments, along
with the number of transient events, are recorded at the
end of the test interval. If conditioning and detail results
are selected together, the complete attenuation and delay
data is recorded as well.

In single-line mode OVDLM will continuously test only
one line that has been selected on the network map. The
Results Type selection works similarly to line scan mode,
except that in Alarms Only, each individual violation is re-
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corded in the log file. This is useful for tracking down
intermittents on a particular circuit.

Once started, monitoring runs in the background even
if all the OVDLM dialog boxes have been closed and the
user is working in another HP OpenView Windows appli-
cation. Thus the user is not normally aware of the monitor-
ing process. However, during HP-IB input/output, the Vec-
tra can appear busy for a few seconds, especially when
reading back the line conditioning data from the ITIMS.
This is because asynchronous HP-IB input/output is not
supported in the Microsoft Windows environment. To in-
form the user when HP-IB input/output is in progress,
OVDLM changes the cursor icon to an HP-IB busy icon
consisting of an hourglass and an HP-IB logo. At the end
of the test interval the color of the line on the network map
is changed to green if the measured performance is within
limits and to red if it is outside one or more limits. In the
latter case an alarm message is sent to the HP OpenView
Windows alarm window.

During monitoring the user can choose to view either
real-time results for the line currently being tested or his-
torical results for a line taken from the log file. These results
are accessed through Current Line and Line History menu items
on the Diagnose menu.

Selecting the Current Line menu item will display a current
line window and a line conditioning window. The current
line window shows the steady-state and transient results
and is refreshed from the ITIMS every twenty seconds. Any
results that are outside the limits for the line are shown in
red. The conditioning window displays a graph of attenu-
ation versus frequency or delay versus frequency, using
the ITIMS data-spectrum results and the conditioning mask
limits for the line. This window is only refreshed every
minute, the period with which the ITIMS remeasures the
data spectrum. Fig, 7 shows an example of a current line
window. Here the impulse noise and retrains counts are
above limit and hence shown in red. As a result, the line
on the map is also turned red. Fig. 8 shows a sample line
conditioning window. Note that the delay graph moves
outside of the mask below about 1000 Hz.

The Line History menu item allows browsing through the

the delay lower column in Fig. 3.

OVDLM log files for historical results of a particular line.
Filters are available to select the types of results required.
For example, there are filters that can be used to narrow
the selection to alarms results or details results for a particu-
lar transmit or receive pair.

Using Log Data

It is important for datacom managers to track the long-
term performance of their lines. The OVDLM log files are
in ordinary ASCII text and organized so that they can be
easily read by other application programs. For example,
the data can be imported into a spreadsheet program, such
as Microsoft Excel, and trend analysis done on the detail
results for each line. This trend analysis allows lines with
deteriorating performance to be spotted before they become
critical. Demonstration Excel macros to do thisare supplied
with the OVDLM software.

Acknowledgments

Acknowledgments are due John Duff, who designed and
coded the OVDLM software, and Mark Dykes, Garry Irvine,
and Elaine Butterwith for advice on many aspects of the
definition and implementation of OVDLM.

Reference

1. N. Carder, et al., “In-Service Transmission Impairment Testing
of Voice-Frequency Data Circuits,” Hewlett-Packard Journal, Vol.
38, no. 10, October 1987.

Microsolt 1s a U.S. registared trademark of Microsoft Corp

APAIL 1900 HEWLETT-PACKARD JOURNAL 75

© Copr. 1949-1998 Hewlett-Packard Co.



Network Management for the HP 3000
Datacom and Terminal Controller

The HP OpenView DTC Manager software is responsible
for controlling, monitoring, and diagnosing the DTCs on a
local area network. Its functions can be exercised either

from a local workstation on the LAN or from an HP Response

Center or other remote workstation.

by Serge Y. Amar and Michele A. Prieur

, NEW GENERATION OF HP 3000 COMPUTERS was

ff\_"l born in 1986, The distinctive features of this gener-
™ ation are HP Precision Architecture,! the MPE XL
operating system,? and the input/output structure.”

One of the peculiarities of the input/output structure is
the way terminals and printers are connected to a host HP
3000 computer. They are connected through a controller
(originally called the distributed terminal controller or
DTC), which is connected to a local area network, Origi-
nally, because the DTC code and configuration file were
too big to fit in nonvolatile memory, the host was in charge
of downloading them to the DTC at power-up. The host
was also responsible for building the DTC configuration
file and for managing the DTC (reset, upload, self-test, etc.).

For the first release of the MPE XL software, the LAN
was used more as an I/O bus than as a network, in the sense
that a terminal plugged into a DTC could establish a con-
nection to one and only one host computer even if the LAN
was shared by more than one host. Moreover, some impor-
tant features were missing, such as wide area network ac-
cess (X.25).

With the release of the MPE XL 2.0 operating system in
October 1989, major new functionalities are implemented

in the DTC: X.25 access, PAD (packet assembler/disassem-
bler) support, terminal I/O switched connections, back-to-
back connections, and others, All of these services can be
shared by multiple MPE XL systems connected to the LAN.
In keeping with its expanded capabilities, the DTC has
been renamed the datacom and terminal controller.

The DTC now offers LAN-accessible shared services, and
is no longer tied to one host system. With the back-to-back
feature, it can even work without any hosts on the LAN.
For these reasons, a new way had to be found to manage
the DTC and its services. This is the function of the HP
OpenView DTC Manager workstation.

The HP OpenView DTC Manager

The HP OpenView DTC Manager is the network manage-
ment software for the new services of the DTC. It is respon-
sible for controlling, monitoring, and diagnosing the DTC.

The HP Openview DTC Manager software runs on an HP
Vectra ES/12 personal computer with a VGA display, a
40-megabyte hard disk, an HP LAN access card, and a 2M-
byte expansion board. It runs under the Microsoft Windows
environment and the HP OpenView Windows umbrella. It
implements a graphical user interface, allowing the user
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to trigger management functions on the local area network

DTC components.

The contributions of the HP OpenView DTC Manager
include:
= The use of HP OpenView Windows to allow the user to

“touch” the network.

» Easy access to the DTC components through a graphic,
logical view of the DTC rear panel.

» Remote access to all of the DTC management functions
through a modem connection using the same graphic
user interface.

= The ability to add a support tool at any time without
modifing the HP OpenView DTC Manager code.

HP OpenView Windows is a network shell that mainly
displays and manages graphic maps of networks. Atinitiali-
zation, it spawns the applications that have an entry in the
OpenViewApps section of the WIN.INI file (see article, page 60).
It provides services such as map object management, menu
and menu items addition, alarms, single-key data base ac-
cess, and others.

Almost all of the HP OpenView DTC Manager's func-
tions, triggered by the user from the HP OpenView network
map, begin with the display of the DTC rear panel, which
allows the user to see at a glance the types of cards and
devices that are plugged into the DTC (Fig. 1). Using the
mouse, the user can easily select the part of the DTC on
which to execute the management function. The selectable
components are: the CPU board, a card (X.25, direct connect
card, modem connect card), a terminal, or a printer. Each
of these is represented by a specific icon.

All features of the HP OpenView DTC Manager can be
accessed remotely through a 1200-baud or 2400-baud
modem. The user interface is completely separate from the
input/output functions so that it can be run in a remote PC
without the need to pass graphic data through the serial
modem link. This structure was chosen to optimize the
exchange of information in the case of remote access—only
relevant binary data is transferred. A major problem of such
a structure is that it is not possible to take advantage of
some Microsoft Windows features. For example, a list box
can contain more information than can be transferred all
at once over the serial link to load the list box. Therefore,
the HP OpenView DTC Manager handles the scroll bars of
list boxes to navigate through the lists, and only list data
to be displayed is transferred.

Hooks have been implemented in the HP OpenView DTC
Manager so that a DTC support tool can be added at initiali-
zation time, using the DtcManagerApp section in the WIN.INI
file. For example, if a dump formatter were implemented
following the guidelines, it would be able to take full advan-
tage of the remote access capability of the HP OpenView
DTC Manager.

Software Structure
The HP OpenView DTC Manager consists of four Micro-

soft Windows components (Fig. 2):

u PCMPRMP. This module is responsible for interfacing
with the HP OfficeShare driver and implementing the
two management protocols MP and RMP.**

» DTCMGRIO. This module is responsible for maintaining
the data base associated with DTC management and for
translating requests coming from the user interface to

requests that can be understood by the PCMPRMP mod-

ule. It is also responsible for deciding whether a down-

load request coming from a DTC must be serviced or
rejected.

= DTCMGRUI. This module is responsible for handling
the user interface—for example, interpreting requests
coming from the user, requesting additional information
when needed, and displaying the results of the requests.

s RLS/CA. This module has two parts. RL Switch is respon-
sible for managing the local and remote modes and for
switching messages between DTCMGRIO and DTCMGRUI
either on the same PC or through a serial modem link.

Data is never exchanged directly between DTCMGRUI

and DTCMGRIO. CA stands for connect application. It

is responsible for the logon and logoff process in both
local and remote modes.

Two of these modules, DTCMGRUI and RLS/CA, are HP
OpenView Windows applications. An HP OpenView Win-
dows application is, first of all, a Microsoft Windows appli-
cation, that is, it has a WinMain, which performs initialization
and implements the GetMessage/DispatchMessage loop. How-
ever, during the initialization process, it must call some
HP OpenView intrinsics, and it does not create its own
main window. The application's main window is created
by HP OpenView Windows and acts as a communication
window between HP OpenView Windows and the applica-
tion. The application must provide the window procedure
for this communication window.

Because an HP OpenView Windows application has no

| comrol |
" ownm : m
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DTC Rear
Panel Display
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Fig. 2. The HP OpenView DTC Manager consists of four Mi-
crosoft Windows components: PCMPRMF (protocol control-
ler), DTCMGRIO (data base manager and translator),
DTCMGRUI (user interface), and RLSICA (communication
and logon).
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main window of its own, it has no menu bars. Instead, it
requests HP OpenView Windows to add menu items to the
main HP OpenView Windows menu bar. An HP OpenView
application has to provide for the processing of all the
menu items it has registered, and for the processing of some
HP OpenView general messages.

User Interface Structure

The structure of the user interface module (DTCMGRUI)
is highly maodular (see Fig. 3). It is based on the property
of Microsoft Windows that once created, a window is an
independent entity able to receive and process its own
messages transparently to the process that has created it.

DTCMGRUI consists of a main window and a series of
child windows. The main window is the communication
window created by HP OpenView Windows during initiali-
zation of the application. It is an invisible window and it
is mainly dedicated to receiving messages coming from HP
OpenView Windows. When the user selects a function
managed by the application, HP OpenView Windows sends
a message to the communication window.

The window procedure of the communication window
is just a dispatcher that creates child windows of the re-
quested class. These are invisible child windows, shown
as level 1 windows in Fig. 3. Once it has created the right
level 1 child window, the communication window proce-
dure sends it a trigger. Then, it no longer worries about
the requested function since it will be processed by the
created child window. The communication window sim-
ply waits for the Done message sent back by the child win-
dow, and then destroys the child window, since this means
that the requested function is completed. Every child win-
dow is a function of a certain type. For example, there are
child windows of type Configure, Set Parameters, Upload DTC,
and so on.

Main Level e

Trigger |

Level 1

Level 2

Done

s L 1
Invisible m;"\::m. Invisible S THETTE

&

v
Invisible
Visible

Level 1 child windows are only created and destroyed
by the main level. Although a child window could destroy
itself, for consistency this is never done in DTCMGRUIL
The main level is always aware of what is active below it.

In a similar manner, level 1 child windows can create
invisible level 2 child windows, which are independent
entities for independent subfunctions. Level 1 child win-
dows can also create visible level 2 child windows, which
are dialog boxes. Dialog boxes can also be created by invis-
ible level 2 child windows.

One of the main differences between an invisible child
window and a dialog box is that an invisible child window
is destroyed by its parent, whereas a dialog box destroys
itself. Moreover, an invisible child window, when it has
completed its function, sends a predefined message to its
parent. A dialog box child window, when it is created,
receives as a parameter the message it must send back to
its parent once it has completed its function. Dialog boxes
do not have predefined completion messages.

Each of the child windows, either invisible or visible, is
able to communicate with DTCMGRIO through the RL
Switch module without the help of the communication
window by giving its own handle in any DTCMGRIO re-
quest.

Remote Access Structure

One of the objectives for the HP OpenView DTC Manager
was remote access to network management applications.
Two PCs with modems running the HP OpenView DTC
Manager can communicate and the same DTC management
capability is available at both (Fig. 4). For example, from
an HP Response Center PC, an HP engineer can manage a
customer's DTCs. In fact, only the user interface (DTCMGRUIT)
and RL Switch run on the Response Center PC. Commands
are sent to the DTCMGRIO module of the customer's PC

HP OpenView
Windows

—~
| Trigger lTrigger

Done],

Level 1 i
Invisible WelSIER s Invisible

Fig. 3. Structure of the user interface module DTCMGRUI.
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through the serial link.

This functionality is implemented in RL Switch, which
is able to switch from local to remote mode and to send
orders and replies between DTCMGRUI and DTCMGRIO
either locally within the same PC or remotely over the
modem line (Fig. 5).

The user is able to log on locally or remotely using the
connect application, CA. At initialization, this module
adds four menu items to the control menu of HP OpenView
Windows: Logon, Logoff, Remote Connect, and Remote Disconnect.

When Logon is activated, Remote Connect and Remote Discon-
nect become inactive. When Remote Connect is activated, both
Logon and Logoff are inactive. Finally, when the user is
neither locally logged on nor remotely connected, both
Logon and Remote Connect are enabled.

When a user at the Response Center PC chooses the Re-
mote Connect menu item, the DTCMGRUI module in the
Response Center PC receives the following sequence of
messages:

RL_PREPAREFORCONNECT with param =
RESPONSE_CENTER_PC

RL_LOGONSTATUS

On the first message, DTCMGRUI just stores the fact that
it is no longer in local mode but not yet in remote mode.
On the second message, DTCMGRUI stores the fact that
remote mode is now active. All HP OpenView DTC Man-
ager menu items are enabled and the inactivity timer is
started.

The DTCMGRUI module located in the customer PC re-
ceives only the message RL_PREPAREFORCONNECT with param
= CUSTOMER_PC. This message is ignored.

Thereafter, except for some very rare cases, whether the
HP OpenView DTC Manager is working in remote or local
mode is absolutely transparent to DTCMGRUIL. There are
only two exceptions. First, the display of the Function In
Progress dialog box depends on the mode for some requests
to DTCMGRIO. Second, in the dialog boxes of type OpenView
DTC Manager List, when the items are read one after another
and the HP OpenView DTC Manager is in local mode, the
items are displayed only when the list box is full to avoid

Local Mode

Response Center PC

DTCMGRUI

DTCMGRIO

PCMPRMP

HP Office-
Share

+

DTC

Remote Mode

Response Center PC

Customer PC

Modem Connection I

e

Customer LAN

Fig. 4. The HP OpenView DTC manager allows remote ac-
cess to all DTC functions. For example, from a PC in the HP
Response Center an HP support engineer can access a cus-
tormer's DTCs.

flickering effects. In remote mode they are displayed im-
mediately.

A remote connection is closed if (1) the Response Center
engineer completes the job and activates the Remote Discon-
nect function, (2) the customer requests that the connection
be aborted, or (3) the connection between the two modems
breaks. In case (1), DTCMGRUI receives RL_LOGOFFREQUEST
from RL Switch, and then RL_REMOTECONNECTCLOSED. In
cases (2) and (3), DTCMGRUI receives only RL_REMOTECON-
NECTCLOSED. On RL_LOGOFFREQUEST, DTCMGRUI is free
to accept or reject the logoff. If no function is active, the
logoff is accepted. If any function is active, the logoff is
rejected and the remote disconnect procedure is inter-
rupted. On RL_REMOTECONNECTCLOSED, any active func-
tion is aborted and DTCMGRUI assumes that its new status
is local and logged off.

Figs. 6, 7, and 8 show the sequence of messages ex-
changed between CA, RL Switch, and DTCMGRUI in the
cases of a remote logon, a remote logoff, and a customer-

Customer PC

DTCMGRUI

DTCMGRIO

PCMPRMP

Fig. 5. The RL Switch module has
the ability to switch between local
and remote modes and route mes-
sages accordingly.
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Response Center PC Customer PC

CA RL Switch DTCMGRUI RL Switch DTCMGRUI
Connect Request
-
>
AL PREPAREFORCONNECT
(CUSTOMER_PC)
Connect Reply
-—————
RL_PREPAREFORCONNECT

(RESPONSE_CENTER_PC)

RL_LOGINSTATUS

{Login)
Fig. 6. Messages exchanged for a remote logon.

forced abort or a modem line failure.

Dialog Boxes

Microsoft Windows provides two types of dialog boxes:
modal and modeless. Modal dialog boxes do not allow the
application (here DTCMGRUI) to do any processing except
for handling the dialog box, while modeless dialog boxes
allow the application to process both the dialog box and
other application windows concurrently.

In compliance with the HP OpenView Application Style
Guide, all dialog boxes in DTCMGRUI are modeless dialog
boxes. Modeless dialog boxes consume less stack space
than modal boxes. They behave as standard child windows
and are more bug-free than modal boxes. However, the HP
OpenView DTC Manager often needs modal behavior. For
example, when a dialog box is displayed, the user is not

Response Center PC Customer PC

CA AL Switch DTCMGRUI | CA

RL Switch DTCMGRUI

Logoff Request

—_— -

RL_LOGOFFREQ

_ =

RL_LOGOFF
-

(RL_OKToLogOff)

Connection is broken

AL_REMOTECONNECTCLOSED RL_REMOTECONNECTCLOSED

- Y = -

Logoft Logoff

_—

Fig. 7. Messages exchanged for a remote logoff
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allowed to do anything except enter information in the
box. To meet this need, modal behavior is simulated by
creating a modeless dialog box and disabling the window
that has created it.

The modeless dialog boxes inside DTCMGRUI can be
classified into three categories: classical, HP OpenView
DTC Manager lists, and backplane.

The classical dialog boxes are normal Microsoft Win-
dows dialog boxes. They implement list boxes, radio and
check buttons, edit fields, and so on. All of these controls
are handled by Microsoft Windows after the dialog box is
created and initialized. Most of the dialog boxes fall into
this category.

HP OpenView DTC Manager lists are dialog boxes that
contain list boxes handled by DTCMRGUI instead of Micro-
soft Windows. These list boxes are initialized with 13 items
and are always reset and reinitialized with 13 items
maximum. The scroll bar on the right side of the list box
is not part of it, but is a scroll bar control handled by the
dialog box as an independent scroll bar, The items in these
lists are not stored in memory by DTCMGRUI but are re-
quested one by one from DTCMGRIO through RL Switch.
Every time the user wants to add, delete, or modify an item
or scroll up or down the list, the whole list is reset and
orders are sent to DTCMGRIO to reread the displayed part
item by item (Fig. 9). This mechanism is used because each
record in the list may be quite long and lists may have
many records, so the amount of memory required to load
all the items at once in memory and to have Microsoft
Windows handle the list would be too large. Moreover, in
remote mode, if the amount of information requested at
one time is too large, the time between the start of a function
and the function’s actually becoming active would be too
long. With this principle, in remote mode, each item is
displayed as soon as it arrives, so it seems to be faster, and
in any event, a maximum of 13 items will be transferred
even if the list is 512 items long.

Support Tool Integration
Support engineers sometimes need to run special appli-

Response Center PC Customer PC

CA AL Switch DTCMGRUI | CA RL Switch DTCMGRUI

Forced Abort

|
—_—

Connection is broken

RL_REMOTECONNECTCLOSED
—_—

RL_REMOTECONNECTCLOSED |
_ - =

Logoft Logoff

Fig. 8. Messages exchanged for a customer-forced abort or
a modem line failure.

© Copr. 1949-1998 Hewlett-Packard Co.



cations—for example, a light formatter for the dump files
coming from the DTC. These applications must be inte-
grated into the HP OpenView DTC Manager, even though
they were not defined at the time the HP OpenView DTC
Manager code was written. To accommodate this need,
hooks were implemented in DTCMGRUI and DTCMGRIO
so that these applications can be added dynamically and
integrated into the HP OpenView DTC Manager.

Except for some special procedures during initialization
and shutdown, a DTC Manager application is a normal
Microsoft Windows application that doesn't need to deal
with HP OpenView Windows. Like the DTC Manager, DTC
Manager applications are structured in two parts, one for
the user interface and one for everything dealing with the
files and the DTC (the second part is referred to here as
the I/O part of the application). This allows them to be
used in remote mode as well.

The structure of the solution is shown in Fig. 10. The
DTC Manager application is accessed through a menu in
the Tools subsection of the HP OpenView main menu. The
Tools menu and its submenus are added by DTCMGRUI
during the initialization phase when the DicManagerApp sec-
tion is found in the WIN.INI file.

When the DTC Manager tool (or application) needs to be
used, the user selects the application from the Tools menu.
DTCMGRUI receives the request from HP OpenView Win-
dows and sends a message to DTCMGRIO requesting it to
spawn the I/O part of the application. All HP OpenView
DTC Manager menu items are graved. DTCMGRIO spawns
the I/O part of the application, passes the RL Switch win-
dow handle to it, and replies to DTCMGRUI that the spawn-
ing was successful. With the reply, it sends the handle of
the 1/O part of the application.

DTCMGRUI spawns the user interface part of the appli-
cation and passes to it the handle of the I/O part of the
application and the handle of RL Switch. The modules of
the application can now exchange messages directly
through RL Switch using the RL_SENDDATA message.

Get Element x  Read Element x
Display
Element x
Element 5
Element 6
Element 7
Element 8
Element 9

DTCMGRIO DTCMGRUI

Element 10

Element 13
Element 14
Element 15
Element 16
Element 17
Element 18
Element 19
Element 20
Element 21
Element 22
Element 23
Element 24

Element x

When the application is no longer needed, the user
selects a close function in the user interface part of the
application, which notifies DTCMGRUI that it wants to
quit. It does not quit yet. DTCMGRUI sends a request to
DTCMGRIO to kill the /O part of the application.
DTCMGRIO kills the I/O part of the application and notifies
DTCMGRUIL DTCMGRUI then kills the user interface part
of the application and reenables the HP OpenView DTC
Manager menu items.

The advantages of this solution are:
®» The DTC Manager application modules are Microsoft

Windows modules, not HP OpenView Windows mod-

ules. The DTC Manager application menu item will ap-

pear only if the WIN.INI file contains a DicManagerApp sec-
tion.

# The DTC Manager application code is loaded only when
needed, so no memory is allocated to it while the HP
OpenView DTC Manager is processing a management
function.

» The DTC Manager applications don't have to deal with
HP OpenView Windows, so they are independent of HP
OpenView Windows and HP OpenView DTC Manager
releases.

The DtcManagerApp section of the WIN.INI file has the fol-
lowing syntax:

[DtcManagerApp]
App1 = Applii , APPULEXE, APPIO.EXE

where App1 is the name of the DTC Manager application,
Appli1 is the name of the menu item to be added to the Tools
menu, and APPULEXE and APPIO.EXE are the names of the
application's EXE modules. It is mandatory for these files
to be in the subdirectory EXE of the DTC Manager data
base. During the initialization process, DTCMGRUI looks
in the WIN.INI file for the DtcManagerApp section. If it exists,
the Tools menu is added to the HP OpenView menu bar.
For each valid entry in this section, DTCMGRUI adds the

OpenView DTC Manager List

Fig. 9. HF OpenView DTC Man-
ager lists are dialog boxes that
contain list boxes that are mar-
aged by DTCMGRUI instead of
Microsoft Windows. The items in
the list are requested one by one
from DTCMGRIO (through RL
Switch).
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corresponding menu item in the Tools menu.

HP OpenView DTC Manager Data Base

The HP OpenView DTC Manager does not use the file
access facility provided by HP OpenView Windows for
three reasons. First of all, the file access facility provides
single-key indexed file access and the HP OpenView DTC
Manager would have needed multikey access. Second, the
configuration data for a DTC can be very large and retrieving
it via HP OpenView file access would have drastically
slowed the initialization of a remote access if the user
chooses to transfer the HP OpenView network topology map.
Finally, not using HP OpenView file access means that the
DTCMGRIO and PCMPRMP modules can be Microsoft
Windows applications and not HP OpenView Windows
applications, so that even if HP OpenView Windows is
inactive, they are always active and ready to receive DTC
events and service DTC download and upload requests.
This allows the user to free memory by closing HP Open-
View Windows to run anather Microsoft Windows applica-
tion while the PC continues to serve DTC-triggered manage-
ment functions.

The HP OpenView DTC Manager data base takes advan-
tage of the MS-DOS® directory hierarchical structure and
stores data within a tree of subdirectories of the DTCMGR
directory. The DTCMGR directory with its subdirectory tree
is created at installation time in the directory specified by
the user; the default is the root directory. The user may
not specify more than one level of directory—for example,
C:MYDIR. In this case the data base will be installed in
C:AMYDIR\DTCMGR.

The following list illustrates a typical HP OpenView DTC
Manager data base containing a DTC named DTCNAME on
the HP OpenView map, loaded with two serial interface
cards in slots 0 and 1, one X.25 card in slot 4, and slots 2,
3, and 5 empty. The DTC code and configuration have been
downloaded and X.25 protocol has been started on the
X.25 card but the PAD support protocol has not. In this
list, lowercase is used for files and uppercase for direc-
tories:

OpenView DTC Manager Initialization ‘Application
and
@ e Shutdown
Initialization | 4
and
Shutdown [
! L]
BL Switch Exchanged
Data Phase

Initialization
Shutdown Initialization
and
Shutdown

-

Fig. 10. Integration of applications such as support tools into
the HP OpenView DTC Manager.
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. ADTCMGR\map802
‘\acclist
\copyhdr
\DTCNAME.DTC\$CONF$\global
\globhdr
\backplan
\SLOTO tioconf
\SLOT1\tiocont
\SLOT44123
\switinfo
\stsinout
‘padinsec
\padacc
‘\padswit
\DTCNAME.DTC\$DWLDS$ \global
‘\globhdr
‘backplan
\SLOTO iocont
\WSLOT1\tiocont
\SLOT4123
\switinfo
\stsinout
\DEFAULT\cpu.def
\term.def
‘printer.def
‘\host.def
\globhdr.def
\acclist.def
\DCistruct.def
\MODEM:struct.def
\X25\/123.def
\stsswit.def
\stsinout.def
\padswit.def
\padacc.def
\padinsec.def
WCOPY
‘MONITOR
WWPLOAD
“CODE
\EXE

The file map802 contains one entry per configured DTC
containing: the DTC name (e.g., DTCNAME), the DTC's cur-
rent LAN ({IEEE 802.3) address, the downloaded LAN ad-
dress, and the DTC's LAN node name. It is updated and
used by the DTCMGRIO module. Each time a DTC is
created, its HP OpenView map name is written in this file
with the two LAN addresses equal to 0. When the user
saves a configuration, DTCMGRIO gets the LAN address
contained in the DTC CPU configuration and puts it in the
current LAN address in the mapg02 file. When the DTC
requests a download, DTCMGRIO copies the current LAN
address into the downloaded LAN address.

The file acclist is the security list file, which is down-
loaded to all the configured DTCs.

The DTCNAME.DTC subdirectories contain the DTC config-
uration data. They describe a DTC and consist of up to
three subdirectories: $CONF$, $CONFS.TP. and $DWLDS.

The $CONF$ subdirectory contains the DTC off-line con-
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figuration files. This configuration will be downloaded into

the DTC on the next download operation. The contents of

this directory and its associated subdirectories are modified

when the user selects the Configure menu item. The SCONFS

subdirectory consists of three files and several subdirec-

tories. one for each configured card of the DTC. The file

backplan stores the information needed to display the back-

plane of a DTC. It contains 56 bytes:

® Byte 0: DTC Type. This is for future use, if we need to
distinguish between multiple types of DTC.

® Byte 1: Verify Flag. Indicates whether the configuration
associated with this backplane has been verified.

® Six records of 9 bytes each, one record per card. Record

0 is for card 0, and so on. Each record contains the card

type (empty, direct connect, modem connect, or X.25),

and the port types (terminal, printer, or host) for ports

Oto?7.

The file global contains the configuration of the CPU board
(node name, IP address, logging classes, user prompt, wel-
come message). The file globhdr contains the LAN address
of the DTC.

Each configured card has a SLOTx subdirectory, where x
is the card number (from 0 to 5). The files contained in
each SLOTx subdirectory completely describe the card, The
number of files and their contents depend on the card type.
If the card is an 8-port direct connect card, its SLOTx sub-
directory contains the file tioconf, which stores the config-
urations of ports 0 to 7. If it is a 6-port modem connect
card, its SLOTx subdirectory contains the file tioconf, which
stores the configurations of ports 0 to 5 and two dummy
configuration blocks. If the card is an X.25 card, its SLOTx
subdirectory contains six files:
® 1123 stores level 1, level 2, and level 3 configuration data

and the permanent virtual circuit list used by X.25.
® switinfo is a list that stores the host resolution table (sys-

tem-to-system switching information) used by X.25.

W stsinoutis a list that stores the LUG table (system-to-system

local user group) used by X.25,
® padinsec is a list that stores the PAD security table (PAD

incoming security) used by PAD support.
® padacc is a list that stores the PAD device table (PAD

access) used by PAD support.
¥ padswit is a list that stores the PAD switching table (DTC

PAD switching information) used by PAD support.

The $CONFS$.TP subdirectory contains the temporary con-
figuration files. This directory is used for temporary storage
of the modifications when the user is in the off-line config-
uration function. The $CONF$.TP subdirectory is created by
DTCMGRIO when the user starts modifying a DTC config-
uration. It has the same structure as the $SCONF$ subdirec-
tory.

The $DWLD$ subdirectory contains the downloaded con-
figuration files. This is the image of the DTC configuration
data. This set of files is updated during dynamic configura-
tion functions. The $DWLD$ subdirectory is created by
DTCMGRIO when the user creates a new DTC. Upon suc-
cessful completion of a download operation DTCMGRIO
will copy files from the $CONF$ directory into the $DWLD$
directory, which keeps an exact image of the configuration
data downloaded to the DTC. When dynamic changes are
done using the Set Parameters menu item, only the data con-

tained in this directory is updated unless the user requests
that the modifications be copied to the off-line configura-
tion as well.

The COPY subdirectory is created by DTCMGRIO when
the user selects the COPY function (in the configuration
menu) for the first time. Thereafter, it is never removed,
allowing the user to make several copies of the same item
using the PASTE function. The file ..DTCMGR'copyhdr con-
tains the type of item copied. The type can be DTC (the
entire DTC configuration), SIC-DC (direct connect card), SIC-
Modem (modem connect card), SSIC (X.25 configuration),
Term (terminal configuration), Printer, or Host. This file is
checked when the PASTE function is executed, since the
COPY action and the PASTE action must be consistent. Then,
according to the type of item, the subdirectory COPY is
filled with all or part of a $SCONF$ subdirectory.

The DEFAULT subdirectory contains all the default values
for the configuration of a DTC. It has three subdirectories—
DC, MODEM, and X25—and six default files, which contain
the default configurations of each type of card in the DTC.
The DC and MODEM subdirectories both have a file called
struct.def (9 bytes), which contains the default structure for
each card type and port type. The X25 subdirectory contains
the default files to be used for an X.25 card.

The UPLOAD subdirectory receives the files containing
upload data. These files are named depending on what
kind of upload data they contain. DTCNAME and HOSTNAME
are the names used by the user on the HP OpenView map.

The MONITOR subdirectory contains event logging files
and trace files.

The CODE subdirectory contains the code files to be
downloaded to the DTC.

The EXE subdirectory contains all the executable files of
the HP OpenView DTC Manager and some support tools.

Memory Organization

The PC memory organization was one of the most dif-
ficult challenges of this project. The goal was to have the
HP OpenView DTC Manager run on an HP Vectra ES/12
personal computer equipped with a 2M-byte additional
memory board (the HP 45944A Vectra ES expanded mem-
ory card®).

Micrasoft Windows can run in two different modes: large
frame or small frame. In small frame mode, the memory
area from C8000 to EFFFF is used to map expanded mem-
ory. The data segments of Windows applications, Windows
libraries, and applications’ dynamic libraries are loaded
into conventional memory, that is, below 640K. This op-
timizes the use of expanded memory, but it uses a large
amount of the shareable memory and minimizes the paral-
lelism of applications.

In large frame mode, Microsoft Windows sets what is
called a bank line, specifying how much space will be used
in the 256K-to-640K slot for expanded memory mapping.
Once this line is chosen, everything below the line (from
0 to the line) is considered shareable memory (called non-
bankable memory, below-the-line memory, or global mem-
ory). Everything above the line (from the line to 640K) is
used for page banking (called bankable memory or above-
the-line memory). In this model the applications’ data seg-
ments and dynamic libraries and the Windows libraries
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are banked, meaning that they are loaded in expanded
Mmemory.

The advantage of running in large frame mode is that it
frees a lot of the conventional memory, thereby increasing
the parallelism of applications. The disadvantage is that it
uses a lot of expanded memory because Microsoft Windows
duplicates some Windows library segments in every bank
and the smallest application will take no less than 112K
bytes of expanded memory. Moreover, when an application
needs more pages, Microsoft Windows will allocate pages
to this application until it reaches the maximum number
of pages that can be banked simultaneously. Thereafter,
Microsoft Windows is not able to free these pages for other
applications.

Code and resources (dialog box descriptions, text, etc.)
are always banked in expanded memory whatever the
mode.

The HP OpenView DTC Manager needs Microsoft Win-
dows to start in large frame maode, because in small frame
mode it runs out of global memory. Depending on the mem-
ory setting of the PC, Microsoft Windows/286 2.1 decides
at start time in which mode it is going to run. Some of the
criteria are:

# The amount of conventional memory left when Microsoft
Windows is started. This depends on how many drivers
are present and whether HIMEM is in use (the HIMEM driver
saves 64K bytes of conventional memory).

® The version of the expansion memory driver available.
This should be EMS 4.0 to be in large frame mode.

® The type of expansion board used. It should support
EMS 4:0 to be in large frame mode.

@ The amount of expanded memory available.

= Whether backfilling is in use. It should be in use to be
in large frame mode. Backfilling is the ability to replace
the upper 256 or 512K bytes of the CPU memory by an
equivalent amount on the expansion memory board. This
is mandatory to enable windows to set the bank line
{also called the EMS line) below 640K bytes. In this
situation, the memory from 0 to the EMS line is con-
sidered to be shared, and the memory from the EMS line

On the CPU Board

49000 On the Expanded Memory

EMS Line 7C000 Board (backfilling feature)

8 pages of expanded memory
9C000

A0000

C8000
4 pages of

expanded memory
D8ooo

DCo00
5 pages of

expanded memory
Foooo

FFFFF

ROM BIOS

Fig. 11. HP Vectra ES personal computer memory map for
the HP OpenView DTC Manager.
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to 640K is used to bank expanded memory.

Taking all these parameters into account, the memory
organization shown in Fig. 11 allows the HP OpenView
DTC Manager to run correctly.

Summary

A new generation of HP 3000 computers needed a new
generation of network management, The HP OpenView
DTC Manager provides easy-to-use graphical interfaces, al-
lowing the user to have comprehensive knowledge of the
network and its components.

The important new shared services provided by the DTC
also needed a management station that was independent
of the host. The HP OpenView DTC Manager workstation
provides this. However, a host may continue to manage a
DTC when it is not necessary to share its services.
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Developing a Distributed Network
Management Application Using HP

OpenView Windows

Using concepts from the HP OpenView architecture and
the facilities provided by HP Openview Windows, network
management services and distributed applications were
developed for user feedback and validation of the

architecture.

by Atul R. Garg and Lisa M. Cole

(OV/NS Monitor) provides network management

functions for distributed HP 3000 computers. OV/NS
Monitor is divided into two parts: the main application
and the user interface. The main application resides on an
HP 3000 computer that is designated as a management
node and the user interface resides on an HP Vectra per-
sonal computer, The main application performs network
management functions via the software residing on the HP

T HE HP OPENVIEW NETWORK SERVICES MONITOR

HP Vectra Computer

i e e e s

3000 computers designated as managed nodes. OV/NS
Monitor is for internal use only and is not available as a
product.

This article describes the approach used to develop the
OV/NS Monitor network management application using
some of the concepts from the HP OpenView architecture
and the facilities provided by the HP OpenView Windows
software. Many of the ideas and concepts used in develop-
ing this application are being incorporated in the develop-

OV/NSM/Vectra

Managed Node

Managed Node

——

[
HP

Network
Control
Server

Control
Server

Managed Node Managed Node Managed Node

Server

Managed Node

Management Node @

Network

Fig. 1. The main components of
the HP OpenView Network Ser-

Managed Node vices Monitor (OVINS Monitor).
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ment of other integrated and distributed network manage-
ment products.

System Overview

A typical network consists of many nodes or computer
systems. One (or more) of the nodes in the network is
designated as the management node, and the other nodes
in the network are referred to as managed nodes. The set
of managed nodes can be connected to the network manage-
ment node by a LAN, a set of point-to-point links, an X.25
link, or a gateway. Fig. 1 shows this configuration and some
of the major OV/NS Monitor modules.

HP OpenView NS Monitor/Vectra (OV/NSM/Vectra). This
portion of the OV/NS Monitor runs on the HP Vectra per-
sonal computer and uses the HP OpenView Windows utili-
ties to interact with the user and IPC software to communi-
cate with the portion of the OV/NS Monitor running on
the HP 3000. OV/NSM/Vectra's function is to provide the
user interface.

HP OpenView NS Monitor/3000 (OV/NSM/3K). This por-
tion of the OV/NS Monitor runs on the HP 3000 computer
that is designated as a management node. This portion of
the OV/NS Monitor interfaces with OV/NSM/Vectra to ser-
vice user requests, and it interacts with a module called
the network contral manager to retrieve network informa-
tion from the managed nodes,

HP OpenView NS Monitor/IPC (OV/NSM/IPC). This soft-
ware provides transparent interprocess communication be-
tween OV/NSM/Vectra and OV/NSM/3K. The IPC mecha-
nism uses HP OfficeShare on the Vectra, and NetIPC' on
the HP 3000 to provide reliable communication between
the HP Vectra personal computer and the HP 3000.

HP OpenView Windows. HP OpenView Windows runs on
the Vectra and provides a set of utilities and functions to
display application menus and interact with the user. It
provides a common user interface for all network manage-
ment functions.

Network Control Manager (NCM). The network control
manager runs on the management node and handles com-
munication with the network control server on the man-
aged nodes.

Network Control Server. The network control server runs
on the managed nodes and performs functions on the man-
aged node in response to requests from the management
node.

HP OfficeShare. This application provides communication
services between HP Vectra personal computers and HP
3000 systems.

The architecture of the OV/NS Monitor permits multiple
management nodes to control overlapping areas of the net-
work—that is, two or more management nodes can receive
data from the same node. The design also permits several
Vectras to connect to the same management node and mul-
tiplex the communications in an orderly manner. Each Vec-
tra can connect to a management node via a LAN, a direct
connection, or a modem.

OV/NSM/Vectra requires a connection to the manage-
ment node. If the user tries to perform a function that re-
quires the use of the management node and the node is
not already connected, a logon dialog box is displayed and
the user is given an opportunity to connect to the manage-
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ment node. HP OpenView Windows does not provide any
security of its own and expects each application to imple-
ment the required level of protection. In OV/NSM/Vectra,
users are authenticated as they try to log on to the manage-
ment node. As part of authenticating a user, each user is
given a level of security clearance at the management node.
Three capability levels are recognized: reader, writer, or
super user. If a user does not have sufficient capability for
a particular menu item it is not selectable. This is done by
a Micrasoft Windows concept called graying out (dimming)
the menu item.

The following sections describe the overall design of
OV/NSM/3K and OV/NSM/Vectra in more detail and pro-
vide some insight into the operation of these applications,

HP OpenView NS Monitor/3000

To provide an extensible architecture that enables new
distributed management applications to integrate easily
with HP OpenView NS Monitor, a modular approach was
emploved to design the OV/NSM/3K modules. For the high-
level design, HP Teamwork/SA was used to create data
flow diagrams and to validate the consistency of these dia-
grams. For low-level design, finite state machines were
used to design each individual module, and in some cases,
state tables were used to settle several design issues. Since
OV/NSM/3K is modular, a message-based interprocess
communication (IPC) mechanism was adopted because it
proved to be more flexible and easier to use than other
alternatives, such as procedural IPC. Pseudocode and text
specifications were also used to help promote and explain
the design and interfaces between the modules.

Operation of OV/NSM/3K

OV/NSM/3K is started by running a stream job after the
network control manager and network control server soft-
ware have been successfully started. The stream job sets
up some file equations and logging options, and then starts
the Monitor process, which in turn starts other OV/NSM/3K
processes. Once initialization is done, a message is printed
on the operator console indicating success or failure of the
start-up process,

OV/NSM/3K is stopped by executinga UDC (user-defined
command) script. When this is done a HALT message is sent
from the Monitor process to all of its child processes. Each
process, after receiving the HALT message, is responsible
for cleaning up before exiting.

Before any messages can flow between the Vectra and
the management node, a connection must be established
between OV/NSM/Vectra and OV/NSM/3K. A connection
is initiated when the user logs on to OV/NSM/Vectra. OV/
NSM/Vectra formats the logon request and sends it to OV/
NSM/3K. After validating the request, OV/NSM/3K sends
a confirmation logon back to OV/NSM/Vectra that indicates
the connection is established and more requests can be
sent from the Vectra to the management node.

When the user invokes a network management service
(e.g., Try Connection), the request is sent to OV/NSM/3K,
which tries to establish a connection with the network
control server on the targeted (managed) node. If the con-
nection is successfully established, the request is sent to
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the network control server on the target node. After process-
ing the request, the target node will send back a response
which is forwarded to the user on the Vectra via OV/NSM/
3K.

As shown in Fig. 2, OV/INSM/3K consists of five process-
es. The Monitor, Status, and Opt Logger processes are required
to be running at all times. The Diag and Config processes are
started when the user logs in and are terminated when the
user logs off. All of these processes use a message-based
IPC mechanism to communicate with each other.

Monitor Process

The Monitor process is the parent process of the other
processes in OV/NSM/3K. It is started by the stream job
described earlier. During initialization it starts the Status
and the Opt Logger processes. The Menitor's primary function
is to receive requests from any OV/NSM/Vectra trying to
establish a dialogue with the Config or Diag processes. After
verification of the user password, the Monitor process
spawns the Config or Diag processes and passes the informa-
tion to them so that they are able to communicate with
OV/NSM/Vectra. Fig. 3 shows the data flows for setting up
a connection to a Config process. If there is a status or con-
figuration change made, the Monitor process will broadcast
the change to all the active Diag processes. Regardless of
the number of Vectras running OV/NSM/Vectra, there is
only one Monitor process running at all times.

OV/NSM/Vectra

7

A
Diag Config
Process Process
,-’/’
v K
Monitor 5 IPC
Process < Library
." ]
K u
Status Logge
OV/NSM 3K

Fig. 2. The main components of the HP OpenView Network
Services Monitor/3000 (OVINSMI3K).

Status Process

The Status process has two principal tasks: maintaining
the state of each object that can be displayed on the network
topology map and acting as a centralized collector of remote
messages. The Status process changes the state of an object
hased on events received from local or remote nodes.

Anytime a node changes state, the Status process sends
a message to OV/NSM/Vectra (via the Monitor process) and
writes a message to the event log. The Status process also
conveys the state of all nodes to a Diag process on request.

The Status process’s second task of acting as a centralized
collector of remote logging messages involves logging only
those messages that it considers critical enough to be of
interest. The Status process writes these messages to log
files, which are protected from being written to by any
other process. Some messages that are sent to these files
are generated by the Status process itself in response to
time-outs or other local events.

Opt Logger Process

The Opt Logger is the process that collects network perfor-
mance data. Its basic functions are to request the network
control server on a target node to start a data collection
run, stop a running data collection run, and collect the
data produced by a data collection run. A data collection
run is both the process of collecting network performance
dataand the storing of that data in a Turbolmage data base.

Diag Process

The Diag process provides the diagnostic functions for
troubleshooting a specific network problem. The Diag pro-
cess is started by the Monitor process when a valid logon

OV/NSM/Vectra

@ | @
Connecl l Request
Reguest Denied
Requests Response
_t'/’
—
— 3}
Start Up/ R\
Shut Down '-\
—
) Password
File

1) Logon

(2) Invalid User

(3) Successful Logon

(4) Direct Communication with the User and OV/NSM/3K after Logon

Fig. 3. OV/NSM/3K Monitor process interactions with the Config
process during initialization and shut down
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request is received from OV/NSM/Vectra. If the Diag process
does not encounter an error, it will send a logon confirm
message to OV/NSM/Vectra, thus establishing a connection.
After this, all messages to or from OV/NSM/Vectra will go
through the Diag process.

There can be multiple instances of the Diag process run-
ning at one time—one per Vectra connection. Since the
Diag process is started by the Monitor process, it can also be
brought down by the Monitor process via the HALT message.
The Diag process can also terminate if it detects its connec-
tion with OV/NSM/Vectra is broken or it receives an EXIT
message from OV/NSM/Vectra when the user logs off.

Config Process

The Config process implements OV/NS Monitor configura-
tion functions that include user management and network
topology file management.

The Config process is started up by the Monitor process
when it receives a valid logon with a request to start the
Config process. Only one Config process can be active on the
management node at a time. The Config process can he shut
down in the same manner as the Diag process.

Interprocess Communication for OV/NSM/3K

All OV/NSM/3K processes use a set of IPC library routines
to send and receive messages to and from each other, to
set up a timer that causes a process to be notified when
the timer expires, and to interface to NetIPC for communi-
cation between QV/NSM/3K and OV/NSM/Vectra and the
communication ports on the HP 3000. The IPC library pro-
vides a uniform IPC interface and centralizes the IPC related
code. Collecting all the IPC in one place enables the under-
lying IPC mechanisms to be changed without affecting the
other processes and having the same IPC interface in all
modules made it possible to integrate the OV/NSM/3K mod-
ules with little difficulty. The IPC library also minimizes
the processing overhead that takes place on the Vectra side
of OV/NS Monitor. This objective is achieved by using a
fixed-size header in every message. Thus, the address of
where function dependent data begins in a message can be
easily determined by adding the fixed number of bytes
representing the size of the message header to the address
of the first byte of a message.

HP OpenView NS Monitor/Vectra

The OV/NSM/Vectra software is an integral part of OV/NS
Monitor, yet it is distinctly different from the OV/NSM/3K
portion of OV/NS Monitor in a few key respects. First,
OV/NSM/Vectra runs on a single-user personal computer
running MS-DOS®, Microsoft® Windows, and HP Open-
View Windows. OV/NSM/3K operates and was developed
on a multiuser HP 3000 business computer running the
MPE V operating system. Second, OV/NSM/Vectra is the
user interface portion of the OV/NS Monitor, while the
OV/NSM/3K software is used to monitor and control the
nodes being managed by the user on the Vectra. Because
of these differences, distinct requirements were developed
for the OV/NSM/Vectra software.

The basic strategy used to provide for extensibility and

Microsoft and MS-DOS are US. registered trademarks of Microsoft Corporation
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changes resulting from user feedback was to modularize
the architecture based on the natural divisions present in
OV/NSM/Vectra applications. While doing this, the con-
straints imposed by both Microsoft Windows and HP Open-
View Windows had to be accommodated.

OV/NSM/Vectra is required to handle two main inter-
faces: the user interface and the interface to HP 3000 soft-
ware. The interface between the Vectra software and the
HP 3000 software is message-based and the interface be-
tween OV/NSM/Vectra and the user is arranged in terms
of dialog boxes. Thus, the basic design clusters the parts
for a particular activity into one module to create a specific
interface to the user. This includes the dialog box and its
associated resources, the dialog box procedure, and the
message interface to the HP 3000. This arrangement is
shown in Fig. 4. Modules are as independent as possible,
and each module assumes very little of its environment.
Global state data is reduced to a minimum and, where
applicable, is manipulated by access procedures rather
than directly by the various modules.

To help meet the goal of timeliness, code reuse was em-
ployved and implemented in two ways: linkable libraries
and extensive use of code templates. Code that is commonly
used by many modules was put into linkable libraries to
reduce code space use. For modules that were similar in
structure but differed slightly in specifics, templates were
created. Dialog box procedures are the best examples of
this. All the OV/INSM/Vectra dialog box procedures have
the same basic structure, differing only where required to
perform the unique task or service provided by that box.
This increased code size but leveraged large amounts of
design and coding effort.

Wherever possible, an attempt was made to exploit
the features provided by Microsoft Windows. For example,
Microsoft Windows provides natural and easy ways of
creating object classes called subclasses. OV/INSM/Vectra
used this feature extensively to leverage the amount of
original coding that needed to be done for the user interface.

HP Vectra Personal Computer

Read_Parameters
Dialog Box

Module

HP 3000
Computer

Messages

Fig. 4. The design strategy for modularization in OVINSM/
Vectra for a particular user activity. The dialog box, the dialog
box procedures, and the Vectra-te-HP 3000 routines are com-
bined into one module.
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OV/NSM/Vectra Structure

Each of the OV/INSM/Vectra applications consists of three
separate processes: OV/NSM/VectraRun, OV/NSM/VectraDraw, and
OV/NSM/VectraAdmin. This set of processes, together with the
OV/NSM/3K processes, provides the OV/NS Monitor net-
work management facilities.

The division of functionality between the three processes
is based on the guidelines recommended in the HP Open-
View Windows Developer's Kit Writer's Style Guide. A
common application structure for developing the three pro-
cesses was created without regard for the functional differ-
ences between them. There are three areas of interaction
in this common application structure with which OV/NSM/
Vectra is concerned: interacting with the user, interacting
with the management node, and interacting with the net-
work.

Interacting with Users

Interacting with the user requires OV/NSM/Vectra to in-

terface with both Microsoft Windows and HP OpenView
Windows, with the majority of the interaction taking place
directly with Microsoft Windows.
Microsoft Windows Interface. Most of the OV/NSM/Vectra
tasks are simple Microsoft Windows applications. They
use the intrinsics provided by the Microsoft Windows 2.0
Software Developer’s Kit, and the standard Microsoft Win-
dows objects such as dialog boxes, menus, and icons.

The most common operation performed by OV/NSM/
Vectra is to solicit user input and display user output using
dialog boxes. The dialog box is used as a unit of modulari-
zation in OV/NSM/Vectra. That is, a dialog box, along with
its dialog box procedure, IPC routines, and printing
routines, forms a dialog box module. Each dialog box mod-
ule is responsible for handling the requests and responses
between the Vectra and the management node. It does this
using the services of the transaction manager module and
the IPC interface, which are described later. Fig. 5 shows
this structure.

Sometimes there was a need to modify the default be-
havior of Microsoft Windows as in the case of the pre-
defined window classes called controls. An example of a
control is a single-line edit field that allows an application
to display information to the user and receive input of any
type from the user. The properties of controls can be
changed by a process known as subclassing, which allows
the application to inherit the current set of properties as-
sociated with a control and modify those properties to
create a new type of control. An example of a subclassed
control is the password subclass, which is a single-line edit
control that allows the user to input only alphanumeric
characters, the first of which must be an alphabetic charac-
ter. This subclass does not echo the keyboard input to the
user.

OV/NSM/Vectra uses subclasses frequently. The benefits
of subclassing to OV/NSM/Vectra are twofold. First, OV/
NSM/Vectra adds syntax checking to all of its new controls.
Thus, syntax errors are detected as soon as an incorrect
character is entered rather than resorting to primitive,
forms-based methods of reporting errors. Second, the use
of subclasses allows OV/NSM/Vectra to add or remove func-
tionality without having to create new controls from

scratch, reducing the amount of time required for design.
coding, and testing of new code.

Some of the features of Microsoft Windows did present

large design and implementation problems during the de-
velopment of OV/NSM/Vectra. One of these problems is
that Microsoft Windows provides no true communication
capabilities of its own, nor does it provide an interface to
any of the commonly accepted methods of communication
for personal computers (e.g., NetIPC or NetBIOS). Integrat-
ing one of these communication mechanisms into a Micro-
soft Windows application proved to be quite a challenge
and is described in more detail in the section on interacting
with the network.
HP OpenView Windows Interface. To operate in the HP
OpenView Windows environment with other applications,
there are certain standard Microsoft Windows functions
that applications ask HP OpenView Windows to perform
on their behalf, such as adding menus to the menu bar.
This gives HP OpenView Windows some measure of con-
trol to present a consistent look and feel to the HP Open-
View environment. Applications use the intrinsics pro-
vided by the HP OpenView Windows developer’s kit to
access these normal Microsoft Windows features, as well
as some administrative tasks required to operate as an HP
OpenView Windows application.

HP OpenView Windows applications are unlike normal
Microsoft applications in some respects. One difference is
that the main window for an application (the window most
applications create when they come alive) is invisible. This
window has zero coordinates and is used for taking advan-
tage of the messaging facilities of Microsoft Windows. It is
known as a communication window and is created by mak-
ing a call to HP OpenView Windows. The actual window
displayed on the screen with the map and menus is wholly
owned and operated by HP OpenView Windows. Since
Microsoft Windows associates a message queue with an

A
Interface to User
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Dialog Box Mcdule

# Dialog Box

@ Dialog Box Procedures
e * IPC Routines

® Printing Routines

User Request Formatted
into IPC Message

Messages Forwarded to
Appropriate Process

Transaction
Manager T
Message Assigned
Transaction Identifier ‘

B . IPC Library

e NetlPC/RPM Encapsulated Message

OV/NSM/Vectra Workstation

Metwork  Management Node

Fig. 5. The modules involved in providing interaction with
the user and interaction with the network in the OVINSM/
Vectra software.
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application’s main window and posts all messages destined
for an application to this queue, all messages resulting from
user interaction with the map and menu items are received
by HP OpenView Windows. HP OpenView Windows then
forwards messages that arrive in its queue to the appro-
priate application’s communication window for sub-
sequent processing.

Interacting with the Management Node

The bulk of the OV/NS Monitor resides on the HP 3000
management node. The OV/NSM/Vectra applications estab-
lish communication with the management node using TCP/
IP via the NetIPC interface. All communications to and
from the management node are in one of the predefined
OV/NS Monitor message formats. The normal mode of op-
eration is request/response oriented, with all requests being
initiated from the OV/NSM/Vectra side. These requests are
received and processed by OV/NSM/3K and the results are
formatted and returned to OV/NSM/Vectra.

This appears to be straightforward. However, a funda-
mental design feature of OV/NSM/Vectra is that multiple
requests can be outstanding on the management node.
OV/NSM/Vectra cannot, therefore, block on any individual
reply. A method of pairing requests with responses and
associating these request/response pairs with their originat-
ing dialog boxes had to be developed. To complicate mat-
ters further, there are a few asynchronous event messages
that originate on the management node, such as the notifi-
cation of the shutdown of the OV/INSM/3K software. These
asynchronous messages have no associated dialog box, but
need to be handled in as efficient a manner as any other
response. Satisfying these requirements placed some addi-
tional constraints on the design of the network interface.

Interacting with the Network

OV/NSM/Vectra handles the receipt and sending of pack-
ets across the network by encapsulating network packets
as Microsoft Windows messages to a dialog box procedure.
This interface is defined and supported by two modules:
the IPC library and the transaction manager shown in Fig. 5.

The IPC library is a thin laver of software that interacts
with the HP OfficeShare communications software. HP
OfficeShare is divided into two layers: the transport layer
and the NetIPC/RPM layer. The transport layer supports
either an HP ThinLan link or a serial link. Based on the
physical connection between the Vectra and the manage-
ment node, one of these transports must be loaded into
memory by the user before running Microsoft Windows.
Only one type of link can be loaded at a time, and it resides
in Vectra EMS memory.? OV/INSM/Vectra assumes nothing
about the transport except that it expects it to be present.
Since the transport software is sitting outside of Microsoft
Windows, there has to be a way of requesting data to be
sent on the link. This is provided by a dvnamic library
included in the NetIPC/RPM development package. This
library provides a standard NetIPC interface for use with
Microsoft Windows-based applications. This is the only
communications interface OV/INSM/Vectra deals with.

Like the NetIPC interface library used by OV/NSM/3K,
OV/NSM/Vectra's IPC library provides a set of procedures
for accessing the NetIPC interface. These access procedures
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hide the complexities of connection establishment, termi-
nation, and other network operation from the rest of the
application, thereby allowing them to make simple open,
close, read, and write calls to the network.

The transaction manager is responsible for creating and
destroving transactions associated with dialog boxes as
well as distributing packets from the network along with
a transaction identifier to the correct dialog box. Each
dialog box procedure requests a transaction from the trans-
action manager when it has a request to send to the man-
agement node. The transaction manager associates this
transaction, identified by a unique transaction identifier,
with the dialog box handle. The packet is then sent to the
management node. The response to this request is also
identified by the transaction identifier. At some point the
response packet is retrieved from the network by the IPC
library module. It is given to the transaction manager mod-
ule, which then looks at the transaction identifier and posts
the message to the dialog box registered for this transaction.
The dialog box procedure then processes the message as
it processes all Microsoft Windows messages, completely
unaware that the message actually came from the network.

Combining the Interfaces

When HP OpenView Windows is started from Microsoft
Windows, the user is actually executing one of the HP
OpenView Windows processes OVRun, OVDraw, or OVAdmin
(see article on page 60). These processes will spawn all
other Run, Draw, and Admin applications, respectively. For
the OV/NS Monitor these include OV/NSM/VectraRun, OV/NSM/
VectraDraw, or OV/NSM/VectraAdmin. The list of applications
that are spawned is kept in the Microsoft Windows initiali-
zation file WIN.INI along with the location of the user's de-
fault map, the NewWave help files used by all HP Open-
View Windows applications, and the time and date locali-
zation information.

When actions performed by the user on the HP OpenView
Windows map are of interest to OV/INSM/Vectra, HP Open-
View Windows forwards a message to OV/INSM/Vectra's
communication window. In the order received, these mes-
sages are appended to the queue and are processed, along
with any other Microsoft Windows messages posted di-
rectly to the queue.

Once the user’s selection has been passed to OV/NSM/
Vectra, HP OpenView Windows fades into the background
and OV/NSM/Vectra makes calls directly to Microsoft Win-
dows to display dialog boxes, solicit user input, and display
results. OV/NSM/Vectra requests are packaged into IPC
packets and sent to the management node. When the re-
sponses are returned from the management node, they are
received by the HP OfficeShare transport. When the net-
work polling mechanism in OV/NSM/Vectra discovers that
a packet has been received from OV/NSM/3K, it copies the
packet contents into its own data space. The transaction
manager then reads the packet header to locate the transac-
tion identifier to determine which dialog box should re-
ceive the packet. Once it knows where to send it, the trans-
action manager encapsulates the packet into a Microsoft
Windows message and posts it to the dialog box that origi-
nated the request. Once this message is received by the
procedure associated with the dialog box, the message is
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disassembled and its results are displayed in the dialog
box display area.

If the transaction manager discovers, after reading the
packet header, that the packet contains an asynchronous
message rather than a response to an earlier dialog box
request, the packet is encapsulated in a Microsoft Windows
message and passed to the OV/NSM Vectra asynchronous
message handler for further processing.

Conclusion

Developing the HP OpenView NS Monitor applications
helped to identify the common functions that are required
to provide a framework for the development of distributed
and integrated network management functions. We found
that it was essential to provide a common interprocess
communication facility between the user interface, the
management node, and the managed nodes. In addition,
validation of users and their access rights, handling of
events and status monitoring, and data storage and retrieval
must be designed and developed uniformly to support the
needs of all applications that are to be integrated.
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served 15 months in the West German Army, and
now resides in Keltern, Germany, with his wife and
two children. His hobbies include raising horses
and horseback riding

Fred Strohmeier

Mechanical engineering
and hydrodynamics arethe
professional interests of
Fred Strohmeier, section
manager with HP's
Waldbronn Analytical Divi-
sion. He helped design the
HP 1050 and HP 1090 lig-
uid chromatograph sys-
tems, and is currently the
project leader for the HP 1050 pumping system
Fred, who joined HP in 1879, Is named an inventor
in patent applications for a pumping apparatusto
deliver liquid at high pressure and lor a sample in-
jector for liguid chromatography. He received his
engineering dipioma in 1973 from the Fachhoch-
schule Karlsruhe, Born in Baden-Baden, Fred re-
sides in Rheinmuenster, West Germany, with his
wite and child. He enjoys jogging, canoeing, and
reading

36— LC Absorbance Detectors __

Axel Wiese

Ayear alter earning his PhD
degree in physics and
physical chemistry in 1877
Axel Wiese joined HP's
Waldbronn Analytical Divi-
sion. He developed the HP
798544 multiwavelength
detector for the HP 1050
liguid chromatograph sys-
tem. Before that, he de-
signed the HP 79881A filter photometric detector
and the HP 1046A fluorescence detecior. Naw a
program manager, Axel has authored several tech-
nical papers in the field of microwave instrumenta-
tion. He resides in Karlsruhe, West Germany, and

his hobbies include traveling and archeology

Konrad Teitz
Project manager Konrad
Teitz helped deveiop the
HP 79853A variable
wavelength detector
which is part of the HP 1050
liquid chromatograph sys-
term. Inthe past, he has de-
)‘ veloped other detection
! systems for the liquid chro-
,‘ matograph instruments
produced at the Waldbrann Analytical Division, He
joined HP in 1873 in Boblingen, West Germany
and is named an inventor in & patent concerning




Gulnter Hoschele
Ganter Hoschele de-

iquid chromatograph sys-
tem. He also helped de-
velop the HP 1040A detec-
tor and HP 79881A detec-
tor data acquisition

; hardware and firmware

; i Gunter joined HP in 1879,
two years after graduating from Stuttgart University
with an electronics diploma. AnR&D engineer with
HP's Waldoronn Analytical Division, his profes-
sional interests are fast data acquisition and pro-
cessing. Born in Stuttgart, Glnter currently resides
in Langensteinbach, West Germany. He enjoys
reading, high-fidelity music, and bicycie nding

Volker Brombacher

uted to the development of
the analog-to-digital con-
verter for the multiwave-
length detector and the 1/0
and diagnostic firmware for
the HP 1080 liquid chro-
matograph systermn. He s
currently an R&D project
% 21 |eaderinthe spectroscopy
section of the Waldbrann Analytical Division. Volker
earned anengineering diploma in electronics from
the Technical University of Karlsruhe in 1985, join
ing HP shortly after graduation. He was born in
Plarzheim, West Germany, and resides in Plinztal
with his wife and two children. Volker's hobbies in-
clude photography, an aguarium, motorbiking,
meditation, and yoga

Hubert Kuderer

Hubert Kuderer developed
the multiwavelength detec-
tor for the HP 1050 liquid
chromatograph system. He
has also designed front-
end electronics for the HP
1040A detector, and
worked in quality assur-
ance and rmanufacturing
engineering. Alter receiv
ing an engineering diploma from the Fachhoch-
schule Offenburg, West Germany, in 1978, he
joined HP. He has authored technical journal arty
cles on spectograph sensitivity, pholodiode array
spectrometers, and photodiode architeciure, and
he is named an inveritor in two patents in FDA read-

Christian Bdtiner

Volker Brombacher contrib-

logy. Bomn in Offenburg

Analytical Di

He designed an
plemented firmware for the
HP 1050 liguid chromato-
graph system. He has also designed firmware for
the HP 1090 local user interface, and for the HP
1040 detector, As a project manager, he currently
is working on HP 1050 communications and
firmware enhancemerits. Christian was born in
Stuttgart, West Germany, and now lives with his
wife and two children in Waldbronn. He enjoys
table tennis, bicycling, and amateur theater

Fromut Fritze

After studies at the Univer-
sity of Karlsruhe in com-
puter science, and gradua
tion frem the Fachhoch-
schule Karlsruhe (1982) in
electronic engineering,
Fromut Fritze joined HP in
1982 He designed operat-
ing system software and
tools for the HP 1050 hguid
chromatograph system, Befare that, he designed
hardware and software for the HP 1090 iguid chro-
matograph system, a remote control standard, and
Pascal ChemStation software. Now a project
leader, he is working on a revision control system
and software guality. His professional interests
center around operating systems and object
ariented technigues. Born in Haidelberg, West
Germany, he and his wife live in Karlsruhe. His hob-
bies include photography, traveling, and desktop
publishing

Gerhard Ple
Author’s biography appears elsewhere in this

51— HP OpenView Network Management ——

Anthony S. Ridolfo

Born in Great Falls, Mon
tana, Tony Ridolfo received
his mathematics education
at Wabash College (BA de
gree in 1966), Ohio Lniver-
sity (MSin 1968), and lowa
State University (PhD in
1975). Alter teaching
mathematics and com

puter science as a profas-
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v Scoutsand asarefer

jre activities include golf, skiing

54 —— HP OpenView Architecture

Keith S. Klemba

Information networks are
the primary professional in-
terest of Keith Klemba, a
member of the Information
Networks Group technical
staff who helped develop
the HP OpenView network
managerment architecture
His other professional in-
terests include broadcast
and space information networks. He joined HP's
Network Architecture Lab in 1986. Before joining
HP. he was a product manager with Vitalink Com-
munications Corparation in Fremont, California
and a systems engineer and technical director with
SR International in Mento Park, Califormia. He re-
ceived an AA degree (1870) in computer science
from DeAnza College: Keith authored a technical
paper on HP OpenView architecture, publishedin
the 1988 proceedings of the IFIP. In 1967, he
served atour of duty in Vietnam with the U.S. Army
He is a member of the |EEE, and a commissioner
for the police athletic league’s girls' softball for the
city of Santa Clara. Marned and the father of two
children, Keith was born in Chicago, lllinois, and
now lives in Santa Clara, California. His hobbies in-
clude raising 4-H guide dogs for the blind

Hui-Lin Lim
Asamember of the techni
cal staff in the Network Ar-
chitecture Laboratary in
HP's Infarmation Netwaork
Group, Hui-Lin Lim helped
to develop and refine the
HP OpenView network
management architecture
He joined HP's Singapore
S Network Operations group
in 1988. Before that, he developed office systerns
and wrote programs for the National Computer
Board in Singapore. His professional interests in-
clude the UNIX operating system and personal
computers. Hui-Lin earmed a BSc degree (1983)
incomputer science from Queen Mary College al
the University of London in the United Kingdom
Bornin the Republic of Singapore, he live
Clara, California, with his wife and child. He enjoys
photography and science fiction

in Santa
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Maureen C. Mellon

Maureen Mellon is the proj-
ectmanager of a group re-
sponsible for developing
HP OpenView network

management architecture
Maureen joined HP in 1989
and managed four network

3 architecture specialists on
'b this project. She received a
BSEE degree (1975) from

Villanova University in Villanova, Pennsylvania, an
MSEE degree (1978) from Drexel University in
Philadelphia, Pennsylvania, and performed addi-
tional graduate work towards a PhD (1989) at the
University of California at Los Angeles. Before join-
ing HP, Maureen worked on ISON and broadband
ISDN for AT&T Bell Laboratories in Holmdel, New
Jersey. Aneditor of CCITT recommendation Q.714
on signaling system No. 7, and coauthor of a book
on economic characterizations of large telephony
networks, Maureen is a member of the IEEE, and
a Kappa Nu and Tau Beta Pi societies. She was
bom in Darby, Pennsylvania, and lives in Cuper-
tino, California, with her husband. She enjoys ski-
ing, tennis, running, and hiking

Mark L. Hoerth

Mark Hoerth is the product
manager for the HP Open-
View network manager
server on the HP-UX
operating system. After
joining HP in 1887, he
served as the product man-
ager forinstrument suppaort
at HP's Product Support Di-
" vision. He received a BS
degree (1985) in electrical engineering from the
University of Nebraska, and an MBA degree (1987)
fram Stanford University. Mark was born in Rapid
City, South Dakota, and now resides with his wife

in Stanfard, Califernia. His hobbies include photo-
graphy. swimming, racguetball, and running

60— HP OpenView Windows

Arthur J. Kulakow

. Arthur Kulakow developed
the graphics library and the
map routines used in HP
OpenView Windows. He is
now researching methods
that will enable software
develpers to use C+ + in
the development of net-
work management plat-
forms. Before joining HP in
1985, Art was a software engineer with Bell
Laberatories in Naperville, lllinois, and at Digital
Research Company in Monterey, California. He
earned a BS degree (1980) and M3 degree (1982)
incomputer science fromthe University of Wiscon-
sinin Milwaukee. Heis amember of ACMand his
professional interests include user interface de-
sign, object-oriented programiming, and computer
graphics. Born in Milwaukee, Wisconsin, Art lives
in San Jose, California. He enjoys scuba diving, hik-
ing, camping, and aerobics

Kathleen L. Gannon

Kathleen Gannon worked
as an RAD software en-
gineer in the development
of the HP OpenView Win-
dows/MS-DOS system. Be-
fore that, Kathy was a sys-
terns engineer at HP Labs
She began her HP career
as a product marketing en-
gineer for coopearative sup-
port products in 1980. She earned a BS degree
(1980) in industrial enginesring from Northwestern
University in Evanston, lllincis, and an MS degree
(19885) in electrical engineering from Stanford Uni-
versity, Bornin Pittsburgh, Pennsylvania, Kathy is
married and lives in Santa Clara, California. She
has been an aclive member of the board of direc-
tars of the Santa Clara Valley Science and En-
gineering Fair for the past five years. Her hobbies
and interests include needlework and science fic-
tion

Catherine J. Smith

Catherine Smith is the R&D
projectmanager far the HP
CpenView Windows/MS-
DOS product. Prior tathat,
she served as project man-
ager for the HP MPE XL ter-
minal subsystem. Catherine
! ) joined HP in 1978, soan

5 after she graduated from
S AL the University of Calitornia
at Berkeley with a BS degreein electrical engineer-
ing and computer science. Born in Yakima,
Washington, she resides in San Jose, Calilormia.
Catherine is married and has one son in college.
Her hobbies include downhill skiing and hiking

66 __ HP OpenView BridgeManager

Tamra |. Perez

Developing firmware and
network software are
Tamra Perez' major profes-
sional interests. She de-
veloped the network inter-
face for the HP Bridgeman-
ager project, and s now
designing a user interface
o manage HP's new high-
speed and remote bridges
After joining HF in 1986 in the Roseville Networks
Division, she codeveloped a wire test tool for HP
StarLAN-1 products. Before that, Tamraworked in
IBM's disk technology division as a summer intem
for two years. She earned her BS degree (1986) in
computer engineering from SanJose Siate Univer-
sity, and will receive her MS degree in computer
engineering from UC Davis in June 1980. Tamra
was born in San Jose, California, and lives in
Roseville. She isamember of the Sweet Adelines
women's singing quarte!, a flute player, and a
member of the Tau Beta Pi Engineering Honor So-
ciety
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Andrew S. Fraley

~ After designing and imple-
menting LAN hubs, PC LAN
cards, and drivers, Andrew
Fraley worked on the de-
sign and development of
the HP BridgeManager's
user interface. Andy joined
HP's Roseville Networks D
vigion as a design engineer
in 1986, scon after earning
a BS degree [1988) in compuler science fromthe
Massachusetts Institute of Technology. Born in Gol-
umbus, Ohio, he and his wife reside in Citrus
Heights, California. Andy enjoys soccer, skiing,
tennis, and guitar

71— HP OpenView Data Line Monitor ——

Michael S. Hurst
Michael Hurst joined HP in
the Queensterry Telecom
Divisior in Scotland shortiy
after he received his
Bachelor of Science de-
gree with honors (1978) in
camputer science from
Edinburgh University in
Scotland. Mike was the
' project manager for the HP
OpenViewdata line monitor software. In the past,
he designed microprocessor hardware and
firmware for the HP 3779A/B and HP 3776A/B pri-
mary multiplex test sets, and HP 1000 application
software for the HP 371008 remote access and test
systemn. He is currently directing new develop-
mants forthe HP 371008 system. Mike is amember
of the ACM and the British Computer Society,
where he serves on the Edinburgh Branch Commit-
tee. Born in Wiltshire, England, he resides in Edin-
burgh, Scatland, where he enjoys skiing and run-
ning. One of Mike's ambitions is to spend two
weeks skiing in Colorado

76 _ HP OpenView DTC Manager _

Serge Y. Amar
; As the technical leader in
the development of the HP
OpenView Datacommuni-
cations and Terminal Con-
troller (DTC) manager,
Serge Amar was respon-
sible for its overall design
and implementation. He is
now a project manager for
the OpenView DTC man-
ager. Before that, Serge was a foreign service em-
ployee with HP's Information Networks Division in
Cupertino, California. He developed the DTC man-
agement module for the first release of MPE XL
Prior to joining HP in 1983, he designed electronic
credit cards for home banking for Honeywell Bull
Co. Serge received his diploma in electronics
(1879) from Orsay University south of Paris. Bom
in Colomb-Bechar, Algeria, he naw lives in Greno-
ble, France, with his wife and two children. His pro-
fessional interests include personal computers and
network management, and his leisure time activi-
ties include skiing and diving




Michele A. Prieur —— Network Management Ap

Lisa M. Cole

eywell ems. Lisa's [ 1979} inele eering from the Indian In-

interasts inc ent and stitute of Technalogy in Kanpur, India, and an MS
standards-ba T ns. A native of : lectrical engineering from the
Salem, Ma husetts, she lives in Scotis Valley in Honolulu. Borm in New Delhi
California. She and her husband are expecting
travel

and bridge
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