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X.400

UDP/IP User Datagram Protocol Services Microsoft Application Services
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* Provides standardized
services to applications

Routing Protocols—UDP Based' Routing Protocols—IP Based'

RUDP
Reliable UDP
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Routing Protocols—TCP Based Multicast Routing Protocols—IP Based" ROSE
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File Transfer Operation

Access and Mgmt. Service
Element

Mulitcast Routing

Protocols—TCP Based' BGP Cisco RSRB LDP

Border Gateway | Remote Source Route MPLS Label Hot Standby Router \
Protocol Bridging Protocol Distribution Exterior Gateway Next Hop Gateway-to-Gateway

Protocol Routing Protocol Protocol
GDP RIP
Cisco STUN DCAP Protocol

: . . L. Gateway Routing OSPF RSVP VRRP
Serial Tunneling | Data Link Switching Discovery Information Open Shortest Resource Reservation Virtual Router
of SDLC Header | Client Access Protocol

Protocol Protocol (TCP/IP) Path First Protocol Protocol Redundacy Protocol
Cisco XOT

X.25 Over TCP

Cisco HSRP EGP NHRP GGP PIM-SM
Protocol Independant

Multicast-Sparse Mode

MOSPF
Mulitcast OSPF

DVMRP
Distance Vector
Mulitcast
Routing Protocol

MSDP
Multicast Source
Discovery Protocol

PIM-DM
Protocol Independant
Multicast-Dense Mode PC Local .

. Browse | Print | Named PC VT
Cisco Protocols PGM Area File Pipes LAN Virtual

IGRP | IE-IRGP A Ate Network Manager Terminal
Interior Gateway Routing Protocol Enhanced IRGP

General Multicast Internet Group Program
RUNIX Remote UNIX Services

RTSE
Reliable
Transfer

Service
Element

MBGP
Multi-Protocol BGP

Protocol Management Protocol

Hewlett-Packard
Network Services

SUN Network Services Browser | NetLogon

RPL SMB
Remote Server

Program Message
ACSE
Load Block Association Control
Service Element

Mailslots MS-RAP

MS-CIFS / MS-SMB

Common Internet File System / Server Message Block X.25 PAD

Packet
Assembler/
Disassembler
Protocol
X.3, X.28, X.29

PRESENTATION LAYER

* Specifies architecture-independent e
SCs

data transfer format 3270 Intelligent LU6.2
SNA . ical

Data Character| Printer L%gl_ca
Stream Stream Data nit
Stream

NetBIOS

* Encodes and decodes data; encrypts
and decrypts data; compresses data

Connection-Oriented
Presentation Protocol

ASN.1

IP NetBIOS IP NetBIOS
ssN) ) SMB/TCP From IPX

Net-
BIOS

Connection-Oriented
Session Protocol

SESSION LAYER

* Manages user sessions

\A A4

® Reports upper—layer errors Data Radius
Flow Remote Authentication

Dial-In User Service

Control

NetBIOS

NetBEUI

TRANSPORT LAYER

e Manages network layer
connections

Transmission
Control
PPTP L2TP L2F

Point-to-Point Layer 2 Tunneling Layer 2 Forwarding
Tunneling Protocol Protocol Protocol

* Provides reliable packet delivery PO | TP1 | TP2 | TP3 | TP4

mechanism

HPR APPN
High Advanced
Performance | Peer-to-Peer
Routing | Networking

NETWORK PROTOCOL

CONP CLNP
Connection- |Connectionless
Oriented Network
Network Protocol

SSP 5] T1-617 GRE

Switch to QLLC Annex D Generic Routing
Switch Qualified X.25 _— Protocol
Protocol Logical Packet Level _ SVC(Frame Relay)

Link Protocol ES-IS Switched Virtual Connection

Control IS-IS End System to Control Message

Intermediate System Intermediate LMI (Frame Relay)
to Intermediate System System Local Management Interface

DLSw
Data Link
Switching

NETWORK LAYER

e Addresses and routes packets

Q.933
Annex A

IP-SEC IPinlIP
Internet IP IP Encapsulated
Security inIP

CLLM
Consolidated Link
Layer Management

MPLS
Multi-Protocol Label Switching

DATA LINK LAYER

®* Frames packe‘ts Cisco Protocols

PPPOE
Point-to-Point

cbhP CGMP
Over Ethernet

Cisco Discovery Cisco Group

e Controls physical layer data flow
Protocol Management Protocol

Ethernet V.2

Internetwork

Virtual LAN

SNAP PPP

Sub Network Access Protocol Point to Point
AAL1 AAL2 AAL5
CBR | VBR | AAL3/4 | Data cLip LAPB
Classical (|So 7776)

AAL Emulation IP
ATM Adaption Layer

Switched
Multi-Megabit
Data service

Ethernet
Data Link
Control

Frame Relay
Link Access Procedure
for Frame Mode Bearer
Services (LAPF)

802.2 Logical Link Control

Type 3
ACK w/Connectionless Service

Type 1
Connectionless Service

Type 2
Connection Service

SMDS Interface
Protocol

Cisco Protocols

GMRP ISL DISL VIP DRIP
802.1 GARP Multicast Inter-Switch | Dynamic Inter-Switch | VLAN Trunk | Duplicate Ring
Registration Protocol Link Protocol Link Protocol Protocol Protocol

IEEE Protocols

GVRP
GARP VLAN
Registration Protocol

IEEE 802.5
Token Passing Ring
Media Access Control

IEEE 802.3
CSMA/CD
Media Access Control

IEEE 802.11
WLAN 1-2 Mbps
Direct Sequence

IEEE 802.6
Metropolitan Area
Network DQDB Media
Access Control

FDDI Token Passing
Ring Media Access
Control ANSI

IEEE 802.12
VG-AnyLAN

ATM? Layer ISDN Q.921

802.1Q VLAN
Asynchronous Transfer Mode LAPD

Tagging

IEEE 802.11b WLAN

1,2,5.5, 11 Mbps Token Ring FDDI
Direct Sequence

100BaseT Fiber FDDI SDDI SNI
100BaseX Optic Fiber Optic Shielded Subscriber Network
75 Ohm Coax
10BASES

Shielded Copper Interface
802.3z IEEE 802.11a
e Defines electrical and mechanical T

Twisted Pair CDDI i
4/16 Mbps Copper M
UTP a6 DS1-T1 - 1.544 Mbps STM-1
characteristics R 802.3ae
Thin 1000BaseT
10BaseF 0C-12 0C-48

UTP 4/16 Twisted Pair
Unshielded E1-2.048 Mbps ocs
—_— 155.52 Mbps
DS3 - T3 - 44.736 Mbps
; Distributed or complex routing protocols that provide their own transport or use TCP/UDP/IGMP. (AorP) 622 Mbps | 2.488 Gbps
ATM cannot be transported over DSO. Fiber .

Twisted Pair
E3 - 34.368 Mbps
Note: Mobile protocols are located in a separate diagram. In addition to the protocols depicted in this diagram, Sniffer Technologies also decodes DECnet and Appletalk.
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Ethernet

Ethernet V.2

Ethernet
50 Ohm Coax

Thin Wire
50 Ohm Coax

Broadband Twisted Pair

1Base5
StarLAN

10Broad-36
10BaseT

PHYSICAL LAYER

¢ |Interfaces between network medium
and network devices

ISDN BRI
2 B @ 64 Kbps
1D @ 16 Kbps

ISDN PRI
23 B @ 64 Kbps
1D @ 64 Kbps

30 B @ 64 Kbps
1D @ 64 Kbps
1 0AM @ 64Kbps X.21

EIA RS-232D
orV.24

Serial Interfaces
RS-449

RS-422-A
Balanced

IEEE 802.11g
WLAN 54 Mbps
V.35 V.10 V.11 RS-530

Unbalanced Balanced

RS-423
Unbalanced

PLCP-T1
1.544 Mbps

E1G.703 PLCP
2.048 Mbps

STM-4 STM-16
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Sniffer Technologies

Guide to Communication Protocols

Better performance for your
network, and your bottom line.
Sniffer® Technologies realizes
that your network has become
central to your business.

A network slow-down or
outage can easily translate

into hundreds of thousands

of dollars in lost revenue

and productivity. To ensure
around-the-clock availability for
customers and partners, you
need proven solutions that
detect and resolve bottlenecks

before they become problems.

Sniffer maintains peak perform-
ance across all LAN and WAN
topologies, from 10/100
Ethernet to the latest Wireless
LAN and VolP Network
Protocols—across the
enterprise and the Internet.
Built to analyze the entire
network, Sniffer software
proactively monitors and
troubleshoots all network
layers from the physical to

the applications layer—all

in real-time.

Get the most from your network and more from your bottom line. Contact your local

Sniffer Technologies representative today. Or visit www.sniffer.com to learn more.

COMPLETE

NETWORK

VISIBILITY

24x7

The Sniffer Enterprise Management Architecture provides

unsurpassed network visibility.

Managing today’s complex and widespread enterprise network has never
been more challenging. As an IT professional, how can you ensure that your
network and the applications it supports delivers the availability, security,
and reliability that your business requires to succeed in this highly

competitive world—24x7?

Sniffer® Distributed™ helps you meet these formidable challenges by
providing a fault and network performance management solution that you
can deploy across your entire enterprise. It delivers unparalleled network
monitoring, protocol decodes, and Expert analysis capabilities to all key
segments, e.g., Local Area Network (LAN), Wide Area Network (WAN),
Asynchronous Transfer Mode (ATM), and Gigabit Ethernet throughout the

network.

This powerful combination of standards-based monitoring and Expert analysis
makes Sniffer Distributed the ideal tool to proactively manage today’s
multitopology, multiprotocol distributed networks. With Sniffer Distributed
you can monitor, validate, and evaluate your entire network infrastructure
operations—from troubleshooting and baselining—to real-time and historical
analysis. Armed with these insights, you can identify and correct network

performance problems and bottlenecks—before they impact your users.

Sniffer Distributed also gives you centralized, secure, and easy access.
With its Windows® or browser-based Ul (Sniffer WebConsole currently for
Gigabit and Ethernet only), you can access Sniffer Distributed Appliances

anytime—from anywhere.

World-Class Training, Consulting, and Support

Sniffer® University ™" is a comprehensive educational resource for building
and enhancing all network professionals’ skills in fault and performance
management. Sniffer University has trained over 70,000 network
professionals worldwide. The Sniffer Certified Professional Program
provides network professionals industry-recognized accreditation as

experts in their field.

Sniffer Professional Services can assist you during all network growth
stages—from planning, design, and implementation, through ongoing
management. Our consultants provide expert resources and an

independent perspective to meet your specific needs.

Network Associates® PrimeSupport® Services offers essential product
knowledge and rapid, reliable technical solutions. Over 80% of our
technical staff holds industry certifications and/or technical degrees and
over five years of experience in the IT industry. You can engage this high
level of expertise through our extensive support portfolio, which consists
of PrimeSupport KnowledgeCenter Service Portal, Connect, Priority, and
Enterprise. PrimeSupport is your key to maximizing processing uptime,

revenue generation, and customer satisfaction.

www.networkassociates.com
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