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Information

By Jeanen France
Account Manager, North America
Transcrypt International

GETTING STARTED

Questions we will ask:

* What types of radios are being used in your system?

* What type of radio system — conventional, voted, simulcast, etc. — do you want to secure?
* What type of information will you be transmitting, and how determined will the eavesdroppers be to break the code?

* Are there already scramblers in the radio system that you need to communicate with?
e If ANI or emergency — such as MDC or G-Star signaling — is being used in the radios, is it pre- or post-ANI signaling?

Levels of LMR Radio Security

400 Series: Basic fixed inversion scrambler, factory programmable
to any inversion frequency. The SC20-400-12 is our generic module
and can be factory modified for just about any radio. We do have
some radio-specific modules available for some of the Motorola
portables and mobiles. This scrambler is the easiest to use and has
the best recovered audio quality; however, it is a low level security
scrambler. It would be conceivable for someone to break the code
of this scrambler if they were very determined to do so.

Transcrypt has three levels of hopping code scramblers. The
difference between the three levels is how rapidly the inversion
frequency changes — the faster it changes, the higher the level of
security. In order to communicate, the scramble code and master
code of these scramblers has to match. These codes are factory
programmed and can be changed in the field using our modem
(TR30-3060) and dumb terminal (hyper-terminal) using Over-the-
Air-Reprogramming (OTAR).

With hopping code scramblers, an initial data burst is transmitted
to synchronize all the scramblers. The hopping code scramblers
have automatic decode (the receiving radio will automatically
decode the incoming secure transmission even if the scrambler
is not turned on). These scramblers have ANI (Automatic Number
Identification) and emergency functions available using Transcrypt’s
proprietary FlashCall™ format.
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410 Series: CVP™ | - Level one hopping code; inversion frequency
changes about one time per second.

416 Series: CVP | - Level one hopping code; the difference between
this scrambler and the 410 is that the 416 series can be upgraded
to a higher level of security.

430 Series: CVP Il - Level two hybrid sweep / hopping code; inversion
frequency changes on an average of 250 times per second.

460 Series: CVP Il - Level three hybrid sweep / hopping code;
inversion frequency changes an average of 650 times per second.

DES Series: DES — our highest level of security — is a continuous
synchronization scrambler (rapid re-entry). The audio is secured to
the Data Encryption Standard, although our final output is analog.
With the purchase of the DES scrambler, the TR30-3060 modem
and TR99-DES software is also required. This allows OTAR re-
keying if desired; the modem / software also allows OTAR to optimize
the scrambler’s operation through a radio system. Either on-site or
factory training is highly recommended when considering DES.
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Notes

For all radios with scramblers installed, there will be a means to turn the scrambler on / off using either an existing switch on the radio or
adding an external toggle switch. It is recommended to not use the scrambler 100 percent of the time. Activate the scrambler as needed
when the information transmitted needs to be kept confidential.

FREQUENTLY ASKED QUESTIONS

What is analog scrambling?

There are several methods of analog scrambling; Transcrypt modules modify speech using analog techniques in the frequency domain.
With this method, frequencies in the original speech are converted into alternative frequencies. Transcrypt achieves this conversion by
introducing a “mixing frequency” into the original voice before the signal is modulated. This process “inverts” the original voice spectrum
around this mixing frequency. The receiver uses the same mixing frequency to invert this spectrum back to its original position. By
itself, this complex process provides some level of security, but when the mixing frequency is allowed to change quickly with time in an
unpredictable pattern, the original signal becomes extremely difficult to reconstruct without the corresponding descrambler. By utilizing
sophisticated audio synchronization techniques, Transcrypt’s proprietary Crypto-Voice-Plus™ (CVP) scrambling modules incorporate
this method of shifting frequencies to provide several levels of voice privacy.

What’s the difference hetween analog scrambling and digital encryption?

A digital encryption device converts the original voice waveform into a long sequence of 1s and Os — a process called voice coding —and
then uses a known algorithm to “encrypt” those 1s and 0s. This digital ciphertext is then modulated and transmitted. The receiving device
demodulates, decrypts and converts this signal back into a plain text voice signal.

There are advantages to both digital and analog scrambling. For example, analog scrambling can provide a more natural sounding voice
and simple key management. Digital encryption can use a highly complex cipher, and can employ sophisticated techniques to reduce
noise in weak signal areas.

Is scrambling hard to use?

Not at all. The method for turning the scrambler on and off when transmitting varies by radio, but is usually no harder than flipping a switch
or pressing a button. Receiving coded transmissions is even easier. Transcrypt scramblers monitor the incoming signal and automatically
enter the coded mode when a synchronization signal is received. This means that someone who usually only monitors their radio
doesn’t have to continually switch the radio back and forth between clear and coded modes to understand incoming transmissions.

Will a scrambling module fit in my radio?

Transcrypt performs thousands of installations every year. Every time a module is installed into a radio, a set of instructions — known as
an application note — is developed. Over 2,700 application notes exist today. This document supplements the generic module installation
manual and provides explicit details for installing a given scrambler into a specific radio. As full-featured radios get smaller, customized
miniaturized scramblers are required. Transcrypt is committed to continued advances in miniaturization and customization to meet this
technological challenge. Therefore, custom scrambling modules have been developed for many of the most popular radios.

How hard is it to install a scrambling module?

As all radios are different, so is the effort required to install scrambling. The great majority of scramblers can be installed easily by an
experienced professional radio or electronics technician. Very few installations are considered “factory only.” If you tell us the model of
radio in which the scrambler will be installed, we’ll send additional instructions for installation into that radio. If we haven’t scrambled
your particular model of radio, you may want to send in a sample radio, along with the radio service manual, for our service technicians
to evaluate the radio for scrambler installation. If possible, for a small fee we will perform the installation for you and generate the
necessary application notes for future installs. We maintain a full-time staff of technicians whose responsibilities include installing
scramblers in customers’ radios.

What is Over-the-Air-Reprogramming and what can it do for me?

Over-the-Air-Reprogramming (OTAR) is a feature that allows you to change the operating parameters of a scrambler without removing
if from the radio. This capability provides significant logistic and cost savings to the user and differentiates the less sophisticated
competitive products. Using a PC, our special TR30-3060 modem controller, and a normal radio (without a scrambler installed), you can
use OTAR to change scrambling codes in a single radio, or a whole fleet of radios, one radio at a time using the ESN (electronic serial
number) of the scrambler. If a radio comes up missing, you can go looking for it from your operations console, and if it is turned on,
remove its scramble codes or disable the radio from sending or receiving any transmissions. OTAR brings new levels of flexibility and
control to the management of your system.

What types of radio systems can scrambling be used in?

Transcrypt has scrambling solutions for both conventional and nonconventional systems. Transcrypt has installed scramblers in over
10,000 systems in over 120 countries around the world. The complexity of these applications ranges from simple “talk around” unit-to-
unit operation up to complex dispatch system installations such as repeated, voted, trunked, and wide area. The type of scrambler used
is very much a function of the application. Transcrypt scrambling is also fully compatible with systems using CTCSS / DCS, DPL and
other signaling formats in conjunction with Transcrypt’s T-CAD software.





<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /ENU (Use these settings to create PDF documents with higher image resolution for high quality pre-press printing. The PDF documents can be opened with Acrobat and Reader 5.0 and later. These settings require font embedding.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308030d730ea30d730ec30b9537052377528306e00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /FRA <>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


